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Abstract
Thisisthe user manual to Akeeba Backup for Joomlal ™ version 9 or later, available on Joomla 4.0 and later.

If you are looking for aquick start to using the component please watch our video tutorials [ https://www.akeeba.com/
videos].
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thelicense isincluded in the appendix entitled "The GNU Free Documentation License".
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Chapter 1. Introduction
1. What is Akeeba Backup?

Akeeba Backup is a complete site backup solution for your Joomlal ™ powered website. It will take a copy of your
entire site — files and database data— and put it in abackup archivefile. Y ou can restore the backup archivefile on the
same or a different site, even a completely different server. The restoration uses a web installer script. The installer
script isincluded in the backup archive itself.

Y ou do not need separate files and database backups. Y ou do not need third party tools to restore your backups. Y ou
do not need to edit Joomla configuration files or database data manually. Thisis al handled automatically for you.

More than that, Akeeba Backup is putting you in control of your data. If you so with you can fine-tuning your backup
choosing which directories, files or database tables to exclude.

Tip

If you are looking for a quick start to using the component please watch our video tutorials [https://
www.akeeba.com/videos].

2. What can | use Akeeba Backup for?

Akeeba Backup can be used for much more than just backing up your site. Some indicative uses are:

» Security backups. Taking a snapshot of your site should your server fail, or a hacker exploit some security hole
to deface or compromise your site.

e Template sites. Web professionals have used Akeeba Backup in order to create "template sites'. This means that
you can build asite on alocal server, install every component you usually do on most clients' sites and back it up.
Y ou now have acanned sitethat can serve asagreat template for future clients. Using the same method you can have
asnapshot of all the sitesyou have built for your clients, without the need to have them installed on your local server.

* Build a site off-line (or on a development server), upload the finished site easily. Web professionals can build
a complete site off-line on alocal server, or on-line on a development server. When done they can take a backup
with Akeeba Backup and restore it on the production site. This minimises the downtime of the production site.

e Testing upgrades locally, without risking breaking the on-line site. Joomlal™ updates and updates to its
extensions have the potential of breaking things, especially the more and more complex extensions you are using.
Site owners use Akeeba Backup to get a site snapshot, restore it on alocal test server, perform the upgrade there
and test for any problems without the live site being at risk.

» Troubleshooting locally. Web professionals can use Akeeba Backup to take a backup of aclient's Joomlal ™ site
and restoreit locally to reproduce, identify and resolve an issue with the site. If resolving the issue required amore
substantial change than changing a file or two they can use Akeeba Backup once again to transfer the fixed site
back to the production server.

* Moving a siteto a new host. Site owners who want to take their site to a new host have found Akeeba Backup to
be amajor time saver. Just backup the original site and restore on the new host; your siteis relocated with virtually
no effort at al.

Our users tell us that Akeeba Backup has saved them hours of frustrating work, according to our users. Thisis what
makes it unique. It doesn't make site backups and site transfers possible, it makes them so much easier.
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Akeeba Backup comes in two editions, Core and Professional. Akeeba Backup Core is free of charge and contains
all the features a typical hobby or semi-professional single site owner would like to have in order to easily complete
backup and restoration jobs. Even web professionals find it very useful to transfer sites between servers. On top of
that, the video tutorials and the full documentation are free of charge as well.

Akeeba Backup Professional addresses the more particular needs of web professionals and web agencies, handling
numerous and / or high-value sites. It has features such as inclusion of external directories and databases, powerful
filters based on regular expressions, and support for sending your backups on cloud storage services (such as Amazon
S3, Dropbox or any other of the 40+ supported providers).

Both versions are released under the same license GNU General Public Licence version 3 (GPLV3) or, at your option,
any later version of the licence published by the Free Software Foundation. This means that you can useit on as many
sites as you want, yours or your clients, without paying additional fees or expensive "developer licenses'. All we ask
of you isthat you makeit clear to your clients that they are not our clients, therefore you are responsible for providing
updates and support for Akeeba Backup to them.

Disclaimer: Whether Akeeba Backup and its restoration works for you is highly dependent on conditions outside
our control such as your server setup, your server configuration and your PHP configuration as well as the way you
configure and use the software. We do provide free of charge versions of our software which let you evaluate it before
purchasing a subscription and we do offer support which can potentially work around some server configuration issues.
We consider it self-evident that despite our best efforts if you are unwilling to let us help you or if the problem is
ultimately something that only your host can address we bear no responsibility whatsoever and accept absolutely no
liability per the license our software is distributed under and our Terms of Service.

3. A typical backup/restoration work flow
Tip

If you are looking for a quick start to using the component please watch our video tutorials [https://
www.akeeba.com/videos).

Akeeba Backup is designed to make backing up and restoring a site easier and more user-friendly. From Akeeba
Backup's perspective, restoring to the same host and location, copying your site in a subdirectory / subdomain of the
same host or transferring your siteto a completely new host is exactly the same. In short, Akeeba Backup doesn't care
if you are restoring, copying, cloning or migrating your site. The process is aways the same; you only have to learn
it once. The learning curve is quite smooth, too!

Please note that only MySQL -compatible database servers are supported (e.g. MySQL, MariaDB, Percona).
Y ou cannot take a backup of Joomla running on PostgreSQL or restore a backup of a site on a server that only has
a PostgreSQL database. Also note that some MySQL -compatible servers may have slight incompatibilities between
them. When transferring a backup across database servers we attempt to account for these incompatibilities. If
something doesn't work, please et us knwo.

The typical work flow involves using two utilities from the Akeeba Backup suite: the Akeeba Backup component
itself, and Akeeba Kickstart (our archive extraction helper). Here is the overview:

1. Install Akeeba Backup and configure it to taste. Or use the automated Configuration Wizard to automatically
configure it with the most suitabl e settings for your server. Hit on the Backup Now button and let your site back up.
When it finishes up, click on the Manage Backups button. Click on the download links on the far-right of the only
backup entry from the list - or, better yet, use FTP to do that - saving al parts of the backup archive somewhere
on your local PC.

2. Extract the kickstart-VERSI ON.zip file you downloaded from our Downloads page. The only files in there are
ki ckst art. php andthetrandation INI file. Upload them to the server on which you want to restore your siteto.
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3. Upload all parts of the backup archive (do not extract it yet, just upload the files) to the server on which you
want to restore your site to (called here forth the target server ). Your server's directory should now contain the
ki ckst art . php and the parts of the backup archive (.jpa, .jO1, etc).

4. Fire up your browser and visit the Kickstat URL on your target server, for example http://
www. exanpl e. coni ki ckstart. php

5. Change any option - if necessary - and hit the Start button. Sit back while Kickstart extracts the backup archive
directly on the server! It's fast too (when compared to FTP uploading all those 4000+ files!). If it fails with an
error, go back, select the Upl oad usi ng FTP option and supply your FTP connection information, then click
on Start again.

6. A new window pops up. It'sthe restoration script called ANGIE. Thiswas placed in your backup archive when you
took the backup. It's used to restore the database and do any site reconfiguration actions necessary at the end of the
restoration. Do not close the Kickstart window yet!

7. Follow the prompts on your screen, filling in the details of the new server. If you are restoring to a different URL
or server than where the original site was backed up from you will need the database connection information. If
unsure about what thisinformation is please ask your host.

8. When ANGIE is done restoring your site it prompts you to close the window / tab it was running in. Go ahead
and doit.

9. Back tothe Kickstart window, click the button titled Clean Up. Kickstart removestheinstallation directory, restores
your .htaccessfile (if you had one in the first place), removes the backup archive and itself.

10.Click on the View the front-end button to visit your new site. Y ou're done.

If you are restoring to a different subdirectory on the same server as the original site, or to awhole different host, you
might need to rename or edit your .htaccess file for your site to work properly. ANGIE does give you an option to do
either of these actions for you, in the Site Setup page.

Also note that some third party extensions which store absolute filesystem paths, absolute URLSs or contain host- or
directory-specific settings may require manual reconfiguration after the restoration is complete. Thisis all described
in the restoration section of this guide. If you need help backing up your site, take alook in the Backup Now section
of thisguide.

4. Server environment requirements

Akeeba Backup, like all web applications, needs a suitable web hosting environment and web browser to run. In a
nutshell you need this to run Akeeba Backup:

e Joomlad™ and PHP version compatibilities are detailed in our Compatibility page [https.//www.akeeba.com/
compatibility.htmi]. Y our server must have the PHP extensions Joomla recommends installed and enabled.

e MySQL 5.1 or later, or a compatible server e.g. MariaDB. Akeeba Backup won't work with PostgreSQL or any
other database technology.

e 32MB of PHP memory at the very least. 64 to 128MB recommended. More is better.
 Your server must allow PHP to list directory contents and read files and dump the contents of your site's database.
 You need afolder writable by PHP to store your backups in and enough disk space to do so.

« If you are using any feature that transfers data from or into your site you need the PHP cURL extension or the PHP
fopen() wrappers installed and enabled for the respective protocol (HTTP, HTTPS, FTP, FTPS or SFTP) and your
server(s) must not block the connection. That's the same requirement as Joomlaitself e.g. for its own updates.
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A fairly modern version of one of the major web browsers.
Y our computer and browser must not block the connection to your site and JavaScript must be allowed to run.

If you want to automate the backup you need a server that can do real (CL1) CRON jobs or use athird party service
compatible with Akeeba Backup. You'll have to set up scheduled backups yourself.

Some common sense and a basic understanding of how sites work.

In much more detail, Akeeba Backup requires the following server software environment at the bare minimum:

Joomlal ™ and PHP version compatibilities are detailed in our Compatibility page [https.//www.akeeba.com/
compatibility.html]. Your server needs to be additionally fully compatible with the published minimum
reguirements of the version of Joomlayou are using per the information published by the Joomla project.

MySQL 5.1 or later. MySQL 5.7 or | ater strongly recommended. Versionsof MariaDB compatiblewiththe MySQL—
flavored SQL language for MySQL 5.1 to 8.0 are also supported but only for the features supported by MySQL
itself. We do not have enough information about Percona compatibility.

| mportant
AKEEBA BACKUP DOES NOT SUPPORT POSTGRESQL A.K.A. POSTGRES.

Thefollowing PHP extensions must beinstalled and enabled: mysgli or pdo and pdo-mysqgl to connect to the database
(Joomla requirement); json, mbstring and simplexml (Joomla requirement); gzip for handling compression and
decompression of files.

Your database server needs to have no limits on operations over a period of time (e.g. queries per minute) or,
aternatively, arealistic and high enough limit to run enough SQL queriesto dump the entirety of your site's database.
The same applies for restoration. While Akeeba Backup can work around some of the more restrictive limits, your
backup and/or restoration may be too slow to be practical.

The following common sense requirements are necessary to do anything useful with Akeeba Backup and should be
understood as minimum server reguirements:

As arule of thumb, we recommend a PHP memory_limit setting of 64MB to 128MB for most sites.

More precisely you need a minimum of 16MB of free PHP memory. If you are uploading files or backup archives
to remote storage / remote servers increase this limit by 2.5 times the maximum size of your backup part size (or
upload chunk, for post-processing engines that have chunked upload enabled). If you are using the DirectFTP or
DirectSFTP archiver engines increase that by 1.5 times the size of the largest file on your site.

Enough available free space or quota limit to store your backup archives and any temporary files.

If you are uploading backup archives to remote storage you need at least enough space on your server to store the
first and last backup archive part on your server (assuming you are using the Upload Files Immediately optionin the
post-processing engine). Inthislatter case, that'stypically 1.5 to 2 timesthe part size for archive splitting configured
in Akeeba Backup.

PHP must be able to list the contents (files and folders) of your site's root, read all files under your site regardless
of how many folders deep and list the contents of folders under your site regardless of how many folders deep.
Thisistypically controlled by file/folder ownership and permissions on most Operating Systems and Permissions
on Windows. Please note that on some servers this may be additionally controlled via open_basedir restrictions.

If the default backup directory cannot be written to by PHP it's your responsibility to provide a writable directory
to be used as the backup output directory, either under your site's root or above it. In case of a folder above your
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site's root it must additionally not be limited by open_basedir restrictions, chroot environments or similar server—
level technologies which restrict access to directories above your site's web root.

e Your PHP timeout limit must be at least 2 seconds to make backups practical (however, transferring backups to
remote servers / remote storage is unlikely to work at all). We recommend a timeout limit of 30 to 60 seconds for
most efficient operation with a reduced possibility of atimeout.

Server requirements for optional features:

e The PHP FTP extension must be installed and enabled to use any feature which transfers files to remote servers
viaFTPor FTPS.

The PHP cURL extension must be enabled and compiled against a libcurl library which supports FTP to use any
feature which transfers files to remote servers viaFTP or FTPS and is additionally marked as “over cURL”.

The PHP SSH2 extension must be installed and enabled to use any feature which transfers files to remote servers
via SSH.

The PHP cURL extension must be enabled and compiled against a libcurl library which supports SFTP to use any
feature which transfers files to remote servers via SFTP and is additionally marked as “over cURL".

The PHP cURL extension must be enabled and compiled against alibcurl library which supportsHTTPand HTTPS;
or the fopen() URL wrappers must be enabled on your site (but not allow_url_includes, we don't make use of that
dangerous PHP feature). This is required for using any feature which sends data to or retrieves information from
any remote server including but not limited to most post-processing engines and the Site Transfer Wizard. Thisis
the same requirement your server must meet for Joomla to find, download and install updates for itself and third
party extensions.

Your web server and PHP must be configured with a timeout limit adequate for sending or retrieving files to/
from remote storage providers. This depends on the size of the files and your server—to—remote-storage network
throughput. We recommend a timeout limit of at least 10 seconds, ideally 60 seconds to cover most practical use
cases.

Y our web server must not block outgoing connections to use any feature which sends information to remote servers
including but not limited to most post-processing engines and the Site Transfer Wizard.

Y our new server must be on-ine and accessible over the web with a domain name or subdomain name (not just an
IP address) if you are using the Site Transfer Wizard.

Y our web server must not block inbound connections and your site must be on-ine to use any frontend features
including but not limited to the Akeeba Backup Remote JSON API and the Legacy Frontend Backup URL. This
is necessary for some backup scheduling options.

Y our server must providereal (CLI) CRON job support to use the command line commands such as but not limited
to the command for taking abackup. The Operating System user limits must allow the CRON job to run for at least as
long asitisnecessary for the backup to runto completion. Thisisnecessary for one of the backup scheduling options.

Asfar asthe browser is concerned, you can use any modern version (i.e. published within the last year) of Microsoft

Edge, Safari, Opera, Firefox or Google Chrome. We no longer support Internet Explorer; our software will display
incorrectly or not work at all on this old, buggy and obsolete browser.

In any case, you must make sure that Javascript is enabled on your browser for the backup to work. If you are using
AVG antivirus, please disable its Link Checker feature (and reboot your computer) as it is known to cause problems
with several Javascript-based web applications, including Akeeba Backup and itstools.

You are very strongly advised to disable Internet firewalls, antivirus applications and browser extensions which

interfere with the site's loading such as script blockers (such as NoScript) and ad blockers (such as AdBlockPlus) only
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for the domains you are backing up from and restoring to. Remember that these applications and browser extensions
are designed to protect you against third party sites. As aresult they are very aggressive and WILL break your own
sites. We can't do anything about it: your computer and your browser are under your control alone.

If you are using a CDN, such as CloudFlare, please remember to set it up so that al /administrator URLS on your site
are pass-through (not cached). Otherwise the Joomla backend, including Akeeba Backup, will not work properly.
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Chapter 2. Installation, updates and
upgrades

1. Installing Akeeba Backup

Installing Akeeba Backup is no different than installing any other Joomlal ™ extension on your site. You can read
the complete instructions for installing Joomlal™ extensions on the official help page [https://docs.joomla.org/
Installing_an_extension]. Throughout this chapter we assume that you are familiar with these instructions and we will
try not to duplicate them.

1.1. Installing or manually updating the extension

Just like with most Joomlal extensionsthere are three waysto install or manually update Akeeba Backup on your site:

 Install from URL. Thisworks only with the Professional release of our component. It isthe easiest and fastest one,
if your server supportsit. Most servers do support this method.

» Upload and install. That's the typical extension installation method for Joomlal extensions. It rarely fails.

Y ou cannot and MUST NOT use the Discover method in Joomlato install any modern Joomla extension shipped as a
package, consisting of many related extensions. Thiswill make it impossible to find and install updates automatically
and will aso cause problems when updating Joomlaitself.

Keep in mind that installing and updating Akeeba Backup (and almost all Joomla! extensions) is actually the same
thing. If you want to update Akeeba Backup you MUST NOT uninstall it beforeinstalling the new version. When you
uninstall Akeeba Backup you will lose all your backup settings and all backup archives stored inside Akeeba Backup's
directories (including the default backup output directory). This is definitely something you do not want to happen!
Instead, simply install the new version on top of the old one. Joomlal will figure out that you are doing an update and
will treat it as such, automatically.

Tip

If you find that after installing or updating Akeeba Backup it is missing some features or doesn't work, please
try installing the same version a second time, without uninstalling the component. The reason isthat very few
times the Joomlal extensions installer code gets confused and fails to copy some files or entire folders. By
repeating the installation you force it to copy the missing files and folders, solving the problem.

1.1.1. Install from URL

The easiest way to install Akeeba Backup Professional isusing the Install from URL feature in Joomlal.

I mportant

This Joomlal feature requires that your server supports fopen() URL wrappers (al | ow_url _fopen is
set to 1 in your server's php.ini file) or has the PHP cURL extension enabled. Moreover, if your
server has a firewall, it has to allow TCP connections over port 443 (HTTPS) to ww. akeeba. comand
cdn. akeeba. com If you don't see any updates or if they fail to download please ask your host to check
that these conditions are met. If they are met but you still do not see the updates please file abug report in the
official Joomlal forum [http://forum.joomla.org/]. In the meantime you can use the manual update methods
discussed further below this page.
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First, go to our site's download page for Akeeba Backup [https://www.akeeba.com/downl oads/akeeba-backup.html].
Make sure you are logged in; if not, please log in now. These instructions won't work if you are not logged in. Click
on the All Files button of the version you want to install. On that page you will find both Akeeba Backup Core and
Professional. Next to the Professional edition's Download Now button you will see the Direct Install Link link. Right
click on it and select Copy link address or whatever your browser calsthis.

Now go to your site's administrator page and click on System, Extensions, Manage. Click on the Install from URL tab.
Clear the contents of the Install URL field and paste the URL you copied from our site's download page. Then click
on the Install button. Joomlal will download and install the Akeeba Backup update.

If Joomlal can't download the package, please use one of the methods described in this section of the documentation.

1.1.2. Upload and install.

You can download the latest instalation packages our site's download page for Akeeba Backup [https://
www.akeeba.com/downl oads/akeeba-backup.html]. If you have an older version of Joomlal or PHP please consult our
Compatibility page [https.//www.akeeba.com/compatibility.html] to find the version of Akeeba Backup compatible
with your Joomlal and PHP versions. In either case click on the version you want to download and install.

If you are not a subscriber, click on the Akeeba Backup Core to download the ZIP installation package of the free
of charge version.

If you are a subscriber to the Professional release, please make sure that you have logged in first. Y ou should then see
an item on this page reading Akeeba Backup Professional. If you do not see it, please log out and log back in. Click
on the Professional item to download the ZIP installation package.

All Akeeba Backup installation packages contain the component and all of its associated extensions. Installing it will
install all of theseitemsautomatically. It can also be used to upgrade AkeebaBackup; just install it without uninstalling
the previous release.

In any case, do not extract the ZIP files yet!

Warning

Attention Mac OS X users! Safari, the default web server provided to you by Apple, is automatically
extracting the ZIP file into a directory and removes the ZIP file. In order to install the extension through
Joomlal's extensionsinstaller you must select that directory, right-click on it and select Compressto get aZIP
file of itscontents. Thisbehaviour was changed in Mac OS X Mountain Lion, but people upgrading from older
versionsof Mac OS X (Mac OS X Lion and earlier) will witnessthe old, automatic ZI P extraction, behaviour.

Log in to your site's administrator section. Click on Extensions, Manage link on the top menu. Please click on the
Upload Package File tab. Drag and drop the installation ZIP file you had previously downloaded to start the upload
and the installation. After a short while, Joomlal ™ will tell you that the component has been installed.

Warning

Akeeba Backup is a big extension (about 2Mb for the Professional release). Some servers do not allow
you to upload files that big. If thisis the case you can follow our installation troubleshooting instructions
[ https://www.akeeba.com/documentati on/troubl eshooter/abinstal lation.html] under "Y ou get an error about
the package not being uploaded to the server".

If you have WAMPServer (or any other prepackaged local server), please note that its default configuration
does not allow files over 2Mb to be uploaded. To work around that you will need to modify your php.ini and
restart the server. On WAM Pserver |eft-click on the WAMP icon (the green W), click on PHP, php.ini. Find
the line beginning with upl oad_max_fi | esi ze. Changeit so that it reads:
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upl oad_max_filesize = 6M

Savethisfile. Now, left-click on the WAMP icon, click on Apache, Service, Restart Service and you can now
install the component. Editing the php. i ni file should aso work on all other servers, local and live alike.

If the installation did not work, please take a look at our instalation troubleshooting instructions [https./
www.akeeba.com/documentati on/troubl eshooter/abinstallation.html] or try the manual installation described below.

1.1.3. Manual installation

Joomla does not support manually installing modern extensions which are distributed as a “package” extension,
consisting of multiple related extensions. DO NOT try to extract the installation ZIP file to install each extension
manually. DO NOT try to copy files manually and use the Discover feature in Joomla.

If you ignore these instructions please note that Joomlawill NOT know that all of the included extensions are related
to each other. Asaresult it will not be able to find and install updates to Akeeba Backup. Moreover, every time you
try to update Joomlait will complain that our extensions are not compatible with the new version even though thisis
nto actualyl the case; thisis a consequence of Joomla not being able to find update information.

In short, these are technical limitationsin Joomlaitself. Installing disparate extensions and using the Discover method
are good tools for extensions developers and advanced site integrators, however they are NOT meant to be used on
real world, live sites.

1.1.4. Troubleshooting the installation

Please note that extensions installation is performed by Joomlaitself, not code that we have written ourselves. If you
have a problem installing a Joomla extension of ours the root cause is in Joomlal and the way some of its functions
work. While we don't offer support for generic installation issues, this page is meant to serve as a collection of the
troubleshooting steps we'd follow on any site when any extension doesn't install correctly.

You get an error about the package not being uploaded to the server

Theinstallation packages of our extensions are rather big, approaching 2Mb for the Professional versions. Many server
have a maximum file upload size or a maximum POST request size which istoo small —typically around 2MB — for
our software to install. The best solution is to ask your host to set the following in the server's php.ini:

upl oad_max_filesize = 10M
post _nax_size = 10M

On most hosts you can place theselinesin afilecalled . user . i ni (not theleading dot) or php. i ni inyour site's
adm ni st rat or directory.

If thisisnot possible, there'sagood chancethat thefollowing linesinyour . ht access filemay work on most servers:

php_val ue upl oad_max_fil esize 10M
php_val ue post max_si ze 10M

Thereisalso another alternative, but it won't work on al hosts: installation by URL. Please go to the Download section
of our site and select the software and version you want to download. Click on View All files. Next to the "Download
now" button for the installation package you will see alink called "DirectLink". Right click on it and select "Copy
link address" (the exact phrase depends on the browser, but it should have to do about copying the link or its address/
URL / location).

Now go to your site's back-end, Extensions, Extensions Manager and find the Install from URL tab. Replace the
contents of the "Install URL" field with the contents of your clipboard (the DirectLink URL you copied above) and
click on the "Install" button next to this textbox. As long as your server supports installing extensions from URL the
installation should go through.
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If this still doesn't help please read on for further troubleshooting tips

"Install path does not exist"

Joomla! requiresthe PHP Gzip and ZIP extensionsto beinstalled. If either isnot installed or if it'sblocked then Joomlal
will be unableto install extensions. Unfortunately, a cascade of unhandled errorsinside Joomla! itself will causeit to
come up with the unhelpful and disorienting "Install path does not exist" error message.

Solution: ask your host to enabled the GZip and ZI P extensions in PHP. Furthermore, ask them to make sure that they
are not blocking the functionality of these extensionse.g. by usingdi sabl e_f uncti ons ordi sabl e_cl asses
intheir php. i ni file.

Please note that we routinely see hosts disabling functions zi p_open, gzunconpr ess, gzdefl ate and
gzdecode for ostensible "security reasons’. First of all Joomlal WILL NOT work properly when any of these
functions is unavailable. Moreover and despite what your host tells you, disabling this functions does not increase
your site's security in any conceivable way. If your host denies to unblock these functions please take your site to a
different host that understands how server security really works.

"Unable to write entry” or "Unable to create destination” error

This error message comes from Joomlal and it means that thereis afile or directory permissions issue. Unfortunately
thismessageisvery non-specific and providesno useful information for troubl eshooting. Thisissomething wereported
to Joomla in September 2017 and was fixed for the most part but internal issues in the way the extensions installer
work still prevent the correct path from being shown.

In the meantime, all you can do isask your host to make sure that all folders and files on your site are writeable by the
user under which your site runs. Thisis not something you or us can do. Please do ask your host.

If this doesn't help it might mean that you have reached the file system capacity of your server. Please note that your
account on the server might have several limits:

* Maximum total size of files and database data. This is the most common limit, e.g. your host telling you that you
can use 10G of spacein total. Please remember that this includes your database data. Moreover, keep in mind that
"unlimited" is a marketing term, not reality. Usually you get up to a certain size limit and you have to ask for more,
explaining why.

» Maximum number of files. Thisis usually NOT advertised, documented or visible anywhere. Many hosts will only
alow you up to a maximum number of files, e.g. 100,000. If you try to exceed that count the file is not created /
replaced, as if the permissions were not adequate to write to it. Please note that most times the host engineers will
call it "inode count" because that's technically what they are limiting on your hosting user account. Each inode is
afilesystem index entry and each file and folder on your site consumes one inode (that's not very accurate but it's
awell enough description to understand what an inode is).

e The physical disk size. All the aforementioned limits are great, but you cannot create files beyond the physical
capacity of the disks on your server. Most modern hosts use virtualized, network attached storage to provide ever-
expanding capacity on demand. However, some cheaper hosts and dedicated servers <till have regular disks attached
with finite storage limits.

e The block count. Please remember that computer permanent storage cannot be allocated with a single byte
granularity. It is allocated in blocks, typically 4KB to 32KB each. Think of it as an apartment building where
everyone gets the same size , four bedroom apartment regardless of whether they are single or a family of seven
with a dog and two cats. This means that small files, whose size is nominally under one block, will occupy at least
one block. Your host counts the disk space usage by the number of blocks you occupy but hosting control panels
report the aggregated nominal sizes of thefiles. It is possible for the hosting control panel to report free space when
you have reached the block limit of your hosting account.
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 Also remember that your hosting control panel does not report the limit information in real time. You may have
aready exceeded your limits but your control panel not having been updated with this information.

If you are not sure about these limits please ask your host.
Upgrading from Core to Professional

In some cases we have seen that Joomla failed to copy al of the necessary files when upgrading from a Core to a
Professional release or when installing amajor update that spansmajor versions (e.g. 1.x to 2.y). If you believe thishas
happened to you please install our software twice in arow, without uninstalling it before or in between the subsequent
installations.

Check your Joomla! and PHP version

We publish the compatibility of our software with Joomlal and PHP versions in the Compatibility page on our site.
You can find alink on this page at the bottom of every page of our site.

Please remember that the PHP version your site is using may be different than the PHP version your host reports in
their hosting control pandl. If unsure, please refer to Joomla's System Information page. If you need to upgrade your
PHP version please consult your host. The exact method to do that varies by host.

Checking your temporary directory

First, we will have to make sure that you are using a valid temporary directory. Many sites are configured to use the
system-wide (/tmp) directory or an invalid directory, causing installation problems.

You can change your temporary directory from your site's Global Configuration page. You need to enter the full
filesystem path to Joomlast np folder. Thisistypically something like/ hore/ nysi t e/ public_htm /t np. If
unsure please ask your host. This information is not visible from within your site's administrator using any Joomla-
provided feature and thereis no way for us to know it.

File ownership (Previously: Enable FTP)

Some shared servers run PHP as an Apache module. As aresult PHP runs under the same user as Apache which isa
different user than the one your user account is owned and the one used when uploading filesviaFTP/ SFTP. Asa
result you end up with mixed ownership of your files, making it often impossible to install or update extensions.

Old Joomla versions (1.x, 2.x and 3.x) included a Global Configuration feature caled “Enable FTP". This feature
would make Joomla go through FTP to write to any file, therefore al your files would be owned by the same user,
your hosting account's user. However, thiswas a security issue since Joomla needed to store your FTP password in the
clear. In most cases that was al so the hosting control panel password. In other words, any security mishap which would
divulge Joomla's configuration to an unauthorised user — even a simple misconfiguration of your site's permissions
— could cause major problems to your site. This feature has, therefore, been removed from Joomla 4.0 onwards.

If you find yourself on such a host it's agood time to move to a different, better set up host.

To give you a better idea, the PHP devel opers themselves have said that the PHP A pache module should not be used
for shared hosting scenarios. It's something only really meant to be used for single site servers with the assumption
that Apache is correctly configured for this use case. Solutions for PHP running as a different user for each site of a
shared hosting server have existed since the early 00's. If your host has still not gotten wind of these problems and
their respective solutions over a course of at least two decades they are probably ungualified to host any site, hence
the recommendation to move to a different host.

Still problems?

If you still can't install our software and you are receiving messages regarding unwritable directories, inability to move
files or other similar file system related error messages you can ask for our support but you aready read what we're
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going to try. At best you can expect us to find out the most likely root cause and tell you what you have to ask your
host to do to fix it.

2. Upgrading from Core to Professional

Upgrading from Akeeba Backup Core to Akeeba Backup Professional is by no means different than installing the
component. You do not have to uninstall the previous version; in fact, you MUST NOT do that. Simply follow the
installation instructions to install Akeeba Backup Professional over the existing Akeeba Backup Core installation.
That'sall! All your settings are preserved.

I mportant

When upgrading from Core to Professional you sometimes have to install the Professional package twice,
without uninstalling anything in between. Sometimes Joomlal does not copy some of thefiles and foldersthe
first timeyou install it. However, if you install the package again (without uninstalling your existing copy of
Akeeba Backup) Joomlal copiesall of the necessary files and performs the upgrade correctly.

3. Automatic updates

Akeeba Backup can be updated just like any other Joomla! extension, using the Joomlal extensions update feature.
Please note that Joomlal isfully responsible for discovering available updates and installing them on your site. Akeeba
Ltd does not have any control of the update process.

Note

This Joomlal feature requires that your server supports fopen() URL wrappers (al | ow_ur | _f open is
set to 1 in your server's php.ini file) or has the PHP cURL extension enabled. Moreover, if your
server has a firewall, it has to allow TCP connections over port 443 (HTTPS) to ww. akeeba. comand
cdn. akeeba. com If you don't see any updates or if they fail to download please ask your host to check
that these conditions are met. If they are met but you still do not see the updates please file abug report in the
official Joomlal forum [http://forum.joomla.org/]. In the meantime you can use the manual update methods
discussed further below this page.

Warning

Akeeba Backup Professional needs you to set up the Download ID before you can install the updates. Please
consult the Entering your Download ID documentation section for more information.

Y ou can access the extensions update feature in different ways:

» From the icon your Joomlal administrator control panel page. By default you will find the icon in the right-hand
modulesarea, under the Update Checks header. When there are updates found for any of your extensionsyou will see
the Updates are available message. Clicking on it will get you to the Update page of Joomlal Extensions Manager.

» From the sidebar of your Joomlal Administrator click on System. On the new page find the Update area towards the
bottom of the middle column and click the Extensionslink. Thistakesyou to the Update page of Joomla! Extensions
Manager.

If you do not see the updates try clicking on the Find Updates button in the toolbar of the Joomlal Extensions: Update
page. If you do not see the updates still you may want to wait up to 24 hours before retrying. This has to do with the
way the update CDN works and how Joomla! caches the update information.

If thereis an update available for Akeeba Backup tick the box to the left of itsrow and then click on the Update button
in the toolbar. Joomlawill now download and install the update.
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If Joomla can't download the package, please use one of the manual update methods described below.

If you get awhite page whileinstalling the update pleasetry either the Built-in method (described above) or the manual
update method (described below).

Updating manually

Asnoted in theinstallation section, installing and updating Akeeba Backup is actually the same thing. If the automatic
update using Joomlal's extensions update feature does not work, please install the update manually following the
instructions in the installation section of this documentation.

I mportant

When installing an update manually you MUST NOT uninstall your existing version of Akeeba Backup.
Uninstalling Akeeba Backup will always remove al your settings and any existing backup archives stored
on your server. You definitely do not want that to happen!

Sometimes Joomlal may forget to copy some files when updating extensions. If you find Akeeba Backup suddenly
not working or if you get a warning that your installation is corrupt you need to download the latest version's ZIP
file and install it twice on your site, without uninstalling it before or in-between these installations. This will most
certainly fix thisissue.

If the error occurs again after a while, without you updating our software, please contact your host. Some hosts will
delete or renamefiles automatically and without any confirmation as part of a (broken and unfit for purpose) "malware
scanner / antivirus'. Unfortunately, these scanners return alot of false positives -innocent files mistakenly marked as
malicious- but rename / delete them nonethel ess, breaking software installed on the server. If you are on such a host
we very strongly recommend that you move to a decent host, run by people who actually know what they are doing.
It will be far less headache for you and would actually improve your site's security.

3.1. Troubleshooting the update

Like most Joomlaextensions, our software relies on Joomla's built-in extensions updater. In simpleterms, code written
by the Joomla project, shipped with Joomla itself and running on your site is responsible for retrieving information
about the latest available versions, determining whether an update is available, downloading the update package and
installing it on your site. Akeeba Ltd has no control over that code.

Despite this not being our code, we do understand that our clients do come across problems with updates and need our
help. The way the Joomla built-in extensions updater is written makes it prone to some easily preventable, common
errors. Itserror reporting ranges from unhel pful to non-existent. In an effort to help you, we've compiled and condensed
all the troubleshooting we've done for years on our sites and our clients' sites.

Please note that we do not have a choice on whether to use Joomla's built-in extensions updater or our own code. The
Joomla Extensions Direction requires us to use Joomla's own extensions updater as a requirement for our software
being listed there.

3.1.1. Addressing server issues

In some casesyou will seethat Joomlacannot retrievethelatest version information or update package for our software,
reporting it cannot connect to cdn.akeeba.com. Related to that, Joomla may report that it's unable to download the
Professional edition's update package, saying it's unable to connect to our site www.akeeba.com. This can mean afew
different things which al have to do with how your host is set up.

Our CDN and our site are accessible over HTTPS and use avalid, signed TL S certificate. At the time of this writing
the TLS certificates are issued by Let's Encrypt and Amazon Web Services. The TL S certificates used for HTTPS on
our CDN and site use the recommended SHA-256 hashing algorithm and the servers only support modern versions
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of the TLS protocol (at the time of this writing it's TLS 1.2 and later). If your host has an out of date Certification
Authority cache or compiled PHP against an old TLS library which does not support modern versions of TLS your
site will be unable to connect to our servers.

If thisis not the case, please be aware that some hosts run a proxy server or a firewall which can either prevent or
cache outgoing connections in front of their servers. Depending on how this isimplemented it can cause two distinct
types of problems.

Thefirst problem is that your site might be unable to connect to our CDN and our server to retrieve the latest version
information and the update package itself respectively. If this happens you need to ask your host to allow connections
to TCP/IP port 443 (HTTPS) for www.akeeba.com and cdn.akeeba.com. If they ask you for an IP address please ask
them to resolve these domain names from their server. The latter isa Content Delivery network (CDN) with hundreds
of servers, powered by Amazon CloudFront, meaning that its I P address depends on where you are accessing it from.

The second problem is that when Joomla tries to retrieve the latest version information or an update file from our
serversyour host's proxy getsin the way and returns information it has cached. We explicitly ask for that information
not to be cached, using standard HT TP headers, but some hosts choose to ignore web standards and do their own thing.
Also worth noting isthat your host should not interfering with HTTPS (encrypted) traffic, so al the more reason to be
worried about their implementation in this case. Unfortunately, we have caught afew hosts doing that over the years.

None of theseissues can be addressed by you or us. Y ou will need to contact your host about them. Before you assume
any of theseissues are in play and if you are using the Professional edition of our software please do check that your
Download ID isvalid first.

3.1.2. Check the validity of your Download ID
Note

Theinformation in this section only appliesto the Professional edition. If you are using the Core edition you
can skip over it.

If you are using the Professional version of our softwarewe need to verify that you have an active subscription that gives
you accessto downloads of the software you aretrying to update. We do that by means of aDownload 1D which hasthe
format 0123456789abcdef0123456789%abcdef (Main Download 1D) or 12345:0123456789abcdef0123456789abcdef
(Add-on Download ID). In and by itself the Download ID does not carry any information about your subscription
status. It isan identifier linked to your account on our site.

First, you need to check that you are using avalid Download I1D. Do not assumethat your Download ID is entered
at al, or that it isvalid. This kind of false assumption accounts for half of the update issues we are asked to help our
clients with. Always check on our site. Log into our site and go to Add-on Download 1Ds from the top menu. Copy
the Download ID and paste it to our extension's Options page in the Download 1D box, under the Update tab.

If you had to enter or change the Download ID but Joomlawas already reporting an updated version you will need to
wait for 1-2 days OR install the update manually. This has to do with how Joomla update information caching works
— evenif you tell it to clear the update cache.

3.1.2.1. Check your subscription status

Note

Theinformation in this section only appliesto the Professional edition. If you are using the Core edition you
can skip over it.

As noted above, the Download 1D itself does not carry any information about whether you are allowed to download an
update. This check is done on our server when it receives the Download ID along with Joomla's request to download
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an update. The check performed is simple: do you have an active subscription which gives you access to the software
you are trying to download?

Do not assume that your subscription is active. It is possible that you missed an email warning you about the
subscription expiring and a manual action to renew it being required on your part. Do note that we send two emails
before your subscription reaches it validity limit and you lose access to downloads, 30 and 15 days in advance.

Always log into our site and go to the My Subscriptions page to check your subscription status. If your subscription
has expired you can renew it. Once the payment is complete and accepted by our reseller you will be able to download
the updates within the next 20" or less (typically: within seconds).

3.1.2.2. Multiple Professional edition Akeeba extensions with different Download
IDs

It's possible that you have more than one of our Professional extensions but you want to use different Download 1Ds
for each one of them. For example, if each extension was bought by a different company working on your site or if
you are trying to migrate to a new user account on our site.

That is to say, one extension might use a Download ID that is valid and corresponds to an active subscription for that
software, another extension might have an invalid Download ID or use a Download |D which refersto a user account
on our site which does NOT have avalid subscription for that software.

Do remember to check the Download IDs for each and every of our extensions. Do remember to check that you have
active subscriptions for all the products you are trying to update.

3.1.2.3. Entering or changing your Download ID after an update is available

On March 9th, 2021 we publicly and officially notified Joomla about known issues with their extensions updater when
the Download Key is changed after an updated version has been detected. We had previously notified Joomla of these
issues repeatedly, but privately, over the course of eight years. These issues are till not addressed.

If you enter or change your Download | D after Joomlahas already determined an updateis avail able the new Download
ID will NOT take effect on many sites. This hasto do with the way Joomlais caching not only the update availability
information but also the raw information about Update Sites and Download Keys it uses to determine if updates are
available and how to download them.

If you find yourself in this case we strongly recommend installing the update manually (download the new version
and install it using Upload and Install over the old one) OR wait 1-2 days before retrying. Kindly note that retrying
after 1-2 daysMAY STILL NOT WORK.

We understand that thisis especially disruptive if you are managing dozens or hundreds of sites. Thisiswhy we have
been trying to convince Joomla to fix these issues since 2014. We have even gone as far as to point out exactly why

theseissues occur and how to fix them. That'sthe full extent of what we can do. It is ultimately Joomla's responsibility
to take your needs seriously enough and include the three lines of code to fix these issues.

3.1.3. Updates are showing after installing the latest version

Sometimesyou might see that Joomlareports that the version you haveinstalled or even apreviousversionisavailable
as an update. This can mean three things:

» Joomlds update cache is stuck. Please file a bug report to Joomla. We have already been reporting this privately
since 2014 and made an official, public issue report on March 9th, 2021.

 You have a server issue connecting to our CDN. See the information on addressing server issues.
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* You have found a bug in Joomlas built-in extensions updater. You need to contact the Joomlal forum [https.//
forum.joomla.org]. Unfortunately there is nothing we can do about Joomla core bugs.

3.1.4. Updates not showing despite having an older version

Sometimes you may see that Joomla refuses to report the availability of a new version of our software. This can mean
four things:

» Theupdate site for our softwareis disabled. See the information on checking the update site.

» Joomla's update cache is stuck. Please file a bug report to Joomla. We have aready been reporting this privately
since 2014 and made an official, public issue report on March Sth, 2021.

* You have a server issue connecting to our CDN. See the information on addressing server issues.

* You have found a bug in Joomlas built-in extensions updater. You need to contact the Joomlal forum [https://
forum.joomla.org]. Unfortunately there is nothing we can do about Joomla core bugs.

3.1.4.1. Check the update site

First we are going to check if the Update Site is disabled. Go to the System menu item, find the Update area and click
on the Update Sites link.

On that page you will see alist of the update sites for the extensions you have installed on your site. If you see our
software in that list — you may have to search for it — make sure it's published, i.e. there's a green checkmark in the
Status column. If it's not aready published publish it now. If you had to publish the Update Site you will have to
install the latest version manually, on top of the old one. Thisis due to Joomla's caching of the information required
to retrieve update information. In other words, for a period of afew hours to a few days Joomla might be unable to
automatically detect the new version of our software.

If our software does not appear on that list you will need to click on Rebuild. Watch out, though! Joomla has a bug.
When using Rebuild removes all Download IDs and Download Keys from all installed extensions on your site and
will cause extension installation to fail. Y ou will also need to follow the instructions under Check the validity of your
Download ID for your updates to work.

3.1.5. Miscellaneous troubleshooting and information

3.1.5.1. The update fails to download

If you are trying to update a Professional edition please check your Download ID. Typicaly you will get an error
message telling you that an error 403 or 500 was received when trying to download the update package. Whether
you see that message or a generic download failure message depends on the version of Joomla you have installed
on your site.

If this doesn't help you need to check if you have a server issue.
3.1.5.2. Updating with a third party service fails

Typically, third party site management services ask Joomlato provide the updateinformation and install update on your
behalf. Therefore the troubleshooting information in this section would solve both in-site and remote (via a service)
extension updates.

If you can install an update by logging into your site's backend but NOT through a service you need to contact the
third party site management service and report this issue. Unfortunately we cannot help with it. Third party services
DO NOT ask us for permission to implement an updater for our software.
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3.1.5.3. Manual update

As noted earlier in the documentation, a manual update is the same as installing the extension. Download the latest
version from our site and install it on your site without uninstalling our extension.

3.1.5.4. Update installation problems

If your update does download but fails to install try the manual update method (installing the new version on top of
the old one). If that fails, too, you should follow the instructions on the installation troubleshooting section you can
read earlier in this documentation.

3.2. Entering your Download ID

Note

If you are using Akeeba Backup Core, the free of charge edition of Akeeba Backup, you do not need to
and must not enter a Download ID. The Download ID is only required for the for-a-fee Akeeba Backup
Professional edition.

Akeeba Backup Professiona is the for-a-fee edition of Akeeba Backup with additional features. Downloading it,
either for installation from scratch or as an update to an already installed but older version on your site, requires
confirming that you have an active subscription which gives you access to Akeeba Backup Professional downloads.
When you download the installation ZI P file from our site this meansthat you need to log into our sitefirst. However,
when downloading updates through Joomla you really don't want to and usually cannot be asked to log in to our
site. The Download ID is used in this case to identify you to our download servers. Furthermore, a Download 1D
linked with an active subscription is also required to use some remote file storage services such as Dropbox and
OneDrive (specifically: any remote storage service which uses OAuth2 or a variation thereof, therefore requiring a
specia “mediator” script which runs on our servers).

Using your Download IDs on your clients' sites

Our software license allows you to use your Download | Ds on the sites of your clients. However, you must tell your
clientsthat:

» Downloads and support for the software covered by the Download 1D is provided by you, not Akeeba Ltd.

* If they want to receive support and / or downloads directly from Akeeba Ltd they need to purchase a qualifying
subscription on our site. In this case they do not qualify for the renewal discount.

» They arenot alowed to use the Download ID on any other site or use the Download I D to download the software for
any reason other than updating or reinstalling the covered software on the same site the Download 1D was entered
in. In other words, they cannot use the Download ID to install or update our software on any other site.

If you are no longer administering a site where you have entered a Download ID you must revoke or regenerate that
Download ID. You need to do the same if you believe that your Download ID is being used by third parties in an
unauthorized manner. Please note that unauthorized use of Download IDs could have consequences with regards to
your subscription with us.

Finding your Download ID
Download 1Ds comein two flavors, your main Download ID and Add-on Download I1Ds.

Y ou can find your main Download ID in the My Subscriptions [ https.//www.akeeba.com/my-subscriptions.html] page
of our site. We recommend using this Download ID only on your own site(s). This Download ID cannot be revoked,
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it can only be regenerated. If it's regenerated you will need to enter the new Download ID on all of your sites which
can be asignificant hasse.

Y ou can generate an unlimited number of Add-on Download | Ds without additional charge in the Add-on Download
IDs [https://lwww.akeeba.com/download/add-on-dlid.html] page. Unlike the main Download ID you can revoke
(disable) any Add-on Download ID at any time. Aslong as you only use one Add-on Download ID per site revoking
or regenerating it will not affect the other sites' ability to download and install updates.

Enter or view your Download ID
From the main administrator page of your site click on System on the sidebar.
Click on the Update Sites link towards the bottom of the middle column on the System page.

Find the Akeeba Backup for Joomla! package entry on thelist and click on it to open the edit page.

Note

You might see an entry for "Akeeba Backup package" (without the "for Joomlal" part). These are older
versions of Akeeba Backup, i.e. Akeeba Backup 8 or earlier. Please check out the "Migrating from older
versions of Akeeba Backup" section in our documentation.

Enter your main or Add-on Download ID in the Download Key area. Click on the Save & Close button on the toolbar
to apply the Download ID.

If Akeeba Backup or Joomlal was already showing you that an update for Akeeba Backup is available you will need
to install the update manually.

Troubleshooting updates to the Professional release

If youtill cannot install our software please check that the Download I D isentered correctly. If it'snot entered correctly
enter the correct Download ID and follow all of these instructions again.

If the Download ID isentered correctly but it's not active in the Add-on Download | Ds page you will need to enableiit.
After enabling it you will be able to download and install the update without having to follow these instructions again.

If the Download ID is correct please make sure that you have an active qualifying subscription on our site. If your
subscription has expired you need to purchase a renewal on our site. Once the renewal is active you will be able to
download and install the update without having to follow these instructions again, as long as you have not changed
your Download ID.

If you still cannot download updates despite having the correct Download ID and an active subscription try waiting
for 24 to 48 hours. In very rare cases Joomla's update cache gets stuck despite following the instructions above and
you just need to wait until Joomla decidesit hasto reload it.

If the updates are still not downloading please make sure that you are using a version of Joomla and PHP that is
supported by the new version of our software. If you are not sure please consult our Compatibility page [https://
www.akeeba.com/compatibility.html].

If you've followed al these troubleshooting steps and the update is not downloading at all you need to contact your
host and ask them to allow traffic to www. akeeba. comand cdn. akeeba. comover port TCP 443 (HTTPS),
make sure that the PHP cURL module is installed and activated on the version of PHP your site is using and that
finally the libcurl and libssl system libraries the cURL module is compiled against are up-to-date versions. If your
host cannot help you with any of these requests (despite this being literally what you are paying them to do) you can
install updates manually. Kindly note that Akeeba Ltd is not responsible for your hosting environment and that the
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requirements for downloading updates from our site are met by server software released roughly 5 years ago. If your
host cannot provide 5 year old software and open ports in their firewall you should probably be migrating your site
to amore up-to-date, competent host.

4. Uninstalling Akeeba Backup

Akeeba Backup can be uninstalled just like any other Joomla extension.
Warning

Uninstalling AkeebaBackup will deleteyour backup profiles, thelist of your backup attempts (what you seein
the Manage Backups page) and any backups stored in the default backup output folder which isinside Akeeba
Backup's component folder. Thereis no further confirmation. This processis|RREVERSIBLE. If you lose
your backups by uninstalling Akeeba Backup we cannot help you retrieve them, they are gone forever.

First, go the extensions manager page. From the sidebar of your Joomlal Administrator click on System. On the new
page find the Manage area towards the top of the middle column and click the Extensions link.

In the Search box type Akeeba Backup package. It will show you a single item called "Akeeba Backup for Joomla
package" whose Type is Package.

Note

You might see an entry for "Akeeba Backup package" (without the "for Joomlal" part). These are older
versions of Akeeba Backup, i.e. version 8 or earlier.

I mportant

Only ever try to uninstall the Package type extension. DO NOT try to uninstall the component, its plugins
or module individualy. It will leave stuff behind.

Select the item's checkbox and click on the Uninstall button in the toolbar. The extension and all its dependencies will
be automatically uninstalled.

5. Requesting support and reporting bugs

Support can be provided only to subscribers and only through our site's Support section. If you aready have an active
subscription which gives you access to the support for Akeeba Backup you can request support for it through our site.
You will needtologin to our site and go to Support, Akeeba Backup for Joomla! and click on the New Ticket button.
If you can't see the button please make sure you have an active subscription that gives you access to Akeeba Backup
for Joomla! support. If you do and still don't see the button please use the Contact Us page to let us know of the ticket
system problem and remember to tell us your username.

If you want to report a bug, please use the Contact Us page of our site. Y ou don't need to be a subscriber to report a
bug. Please note that unsolicited support requests sent through the Contact Us page will not be addressed. An issue
is not a bug unless it can be reliably reproduced on multiple sites and servers. Please make sure you include clear
instructions on reproducing the issue. If the issue cannot be reproduced it's not a bug report, it's a support request.

I mportant
Support cannot be provided over Twitter, Facebook, email, Skype, telephone, the official Joomlal forum,

our Contact Us page or any other method except the Support section on our site. We also cannot take bug
reports over any other medium except the Contact Us page and the Support section on our site. Support is
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not provided to non-subscribers; if you are using the Core version you can request support from other users
in the official Joomlal forum or any other Joomlal-related forum in your country/region. We have to impose
those restrictions in support to ensure a high level of service and quality. Thank you for your understanding.

6. Migrating from old versions of Akeeba
Backup

Akeeba Backup has been around since the early days of Joomla 1.0 al the way back in 2006. It has gone through
several rewrites, the latest one being in mid-2021 with Akeeba Backup for Joomlaversion 9. If your site already had an
older version of AkeebaBackup installed you will need to take some easy, manual stepsto migrate to the new version.

First, make sure that the old version aready installed is in the 7.x or 8.x version range. Go to your site's backend
and click on System from the side menu. From the Manage pane select Extensions. Search for Akeeba Backup
package. If the version number listed there begins with 6 or alower number you will need to upgrade thisto Akeeba
Backup 8. Go to our site, download the latest version of Akeeba Backup 8 and install it. Then download and install
Akeeba Backup 9 or later, even if you had previously installed it. Thislast step isVERY important.

From Joomla's sidebar menu click on Components, Akeeba Backup for Joomlal ™, Control Panel. Towards the top
of page, above the configuration and action controls, you will see an areatitled "Migrate your settings from an older
Akeeba Backup version". Click on the Migrate settings button and follow the instructions on your screen (essentially,
click abutton). Thiswill migrate your settings from the old version of Akeeba Backup to the new one.

Y ou can now uninstall the old version of Akeeba Backup. Go to your site's backend and click on System from the side
menu. From the Manage pane select Extensions. Search for Akeeba Backup package. Select it, making sureits
version number starts with 7 or 8. Then click on Uninstall from the toolbar.

Caveats

The migration will copy over your component settings, Akeeba Backup profiles and backup history. It will
also copy the backup archives stored in the default backup output directory of Akeeba Backup 8 and
earlier (administrator/components/com_akeebalbackup) to the new default backup output directory (administrator/
components/com_akeebabackup/backup).

The migration will NOT copy backup archives from non-default backup output directories created inside the old
Akeeba Backup component directory. That is to say, any backup archive inside a subdirectory of administrator/
components/com_akeeba (other than administrator/components/com_akeeba/backup), components/com_akeeba or
media/com_akeeba WILL NOT be copied over. Y ou need to download these backup archives PRI OR to uninstalling
the old Akeeba Backup version or they will be forever lost. We do not accept any responsibility for dataloss resulting
from your failure to heed this warning.

CRON scripts

If you were using the akeeba-backup.php, akeeba-altbackup.php, akeeba-check-failed.php or akeeba-altcheck-
failed.php scripts please note that they have been removed and replaced by commandsfor the Joomlal CLI application.
Y ou will need to edit your CRON jobs and make the following replacements:

 akeeba-backup.php to joomla.php akeeba:backup:take
» akeeba-altbackup.php to joomla.php akeeba:backup:alter nate
» akeeba-check-failed.php to joomla.php akeeba:backup:check

 akeeba-altcheck-failed.php to joomla.php akeeba:backup:alternate check
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For example, if your CRON command line was

[usr/local/bin/php-cli /home/nysitel/cli/akeeba-backup.php --profile=2 1>/dev/null 2>/dev/n
you need to change it so that it now reads

{usr/local/bin/php-cli /home/nysite/cli/joom a. php akeeba: backup:take --profile=2 1>/dev/n

You aso need to make sure that the plugin Command — Akeeba Backup is published on your site. This plugin is
published by default when you install Akeeba Backup for Joomlaversion 9 or later for the first time.

Please note that thej ooml a. php application is part of Joomlaitself. We do not have control over it. If you get an
error before the Akeeba Backup command produces any output the problem lies with Joomla, not our software. Also
note that unlike our old CLI scripts, Joomla's CLI application will NOT run with PHP-CGI binaries. It will smply
throw an error. Please do not report this as a bug to us, report it to the Joomla project who's responsible for this code
and can actually fix it.

Dark Mode

Unlike Akeeba Backup 7 and 8 we no longer include Dark Mode CSS. This is intentional as we are no longer using
our own CSSfiles; we use the Bootstrap CSS which isincluded with Joomlaitself. This means that if you use a dark
themed administrator template or a dark mode plugin for the default administrator template our software will also
display in the same dark theme as the rest of your site.

Why is a migration necessary?

Akeeba Backup 3.x to 8.x inclusive had the component name com_akeeba, therefore their files were stored in the
administrator/components/com_akeeba and components/com_akeeba folders on your site. Its tables had the _ak
prefix.

During thefirst two major versions (1.x and 2.x) Akeeba Backup was called JoomlaPack. Sinceit was compatible with
Joomla 1.0 which did not have an extension framework per se they were simply a bunch of PHP scripts with some
Joomla binding thrown together. JoomlaPack 2.2 was the first version using Joomla 1.5's MV C. In version 3.0 the
component was renamed to Akeeba Backup. Akeeba Backup 3.0 to 3.4 were based on Joomla 1.5's core MVC API.
Akeeba Backup 3.5.0 and later were based on our FOF framework (version 1.x, 2.x, 3.x or 4.x of the FOF framework,
to make matters more complicated).

Thefact that all of these versions of our component had the same component folder name but entirely different internal
architectures meant that updates from one version to the next were complicated and error-prone. It was anecessary evil
since Joomla 1.5, 1.6, 1.7, 2.5 and 3.x had avery old core MV C APl which was unsuitable for writing and efficiently
maintaining complex extensions. As a result we had to maintain our own framework and go through complicated
extension updates. Even though that wastime consuming and potentially error-prone on updatesit was|ess problematic
than using the outdated core MV C API.

Starting with Joomla 4.0 the core MVC API includes many of the features we had introduced in FOF. Moreover,
bumping the minimum PHP version support to 7.2 in Joomla4.0 meansthat the few featureswe are missing can easily
be implemented with minimal amounts of reusable code, called Traits. Asaresult we decided to discontinue our own
framework and use the core MV C API again.

However, this meant that trying to upgrade from Akeeba Backup 8.x and earlier would be very complicated if we
kept the same component name due to the nature of the Akeeba Backup component. We needed to use a different
component name. We decided to use com_akeebabackup since this addressed another long standing issue: com_akeeba
was amisnomer. Akeeba Ltd is the name of our company, our extension is Akeeba Backup, not Akeeba. The original
component name comes from a time when we only had one extension so it made senseto call it com_akeeba.
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The other problem we had to address was that using the core Joomla MV C API makesit hard to update the database
tables if they were created without using the core Joomla extensions installer to begin with, as was the case with
Akeeba Backup 4.0 to 8.x. If you were to update from Akeeba Backup 7 or earlier to Akeeba Backup 9 the updated
extension would fail to work properly because the database tables wouldn't be updated correctly. Therefore we had
to use a different table prefix, _akeebabackup_ which is good practice as well: the table prefix should ideally follow
the component name.

These two changes meant that a migration isrequired from older versions of Akeeba Backup to Akeeba Backup 9 and
later. Ideally wed like to do that when you install the new version of our extension. However, due to limitations of
the Joomla extensions installer and updater we could not guarantee there would be enough time available to do that
without risking a PHP timeout. Hence the need to do a manua migration. The migration is required exactly once.
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Chapter 3. Using the Akeeba Backup
component

Thischapter documentsall pagesand features of the Akeeba Backup component. We decided to organiseit by each core
Joomlafeature or component page you will see using our extension. When thereis an interconnection between features
we attempt to provide links between the documentati on pages and adequate i nformation to explain thisinterconnection.

1. Custom administrator menu items

Joomla allows you to create custom administrator menus. Thisis avery powerful feature, allowing you to customise
the backend Joomlainterface for your clientsto provide better User Experience e.g. by creating task-based menu items
instead of the generically-named default Joomla menu items. Akeeba Backup offers full support for this feature.

Most of Akeeba Backup's custom menu item types were created with site integrators and web site agencies in mind.
Typically you want to offer your client a simple, obvious way of doing backup operations (take, restore or transfer
backups). Up until now you had to tell them to go to the quite busy Akeeba Backup page and click on just the one thing
you want them to. As we all know, clients get easily distracted and start changing things they shouldn't be touching.
The custom menu types below are designed to offer perfectly tailored access to the component areas that most users
need. Taking and restoring a backup can become a no-brainer, reduced to simply clicking on a back-end menu item.

1.1. Control Panel

This menu item type lets you access Akeeba Backup's main page (control panel). This is the same menu item type
Joomlal creates by default when you install the component.

Please remember that excluding files, folders and database tables as well as including external folders and additional
databases (for the Professional edition) can only be done through the Control Panel page. It'salwaysagood ideahaving
alink of thistypein your custom menu.

1.2. Backup

Thismenu item type alowsthe usersto take backups. The default optionslet thiswork just like clicking on the Backup
Now iconin AkeebaBackup's Control Panel page, i.e. the user can select an aternative backup profile, enter a backup
description and/or comment and then take a backup or change their mind and return back to the Control Panel page.
However the additional options let you do more interesting stuff.

The available options are:

Force backup Select the backup profile which will be pre-selected in drop-down of the Backup Now page.

profile Selecting (None) default to the currently active backup profile, as selected in other pages of the
Akeeba Backup component. By default that's profile #1. Thisis especially useful with the Start
immediately option below.

Start immediately When enabled the backup will start right away, without asking the user to enter a backup
description or comment and without the option to change their mind. Thisis eguivalent to using
the One Click Backup feature inside Akeeba Backup.

We strongly recommend using this with the Force backup profile option above. Use it to set up
which profile you want the backup to be taken with. This allows you to set up one-click backup
menu items.
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Hide toolbar When this option is disabled the user will see the Control Panel and Help buttons at the top of the
page. The former will take them back to Akeeba Backup's main page whereas the latter opensthe
documentation page for the Backup Now page. If you are setting up aone-click backup menuitem
with the options aboveit's agood ideato enable this option to hide these buttons. That's especially
useful when you are setting up a simple menu for use by your client and you don't want them to
accidentally cancel the backup by clicking on these buttons.

Return URL Set up an internal URL to redirect the user after a successful backup. An "internal URL" is
a URL pointing to a page in your site's administrator area, without the domain name and /
adm ni strator/ partof it. For example, to take someone back to the Joomlal main page set
thisto i ndex. php without anything else before or after it. To take someone back to Akeeba
Backup's main page set thistoi ndex. php?opt i on=com akeeba.

Warning

Due to the way Joomla's menu manager works, it expects the URL to be URL -encoded.
This means that question marks must be replaced %3F and so on. Don't worry about it.
Enter the URL regularly and save the menu item twice in arow. We have employed a
trick to force URL-encoding of the value when re-saving the menu item. Unfortunately
due to amissing feature in Joomla's APl we can't employ the same or asimilarly clever
trick the first time you save the URL.

1.3. Configuration

This menu item type allows the users to modify the main configuration of the current backup profile. It's equivalent
to pressing the Configuration button in Akeeba Backup's main page.

1.4. Manage Backups

Thismenu item type alows the users to manage backup attempts. Thisincludes viewing all backup attempts, viewing /
changing the backup description and comments, have access to logs, download the backups, manage remotely stored
backups and restore any of the past backups (as opposed to only the latest backup). It's equivalent to pressing the
Manage Backups button in Akeeba Backup's main page.

1.5. Restore Latest Backup

Note

This menu option type is only available and will only work with Akeeba Backup Professional.

This menu item type allows the users to restore the latest backup taken with the specified backup profile. This is
especialy useful if you teach your site administrators (or the clients for whom you're building sites) to take a backup
right before trying to do something which could go wrong such as updating a component, changing configuration
settings or doing batch operations on content.

Theonly optionisBackup Profilewhich lets you choose which backup profile'slatest backup attempt will be restored.

Idea: use the same profile you've set up in a menu item of the Backup type that you've told the client to always use
before any dangerous operation. Thisway you can offer your clients an easy way to undo their most common mistakes!
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1.6. Site Transfer Wizard

Note

This menu option type will only work with Akeeba Backup Professional.

This menu item type allows the users to transfer and restore the latest backup on a different server. It's equivalent to
pressing the Site Transfer Wizard button in Akeeba Backup's main page.

Idea: you can train your clients to use this to deploy a site from the staging to the live server.

1.7. What to do if you don't have any menu items to
Akeeba Backup

Depending on how you've set up your site's administrator menu and/or if you've hit a Joomlal bug that sometimes
occurs on extension update you may end up without a menu item to Akeeba Backup. Other times you may have
deliberately chosen not to display a menu to Akeeba Backup to keep clients from changing the backup settings. The
guestion remains. How can you access Akeeba Backup and how can you restore menu items manually?

The following instructions are generic Joomlal usage tips and don't have to do with how our software works. We
provide them as a courtesy. If these instructions don't work for you please do not contact Akeeba Ltd for support. We

cannot offer support for generic Joomlal use. Instead please do ask for help in the Joomla support forumat ht t p: //
forum j oom a. org.

Accessing Akeeba Backup

You can aways access Akeeba Backup by visiting the /administrator/index.php?
opt i on=com akeebabackup URL on your site, after logging in to your site's back-end.

That is to say, if vyour sites administrator URL is http://ww. exanpl e. com

adm ni strator/index. php enter the URL http://ww. exanple.confadm nistrator/
i ndex. php?opt i on=com akeebabackup inyour browser's address bar to access Akeeba Backup.

Restoring Joomla's default administrator menus

You need to access the / admi ni strator/i ndex. php?opti on=com nodul es URL on your site, after
logging in to your site's back-end.

From the drop-down that currently reads Si t e select the option Adni ni str at or .
Find the module which displays your administrator menu. Usually it's called Admin Menu. Click on it to edit it.

From the Menu To Show drop-down select Use System Preset. Then click on Save & Close.

2. Pages outside the Control Panel panes

2.1. Common navigation elements

All pages have their title displayed above their contents. On the tool bar there is a Control Panel icon. Clicking it will
bring you back to Akeeba Backup's Control Panel (the first page of the component, with al the buttons).
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On pages where editing takes place (e.g. the Configuration page, the profiles editor, etc) instead of the Control Panel
icon there is a Cancel icon which discards any changes made and returns you to the previous page. On those pages
you will also find a Save & Close icon which saves settings and returns you to the previous page, as well as a Save
icon which saves settings and returns you to the same editing page.

On the bottom of each page, just above the Joomlal ™ footer, there is the license information. On the Control Panel
page of the Akeeba Backup Core editions there is also a donation link appearing on the right sidebar; if you fedl that
Akeeba Backup was useful for you do not hesitate to donate any amount you deem appropriate.

2.2. The Control Panel

The main page which loads when you click on Components, Akeeba Backup is called the Control Panel screen. From
here you can see if everything is in working order and access all of the component's functions and configuration
options. If any problems or configuration issues are detected, Akeeba Backup will report one or more error or warning
messages.

If you see a blank page instead of the Control Panel, you may have avery old version of PHP installed on your server.

Please check the minimum requirements of your currently installed Akeeba Backup version. Akeeba Backup will try
to detect incompatible PHP versions but this is not always possible.

The profile selection box

Active Profile: #1 #1. Default Backup Profile v

Towards the top of the page, there is the profile selection box. It serves a double purpose, indicating the active profile
and letting you switch between available profiles. Clicking on the drop down allows you to select a new profile.
Changing the selection (clicking on the drop down list and selecting a new profile) automatically makes this new
profile current and Akeeba Backup notifies you about that.

Tip
The active profile is applied in all functions of the component, including configuration, filter settings,
inclusion options, etc. The only settings which are not dependent on the active profile are those accessible

from the Options toolbar button. Keep thisin mind when editing any of Akeeba Backup's settings!

On theright hand side of the page, you will find a column with useful information.
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Status Summary

[Z Default output directory in use

Akeeba Backup Professional for Joomla!™ rev7B4F15E
(2021-04-07)

CHANGELOG
Backup Statistics
Backup Wednesday, 07 April 2021 19:24

Start Time

Description Backup taken on Wednesday, 07 April
2021 19:24 EEST

Status oK

__ Qrigin  Backend
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There are two areas;

Status Summary

Backup Statistics

Akeeba Backup performs a number of self-checks to make sure that your configuration is
consistent and will result in a valid backup. If there are any problems detected they will be
communicated to you here, including links to documentation pages on our site explaining how
to resolve them.

If you are a Core (free version) user, you will seeadonation link. If you feel that Akeeba Backup
has helped you - and you do not wish or can't afford subscribing to the Professional edition - you
can donate a small amount of money to help us keep the free version going. Thank you!

Thispanel informsyou about the status of your last backup attempt. The information shown isthe
date and time of backup, the origin (e.g. remote, backend, frontend and so on), the profile used
and the backup status.




Ed KN KN KN

Backup Now Site Transfer Manage Configuration

Wizard Backups

Profiles
Management

Troubleshooting

View Log Troubleshooter
- ALICE

Advanced Operations

W s e

Schedule Import Import
Automatic Archives Archives from
Backups S3

Include and Exclude Information

Multiple Off-site Database Files and
Databases Directories Tables Directories
Definitions Inclusion Exclusion Exclusion

RegEx RegEx Files

Database and Directories

Tables Exclusion
Exclusion
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The main navigation panel set allows access to the different functions of Akeeba Backup. You can access them by
clicking on the respective each icon. Please note that the screenshot in this documentation displays the Professional
version. If you are using the Core version you will have fewer options.

Depending on your backup profile settings, at the top of this area you may find a series of buttons under the header
One-click backup. Clicking one of these buttons will start a backup with the corresponding backup profile, without
asking you for confirmation.

Finaly, you can edit the global options of Akeeba Backup by clicking on the Options button towards the top right
hand of the page, in the Joomla! toolbar area at the top of the page.

2.2.1. Warning and error messages in the Control Panel

Akeeba Backup performs a number of self-checks every time you visit its Control Panel page. It checks your settings,
your profile configuration and your server environment to make sure that you will not be facing any easily preventable
issues. When it detects an anomaly it shows you a message to help you identify and resolve a potential issue. This
section discusses the various messages you might encounter at the top of the Control Panel page.

2.2.1.1. Full page errors

In the unlikely event that your server has a major configuration issue, e.g. using an outdated PHP version or PHP
module, which prevents you from running our software at all instead of the Control Panel page you will see a full
screen error message. The page will tell you what the problem isand how to fix it. For example, if you have an outdated
PHP version:

Outdated PHP error page

Akeeba Backup requires PHP 7.2.0 or later.

Obsolete PHP version 7.1.99 detected

You can check our Compatibility page to see which versions of PHP are supported by each version of our software, select the newest one that fits your site's needs and upgrade your site to it. If you are unsure how
to do this, please ask your host.

Version numbers don't make sense?

Security advice

Your version of PHP, 7.1.99, has reached the end of its life on Sunday, 01 December 2019. End-of-life PHP versions may have security vulnerabilities — which may or may not have been known before they became
End of Life — which can be used to compromise (*hack”) your site. It is no longer safe using it in production, even if your host or your Linux distribution claim otherwise. The PHP language developers themselves
have said time over time that not all security vulnerabilities fixes can be backported to End-of-Life versions of PHP since they may require architectural changes in PHP itself. You are strongly advised to upgrade
your server to a supported PHP version as soon as possible.

2.2.1.2. Download ID messages

The Download | D message in the Professional

You need to enter your Download ID X

You must enter your Download ID before you can update Akeeba Backup Professional. [£ If you don't know your download ID, please click here.

Go to Joomla's System menu from the left hand side. Find the Update pane and click on the Update Sites link. Find the “Akeeba Backup Professional” item and click on it. Enter your Download ID — either your
Main ID or an add-on Download ID — in the “Download Key"” box and click on the Save button.

Important: If Joomla has already determined there are updates for Akeeba Backup before you entered your Download ID it may not be able to download them even after you have entered your Download ID
due to a number of long-standing Joomla bugs. In this case please download the ZIP file of the latest version from our site. Then go to Joomla's System menu, find the Install pane, click on Extensions, click on
the Upload Package File tab and install the ZIP file you downloaded twice in a row, without uninstalling Akeeba Backup before or in between. The double installation is required to address another long-
standing bug in Joomla which sometimes prevents it from copying all of the updated files when installing an extension update.
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If you are using Akeeba Backup Professional for Joomlal you will be asked to enter your Download ID. This is
necessary to receive updates to the software. Without it you will be notified for updates but you will not be able to
install them. Click on the link in the message to log in to our site and receive personalized instructions for entering
the Download ID.

Tip

Y ou can create Add-On Download | Ds free of charge on our site. Just log into our site and click on the "add-
on download IDs" link below the header. Y ou can have a different Download ID for each of your clients. If
the client stops working with you, you will be able to unpublish (deactivate) their Download ID.

The Download I D message in the Core version

Entering the Download ID is not sufficient for enabling Akeeba Backup Professional's features. You will need to download and install the Akeeba Backup Professional package on your site twice, without X
uninstalling the Core version. For more information and detailed instructions please take a look at our video tutorial on upgrading Akeeba Backup Core to Professional.

Conversely, if you are using the Akeeba Backup Core for Joomla! but have entered a Download ID you will receive
an error message reminding you that this is not the proper way to upgrade to the Professional version. Instead, you
should install the Professional version on top of the Core version. If you are not sure how to do this please click the
link at the end of the message. It takes you to avideo tutoria telling you how to do this.

2.2.1.3. Media files' permissions
Media folder permissions

WARNING X

Akeeba Backup could not determine the permissions of the media/com_akeebabackup directory.
Please do one of the following:

1. Activate Joomla!'s FTP mode in Global Configuration
2. Change the permissions of the media/com_akeebabackup directory and all of its subdirectories to 0755 and all of its files to 0644 using your FTP client.

Akeeba Backup will most likely not work at all if you do not perform these steps. Do not ask for support if you can see this message. All the information you need is already on this message.

If Akeeba Backup detects a problem with the permissions of the media folder, where its JavaScript, CSS and image
files are stored, it will try to automatically do the necessary changes for you. It requires that you have provided FTP
connection information to your site's Global Configuration and enabled the FTP option in that page.

If these changes cannot be done automatically it will display this error message. Please follow the instructions in the
message.

If you have aready followed the instructions in the message but the interface behaves erratically or appears "broken"
one of your system pluginsiskilling Akeeba Backup's JavaScript. Check your browser's devel oper tools to see which
third party JavaScript is causing that. If you can't figure it out yourself please contact us and give us Super User and
FTP access to your site so we can help you.

Tip
Due to the way this warning works you may see ayellow or red flash in the Control Panel, Configuration or

Backup Now pages. Thisisnormal and nothing to worry about. It'sjust your browser being faster in rendering
the page than Javascript files loading from your server.

37



Using the Akeeba Backup component

2.2.1.4. CloudFlare RocketLoader
CloudFlare RocketL oader warning

CloudFlare's Rocket Loader will prevent you from using Jomla and Akeeba Backup correctly X

We have detected that CloudFlare Rocket Loader is enabled on your site. This feature will interfere with JavaScript on your site, mixing up the order scripts are loaded therefore causing JavaScript errors.
Please disable the Rocket Loader feature to let Joomla's and Akeeba Backup's JavaScript work correctly. For further information and instructions please refer to [ CloudFlare's documentation.

CloudFlare's RocketL oader changes the load order of the JavaScript on every page of your site, deferring the loading
of every file at the end of the page load. Unfortunately, this causes applications depending on JavaScript, like Akeeba
Backup or even Joomla! itself, to fail due to no fault of their developers.

Please do note that Akeeba Backup's JavaScript is aways loaded deferred. Likewise, Joomla aready defers loading
of as much JavaScript as possible. The problem is that there is a minimal amount of core Joomla JavaScript which
can not and must not be deferred. CloudFlare's Rocket L oader doesn't know about this, tries to defer this core Joomla
JavaScript, causing all JavaScript on the page to break.

Please follow the link at the end of the message for instructions to manually fix this problem.

2.2.1.5. Missing mbstring
Missing mbstring war ning

Your version of PHP does not have the mbstring ion i or actit Having it enabled is a Joomla! requirement. Joomla! and Akeeba Backup will not work properly. Please ask your host to X
enable the mbstring extension on PHP 7.4.14 running on your server.

Akeeba Backup, like Joomla itself, requires the PHP extension called "mbstring” to be loaded and activated. Without
it it isimpossible to handle extended characters and find the length of binary data. Therefore, if mbstring is missing
your backup will fail. Please ask your host to enable mbstring on your site. The PHP version for which mbstring needs
to be activated, as reported by PHP running on your server, is printed on the message on your screen. Please copy the
message from your site to your host's support — do not copy the version displayed in the example screenshot above.

Kindly note that Joomla itself requires the mbstring PHP extension to work properly. Akeeba Backup DOES NOT
require something that Joomla itself doesn't already require for basic operation. In other words, we are asking you to
fix a hosting issue which affects your entire site, not just Akeeba Backup.

2.2.1.6. Obsolete PHP version

Obsolete PHP version

Severely outdated PHP version 7.1

Your site is currently using PHP 7.1.99. This version of PHP has become [£ End-of-Life since Sunday, 01 December 2019. It has not received security updates for a very long time. You MUST NOT use it for a live
site!

Akeeba Backup will stop supporting your version of PHP very soon. You must very urgently upgrade to a newer version of PHP. You can check our Compatibility page to see which versions of PHP are supported
by each version of our software, select the newest one that fits your site's needs and upgrade your site to it. You can ask your host or your system administrator for instructions on upgrading PHP. It's easy and it
will make your site faster and more secure.

Akeeba Backup always checks the PHP version it runs under. If your PHP version isvery old and declared end-of-life
(EOL) by the developers of PHP we will warn you. EOL versions of PHP have known bugs which prevent software
from running correctly, slow, and insecure. Even if your Linux distribution's vendor claims to still support them, the
fact remains that major security and functional flaws are NOT fixed.
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Because of these reasons, Akeeba Ltd only officially supports running our software on the versions of PHP which are
still under active maintenance per the official PHP site [ http://be2.php.net/supported-versions.php]. We only guarantee
support End Of Life versions of PHP for 3 to 6 months after their End Of Life date as published in the official PHP
site [http://www.php.net/eol.php].

Akeeba Backup will display adightly different message depending on whether your PHP version has entered Security
Maintenance (still minimally maintained by PHP), recently became End of Life or has been End of Life for a very
long time.

2.2.1.7. Front-end backup Secret Word

Front-end backup Secret Word

The front-end and remote backup features are disabled X

Your Secret Word is insecure and can be easily guessed. In order to protect your site Akeeba Backup has disabled access to front-end and remote backup until you enter a secure Secret Word. The problem
detected is:

The secret word is too simple. Try using lower and upper case letters, numbers and punctuation.

Please click on Options, Front-end and enter a more complex secret word. Alternatively, click the button below to reset the secret word to the suggested value t92brzYgfMSLi9jVchQScuLStedws9vv In either
case you will need to update your remote backup services and/or CRON jobs with the new Secret Word.

& Apply the suggested Secret Word

If you have enabled the legacy front-end backup feature or the JSON API feature, Akeeba Backup checksthe existence
and quality of the Secret Word. If none was found or it's too simple / easily guessable it will decline to run front-end
and remote backups until you use a more secure Secret Word. Thisis a security precaution: an easily guessable Secret
Word could be used to launch a Denial of Service attack to your site or steal information from it. If you are not sure
how to create a secure secret word click the large button to apply an automatically generated, secure secret word.

2.2.1.8. Insecure output directory

I nsecur e output directory

Insecure output directory

Akeeba Backup detected that your backup output directory /Users/nicholas/Projects/akeeba/akeebabackup/component/backend/backup is under your site's web root. Its contents, including your backup archives,
are ible over the web. M , it's possible to list the files in the directory i.e. it gives a listing of your backup archives when you access it with a web browser. This is a major security issue. An attacker
can access this folder from a web browser and download your backup archives directly, bypassing your site's security.

Click the button below to fix this issue. Here's what it does.

A .htaccess and a web. config file will be written to that folder. On most servers this is enough to prevent direct web downloads of any file inside it and disables the listing of its files. We also have a solution for the
servers where these special files don't have an effect. Another three files called index.php, index.html and index.htm will also be written to that folder. These index files prevent the web server from listing the
names of the backup archives and backup log files.

Fix the security of my backups

Akeeba Backup periodically checks the security of the Backup Output Directory configured in the currently selected
backup profile. It does so by trying to write a small filein it and the read it by accessing it through its URL (not by
reading the file through the file system). If that works, it means that anyone on the Internet can read any file stored in
the backup output directory if they know their name — including log files and backup archives. This can be a major
security issue because it may allow an attacker to gain access to privileged information about your site or even a
complete copy of your site.

Clicking the Fix the security of my backups button will address the problem by installing a number of files in the
backup output directory which block direct web access to the files or, at the very least, make listing the names of the
contained filesimpossible.

It isalso recommended that you edit the backup profile's Configuration and add - [ RANDOM to the end of the backup
archive name. Thiswill append 16 compl etely random, alphanumeric characters to the backup archive'sname. Thisis
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asecurity feature. It makes it extremely hard for an attacker to successfully guess the name of your backup archives.
Even if your server does not allow Akeeba Backup to prevent direct web accessto the filesin the output directory, the
combination of the files which prevent listing the file names (meaning that an attacker would have to guess the name
of your backup archive) and the random al phanumeric characters at the end of the backup archive name (meaning that
the attacker would need several hundreds of thousands of yearsto successfully guess the name of your backup archive)
protect your backups adequately in the overwhelming majority of use cases.

I mportant

The BEST solution to thisissue is creating a dedicated folder for your backup placed outside your server's
web root. Please consult the Security Information chapter of our documentation to understand how servers
work and why this solution is the best one possible.

I nsecur e output directory, unfixable

Unfixable output directory security issue

Akeeba Backup detected that your backup output directory /Users/nicholas/Projects/akeeba/akeebabackup/component/backend/backup is under your site's web root. Its contents, including your backup archives,
are accessible over the web. Moreover, it's possible to list the files in the directory i.e. it gives a listing of your backup archives when you access it with a web browser. This is a major security issue. An attacker
can access this folder from a web browser and download your backup archives directly, bypassing your site's security.

Unfortunately, your server does not support any reasonable method to secure the directory. No matter what we do it will always list the names of the files it contains and allow you to download them from a browser.
Your one and only option is to create a backup output directory above your site's root. Until you do that we VERY STRONGLY RECOMMEND not taking a backup of your site and, if you already had, delete all
backup archives and backup log files. FAILURE TO FOLLOW THESE INSTRUCTIONS WILL VERY LIKELY RESULT IN YOUR SITE BEING COMPROMISED (HACKED) AND YOUR BACKUPS BEING MOST LIKELY
UNUSABLE.

If Akeeba Backup cannot find a way to disable access to your backup output directory it will show a sterner error
message. It will be forcibly appending - [ RANDOM to the end of the backup archive name, even if you haven't done
so0. However, thisisstill anot very secure situation. It ispossible that an attacker may be ableto list the backup archives
in the backup output directory which will allow to download them. The best approach here is to create a dedicated
folder for your backup placed outside your server's web root.

Invalid output directory

Invalid output directory X

Akeeba Backup detected that your backup output directory /Users/nicholas/Projects/akeeba/akeebabackup/component/backend/backup is under your site's web root. Its contents, including your backup
archives, are accessible over the web. Moreover, it's possible to list the files in the directory i.e. it gives a listing of your backup archives when you access it with a web browser. This is a major security issue.
An attacker can access this folder from a web browser and download your backup archives directly, bypassing your site's security.

Moreover, your output directory is the same as or a subdirectory of a folder that is used by Joomla and its extensions for its own, publicly accessible files.

You need go to the Configuration page of Akeeba Backup and select a different output directory. Until you do that we VERY STRONGLY RECOMMEND not taking a backup of your site and, if you already had,
delete all backup archives and backup log files. FAILURE TO FOLLOW THESE INSTRUCTIONS WILL VERY LIKELY RESULT IN YOUR SITE BEING COMPROMISED (HACKED) AND YOUR BACKUPS BEING
MOST LIKELY UNUSABLE.

If your backup output directory isyour site'sroot or afolder that's already used by Joomlaitself or one of itsextensions
you will receive an error. Thiskind of output directory iswrong for two reasons.

First, the contents of the output directory are automatically excluded from the backup. Using your site'sroot or afolder
used by Joomla or one of its extensions will result in a partial backup which cannot be successfully restored. Thisis
considered a major mistake and Akeeba Backup will not let you take a backup until you fix it.

Furthermore, Akeeba Backup cannot disable web access to your site'sroot or afolder used by Joomlal itself or one of
its extensions. Doing so would break your site. Instead of doing something which would damage your site it instead
prefers showing you an error, informing you that you did something wrong.

The best approach here isto create a dedicated folder for your backup placed outside your server's web root.
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2.2.1.9. Configuration Wizard

Configuration Wizard notice

Let Akeeba Backup configure itself?

It looks like you have not configured Akeeba Backup yet. Click on the

Configuration Wizard button below to let it configure itself.

¥ Configuration Wizard

After Akeeba Backup has finished configuring itself you can take a
backup or fine tune its configuration manually.

X Cancel

If Akeeba Backup detects that you have a brand new backup profile that has not been configured yet it will ask you to
run the Configuration Wizard. The Wizard runs without requiring any input from you. Sit back and let Akeeba Backup
figure out what are the best backup settings for your site. We recommend all of our users to use the Configuration
Wizard as it prevents the most common backup problems you may encounter.

2.2.1.10. Migrate your settings from an older Akeeba Backup version
Migrate your settings from an older Akeeba Backup version

Migrate your settings from an older Akeeba Backup version X

We detected that you have an older version of Akeeba Backup installed on your site. Click the button below to attempt an automatic import of your settings, backup history and backup archives stored in the
default backup output directory. Please read the documentation carefully to understand the risks and limitations of this operation.

A Migrate settings

If Akeeba Backup detects that you have installed version 9 or later but you also have version 8 or earlier still installed
on your site it will ask you to migrate your settings, backup history and backups from the old version to the new one.

Please refer to Migrating from old versions of Akeeba Backup for more information about why thisis necessary, what
it does and the possible caveats of the migration process.

2.2.2. Editing the component's Options

Y ou can edit the global, component-wide options by clicking on the Options button towards the top right hand of the
page, in the Joomla! toolbar area at the top of the page. The Options editor opens in a new page. Please note that the
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Options page is handled by Joomlaitself, namely the built-in com_config component. Further to that, the component
Options apply regardless of the active profile.

The documentation of the component Options page is organised by each tab displayed by Joomla.

2.2.2.1. Back-end

Back-end Front-end backup Push Notifications Permissions

Back-end

@ Options instructing Akeeba Backup how to handle back-end scripting

Enable anonymous PHP, MySQL - Yes

and Joomla! version reporting Help us improve our software by anonymously and automatically reporting your PHP, MySQL and Joomla! versions. This information will help us decide which

Date format

versions of Joomla!, PHP and MySQL to support in future versions. Note: we do NOT collect your site name, IP address or any other directly or indirectly

unique identifying information

Change how the Start date/time of backups is displayed in the Manage Backups page. Leave blank to use the default formatting. You can use the formatting

options of PHP's date function, see: http://www.php.net/manual/en/function.date.php

Local time in Manage Backups - Yes

Timezone suffix

Should we translate the backup start time to the currently logged in user's timezone in the Manage Backups page? If set to No all backup start times appear in
the GMT timezone. This option DOES NOT affect the [DATE] and [TIME] variables for backup file naming or the default description; Use the Backup timezone
option to change how these variables work

Time Zone v

The timezone suffix to display next to the backup start time in the Manage Backups page.

None: no suffix is displayed (not recommended)

Time Zone: an abbreviated time zone, e.g. CEST for Central Europe Standard Time.

GMT Offset: the offset from the GMT timezone, e.g. GMT+01:00 (= two hours ahead of GMT i.e. Central Europe Standard Time). Please note that during

daylights savings GMT offset is +1 hour to the regular timezone. This offset difference WILL be shown in this format

Show the “Delete everything No

before extraction” option Should | give users restoring a site the option to delete everything before extracing an archive? This option only applies to the Professional version of our
software NING! THIS IS EXTREMELY DANGEROUS. READ THE DOCUMENTATION VERY CAREFULLY BEFORE ENABLING IT. IF YOU USE THIS FEATURE

Use encryption

DURING RESTORATION YOU ARE WAIVING ANY RIGHT TO REQUEST SUPPORT AND ASSUME ALL RESPONSIBILITY AND LIABILITY.

| RS

When enabled, configuration settings are encrypted using the industry-standard AES-128 encryption

These options define how Akeeba Backup will display its administration interface

Enable
anonymous PHP,
MySQL and
Joomla! version

reporting

Date format

Loca timein
Manage Backups

Help us improve our software by anonymously and automatically reporting your PHP, MySQL
and Joomla!l versions. This information will help us decide which versions of Joomla!, PHP and
MySQL to support in future versions.

Note: we do NOT collect your site name, | P address or any other directly or indirectly personally
identifying information. A randomly generated site ID is used to make sure only the latest
information submitted by your site is taken into account every month. At the end of each month
we generate and store aggregate information, discarding the individual data points collected for
that month. Therefore it is impossible for us to link any of the information submitted back to a
specific site or individual in full compliance with the European Union's General Data Protection
Directive which governs our handling of personally identifiable information.

Defines how the Start time of backups will display in the Manage Backups page. L eave blank to
use the default date format. The date format follows the conventions of the PHP date() function
[http://www.php.net/date].

When thisoption is set to No the timethe backup started isshownin GMT timezoneinthe Manage
Backups page. If you set it to Y es the time will be shown in the logged in user's timezone.
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Timezone suffix

Show the “Delete
everything before
extraction”

option

Use Encryption

Please note that thisfeature will not work reliably unless you have set the correct server timezone
in Joomla's Global Configuration. Keep in mind that your server's timezone may be different
than the timezone you live in or the timezone of the hosting company's offices. For example,
it's possible for an Australian to be hosted with a British hosting company whose servers are in
Amsterdam. The correct server timezone in this case would be Europe/Amsterdam.

Moreover, you need to have selected your local timezone in your user profilein Joomlal.

If these prerequisites are not met the time displayed will be off. Lack of configuration on your
part is not abug on our part. Please triple check your timezone settings before filing a"bug" with
this feature.

Choose the suffix to append to the backup time in the Manage Backups page. None will result in
no suffix. We don't recommend it asit's not immediately obvious which timezone is being used.
Ti me Zone isthe recommended and default option. It will print the human readable timezone
setting, e.g. EEST for Eastern Europe Summer Time, PDT for Pacific Daylight Time and so on.
GV O f set will instead display the timezone as an offset from GMT, for example GMT+3 for
Eastern Europe Summer Time or GMT-7 for Pacific Daylight Time.

When this option is enabled, users restoring a backup will see the Delete everything before
extraction option. Thisis a danger ous option, meant for advanced users. It will try to delete all
files under the backed up site's root before starting the restoration. The obvious danger in this
optionisthat it might del ete more than you expected sinceit cannot and does not know the meaning
of each folder under your site'sroot. It might end up deleting your subdomains, add-one domains,
your emails or your cat photos.

Before using this option please make sure that you have kept copies of your backups and
any important files outside of your site. If you screw up when restoring your site we take no
responsibility. You have been warned.

Your settings can be automatically stored encrypted using the industry standard AES-128
encryption scheme. Thiswill protect your passwords and settings from prying eyes. |f, however,
you do not want to use this feature, please set this option to No and reload the Control Panel page
to apply this setting. Do note that your server must have either the merypt or the OpenSSL PHP
extension installed for this feature to work. Please keep in mind that even if your site is using
HTTPS this doesn't mean that you have the OpenSSL PHP extension installed. Y ou usually have
to ask your host to enable it for you.

Tip
For security reasons, we recommend always having this option turned on
Please notethat you may haveto go to the Configuration page and click on the Save & Closebutton

before Akeeba Backup can successfully detect if your server supports encryption or not. Before
doing that, Akeeba Backup might always report that your server does not support encryption.

2.2.2.2. Front-end backup

Here you can define options which affect front-end, CRON and remote backups.
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Front-end backup

© These options only apply to Akeeba Backup Professional. Control the remote and scheduled features options for Akeeba Backup.
For more information on scheduling backups please check the Scheduling Information page in Akeeba Backup Professional or our
documentation.

Enable Legacy Front-end Backup . Yes
API (remote CRON jobs) The Legacy Front-end Backup API allows you to take scheduled backups using URL access tools such as wget,

curl. You need to enable this option if you plan on taking backups with your host's CRON server using wget or curl;
or when you plan on using a third party CRON service such as WebCRON.org. Whenever possible we recommend
using the Native CLI CRON script or the Akeeba Backup JSON API instead as they are much more secure options.

Enable JSON API (remote backup) . Yes
The Akeeba Backup JSON API allows you to take and manage backups, as well as manage Akeeba Backup options
remotely. You need to enable this option if you plan on taking, downloading or manage backups for example with
Akeeba Remote CLI, Akeeba UNITE and backup scheduling services.

Secret word t92brZ YgfMSLi9jVchQScuL Ste4wsOvy

This password will be used with the Front-end Backup (Legacy API) and JSON API features to protect them against
unauthorized access. Akeeba Backup will NOT enable these features unless you use a long, complex password

here. Consult the documentation for more information.

Backup timezone Default Joomla! behavior v

The backup date and time -as recorded in the filename, default description and emails- will be expressed in this
timezone. This options affects all backup origins i.e. all backups, no matter how they are taken (through Akeeba
Backup itself, the remote JSON API etc).

Email on backup completion No
Send a notification e-mail after taking a backup with the Front-end Baclup (Legacy API) or JSON API feature.

Check for failed backups

Stuck backup timeout 180

A backup will be considered stuck (failed) after this many seconds of inactivity.
DON'T TOUCH THIS VALUE UNLESS YOU KNOW WHAT YOU'RE DOING!

Email address
Send email to this address (leave blank to email all Super Users)
Email Subject

Leave blank to use the default. You can use all of Akeeba Backup's variables you can use for naming archive files,
e.g. [HOST] and [DATE]

Email Body

VZ
Leave blank to use the default. You can use all of Akeeba Backup's variables you can use for naming archive files,

e.g. [HOST] and [DATE].

Enable Legacy Only appliesto Akeeba Backup Professional.
Front-end




Using the Akeeba Backup component

Backup API
(remote CRON
jobs)

Enable JSON
API (remote
backup)

Secret word

Backup timezone

This option controls whether the legacy front-end backup feature of Akeeba Backup is enabled.
Thisfeature allows you to take backups and check for failed backups from the front-end of your
site, using standard HTTP redirections. Please remember to enter a Secret Word if you decide to
enable this feature.

Only appliesto Akeeba Backup Professional.

This option controls whether the Akeeba Backup JSSON APl — used by third party services and
the Akeeba Remote CLI command linetool — isenabled. Thisfeature allowsyou to take backups
from the front-end, using standard HTTP redirections. Please remember to enter a Secret Word
if you decide to enable this feature.

Required to authenticate either of the two previous remote backup methods. Also protects the
front-end backup feature from Denial of Service attacks by requiring you to pass this secret word
in the front-end backup URL.

Please notethat if you use any character other than a-z, A-Z and 0-9 you MUST NOT usethe secret
word verbatim in the front-end backup URL. Instead, you have to URL-encode it. The Schedule
Automatic Backups page doesthat automatically for you. Just go to Components, Akeeba Backup,
click Schedule Automatic Backups, scroll all theway down and use one of the tabsto get the URL
or command line you need to use with the secret word properly encoded in the URL.

For security reasons, you must use a complex enough secret word. Akeeba Backup's JSON API
and front-end backup features enforce that by disabling themselvesif you are using a Secret Word
with alow complexity. We strongly recommend using a "secret word" consisting of at least 16
random, mixed case alphanumeric characters. It should not be a dictionary word or based off
adictionary word. One good resource for truly random secret words is Random.org's password
generator [https.//www.random.org/passwords/?num=1& len=24& format=html & rnd=new].

Note

Why isthisfield not a password field? The Secret word istransmitted in the clear when
you load the page and is also visible when you view the source of the page or right click
on the field and choose Inspect Element. In other words, as long as someone has access
to the component configuration page they can trivially find out the secret word. Not to
mention that the secret work is also plainly visible in the Schedule Automatic Backups
page. Always use HTTPS with acommercially signed SSL certificate when configuring
or backing up your site.

The timezone which will be used for al of the backup naming variables processed by Akeeba
Backup. These are variables such as [DATE] and [TIME] which you can use in the filename
template of backup archives, the backup output directory name, the front-end and remote backup
emails and elsewhere.

The default optioniscalled Def aul t Joomd a! behavi or andit will find out the timezone
the same way Joomlal does: if there is alogged in user it will use their timezone. If there is no
logged in user (e.g. front-end or remote backup) or thereis alogged in user but they do not have
atimezone set in their user profile the Server Timezone used in the site's Global Configuration
will be used instead. If that is not set it will fall back to GMT (Greenwich Mean Time).

We recommend setting this option to the timezone the peopl e responsible for taking and restoring
backups are most familiar with. If you are the only Super User use the timezone where you
normally livein.
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Email on backup
completion

When to send the
email

Email address

Email subject

Email body

When enabled, Akeeba Backup will send an email regarding the backup status every time afront-
end or remote backup is complete or failed.

Y ou can choose when Akeeba Backup will send the email notifying you of the front-end or remote
backup completion. If you choose Al way s it will be sent every time abackup runsto completion.
If you choose Upl oad f ai | ed the email will only be sent for backups which completed but
without managing to transfer your backup archive to remote storage. The latter option only has
any effect on Akeeba Backup Professional.

When the above option is enabled, the email will be sent to this email address. If you leave it
blank, Akeeba Backup will send a copy of the email to all Super Administrators of the site.

You can enter multiple emall addresses separated by commas. For example:
f oo@xanpl e. com bar @xanpl e. net, baz@xanpl e. org

Please notethat the email addressesarefed directly into Joomla'semail library. If Joomlaconsiders
your email address to not be well-formed it will not send an email to it at all. We recommend
avoiding UTF-8 in email addresses for this reason. Each email message to each email address
is sent separately (the are not CC'ed or BCC'ed). The more email addresses you include and the
more time it takes for the remote mail server to respond the longer this feature will take to run.
We recommend using less than 5 email addressesto avoid PHP timing out. If you need more than
5 email addresses you should consider creating an email forwarder on your server, i.e. an email
address which will automatically forward all email messages sent to it to multiple recipients.

This option lets you customi se the subject of the email message which will be sent when aremote,
CRON or front-end backup succeeds. Y ou can use the backup naming variables, i.e. [HOST] for
the domain name of your site and [DATE] for the current date and time stamp. Leave blank to
use the generic default option.

This option lets you customise the body of the email message which will be sent when aremote,
CRON or front-end backup succeeds. Leave blank to use the generic default option. The email is
delivered as plain text; you may not use any HTML to format it. Y ou can use the backup naming
variables, i.e. [HOST] for the domain name of your site and [DATE] for the current date and time
stamp, inside the body text. Moreover, you may also use any or all of the following variablesin
order to enhance the clarity of your message:

[PROFILENUMBERe numeric ID of the current backup profile
[PROFILENAME] The description of the current backup profile
[PARTCOUNT]  Thenumber of archive parts of the backup archive which was just generated

[FILELIST] A list of filenames of the archive parts of the backup archive which was just
generated

[FILESIZESLIST] A list of filenames of the archive parts of the backup archive which was just
generated and their approximate sizes.

Please note that Akeeba Backup does not store the exact size of each part
file. It only stores the total size of all backup parts it has created. Akeeba
Backup makes the following assumptions for determining the approximate
size of each backup part:

» The size of the only file of a single part backup is equal to the total size
of the backup.
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[TOTALSIZE]

» The file size of the whole parts (.j01, .jO1, ... for JPA and JPS archives
and .z01, .z02, ... for ZIP archives) is equa to the Part Size for Split
Archivesthat you have defined inits configuration. Thisistrue for aimost
all backup archives. In extremely rare cases parts may be up to 200 bytes
short of the part size for split archive. It may also be wrong in case of
a filesystem error which caused a backup archive to become truncated.
That's why we're calling the size shown by this feature "approximate”.

» Thefilesizeof thelast part (.jpa, .jps, .zip) of amulti-part archiveisequal
to thetotal backup size minusthe Part Sizefor Split Archivesthat you have
defined in its configuration times one |l ess than the total number of parts.

Not recording the exact part size is deliberate. Trying to do that on backup
archives with hundreds of parts would risk exhausting the PHP memory and
cause the backup to fail. We consider being able to take a backup to be far
more important than getting down-to-the-byte accurate file sizes reported in
an email. Furthermore, byte accuracy is irrelevant since the file sizes are
reported in Kb, Mb or Gb (automatically scaled).

The total size of the backup. If it's asingle part backup it reports the size of
the only backup archive part. If it's a mulitpart backup archive it reports the
sum of the sizes of al backup archive parts. The sizeis printed in Kb, Mb
or Gb (automatically scaled).

[REMOTESTATUSRAVvailable since Akeeba Backup 3.5.3. Shows the status of post-processing,

e.g. uploading the file to remote storage like Amazon S3. If you are not using
post-processing or you have the Akeeba Backup Core edition, thisis always
empty. If thetransfer to theremote storage was successful it will output " Post-
processing (upload to remote storage) was successful”. If the transfer fails it
will output "Post-processing (upload to remote storage) has FAILED".

The options under Check for failed backups are used with the feature for checking for failed backups automatically.

Stuck backup
timeout

Email address

Email subject

Email body

A backup will be considered stuck (failed) after this many seconds of inactivity. Please note that

uploading backup archives to remote storage, such as Amazon S3, using the native CRON mode
might take substantially longer than that. We advise you to leave this value asis and schedule the
backup failure checks to take place a substantial amount of time (e.g. 1 hour) after the expected

end time of your scheduled backups. If a backup failure check takes place before a backup has
finished it is very possible that you will end up with afailed backup!

The email address which will be notified for failed backups

Leave blank to use the default. Y ou can use al of the backup naming variables, e.g. [HOST] and

[DATE]

Leave blank to use the default. Y ou can use al of the backup naming variables, e.g. [HOST] and

[DATE].
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2.2.2.3. Push notifications

Push Notifications

@ Here you can configure push notifications for backup events to be sent directly to your phone, tablet, notebook or desktop
computer. You need to download the free-of-charge, third party application Pushbullet first.

Ask for Desktop Notifications No

permissions Should you be asked to allow desktop notifications to be displayed? Desktop notifications appear when the
backups starts, finishes, throws a warning or halts. They are only displayed on compatible browsers (typically:
Chrome, Safari, Firefox, Opera) if you give Akeeba Backup the permission to display desktop notifications when
prompted in the Control Panel page. This option only controls whether this prompt should be displayed. Once you
accept or decline the desktop notification messages permissions this setting has no effect. The only way to enable

or disable desktop notifications will be through your browser's settings.

Push notifications Disabled e

Should Akeeba Backup send you notifications and, if so, how?

Akeeba Backup can notify you on backup start, finish and —sometimes— on backup failure using push notifications
delivered through the third party application Pushbullet. Push messages are delivered to all your devices running the
Pushbullet client softwareincluding smartphones and tablets (iOS, Android, Windows) aswell aslaptops and desktops
(Windows, Linux, Mac OS X).

Please note that backup failure notifications can only be delivered for backups started through the back-end. For
technical reasons beyond our control these notifications can not be delivered for remote (JSON API) and scheduled
(CRON job) backups: if the backup fails the PHP executable stops working, therefore our PHP code to send
notifications can not work.

Ask for Desktop  Enable this option to allow Akeeba Backup to display desktop notifications. Unlike push

Notifications notifications, these are only shown when you are taking a backup from the backend of your

permissions site, though your browser. They are displayed by your browser, not PushBullet. This feature is
only compatible with browsers implementing the desktop notifications API for JavaScript such
as Firefox, Safari or Google Chrome.

Push notifications Select the push notifications type. Currently only Pushbullet and None are supported. If you
choose None the push natifications are disabled.

Pushbullet Enter your Pushbullet Access Token. You can find it in your Pushbullet account page [https://
Access Token www.pushbullet.com/account]. Do note that this token gives full access to your Pushbullet
account and is visible by everyone who can view and edit Akeeba Backup's settings.
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2.2.2.4. Permissions

Permissions

@ Permissions for this component unless they are changed for a specific item.

» Expand for notes about setting the permissions.

_ Action Select New Setting Calculated Setting

— Cookies Accepted

Configure ACL & Options Inherited o
- Cookies Declined
— Guest Access Adminitration — .
Interface
— Manager
Backup heried 9
— Administrator
- Registered Configure Inherited v
— Author b load .
ownlos heried o
¢ - Editor
i —Publisher
- Subscriber

— Contact Us Subscriber
— Data Compliance Subscribet

— Super Users

Thisis the standard Joomlal ACL permissions setup tab. Akeeba Backup fully supports supports Joomlal ACLs and
uses the following three custom permissions:

Backup Allows the users of the group to take backups.

Configure Allows the users of the group to access the Configuration page, as well as all features which define
what isincluded/excluded from the backup.

Download Allows the users of the group to download backup archives from the Manage Backups page. It also
grants them access to the Site Transfer Wizard feature.

3. Basic Operations

The Basic Operations group contains the most common functions you will need on your day to day Akeeba Backup
use. In fact, you will only use the other features occasionally, mostly when you create a backup profile or want to
update it after doing significant changes to your site.
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3.1. Profiles Management

Profiles M anagement page

+ New

Cocoime ] 4o
[ocone ] 4o ]
Locoine ] 4o ]
[ocoae ] 2 oo ]

X Import & Control Panel £ Options ? Help

Search n Filter Options v ID ascending v 5 v

Profile Description & One-click backup icon

Full site backup @

ID:1

Partial backup, no big_tables, no downloads
ID: 2

Parial backup to Amazon S3 (EU),
D: 3

Partial backup to BackBlaze B2
ID: 4

Partial backup to Box.com
ID: 5

2345678)»

The Profiles Management page is the central place from where you can define and manage backup profiles. Think of
each backup profile as a named group of Akeeba Backup configuration settings and filters. Each one uniquely and
completely defines the way Akeeba Backup will perform its backup process.

The main page consists of a list of all backup profiles. On the left hand column there is a check box allowing the
selection of a backup profile so that one of the toolbar operations can be applied. The other column displays the
description of the backup profile. Clicking on it leads you to the editor page, where you can change this description.

On the page's toolbar you can find the operations buttons:

New
Copy
Enable one click-

backup icon

Disable one
click-backup icon

Reset

Delete

Creates anew, empty profile. Clicking on this button will lead you to the editor page, where you
can define the name of the new profile, or cancel the operation if you've changed your mind.

Creates a prostine copy of the selected backup profile. The copy will have the same name and
include al of the configuration options and filter settings of the original.

Available under the Actions menu button.

Enables the one click backup feature for this backup profile. Anicon will be shown in the Control
Panel page of the component for this profile. Clicking on it will immediately start a new backup
using this profile, without further user interaction.

Available under the Actions menu button.
Disables the one click backup feature for this backup profile.
Available under the Actions menu button.

Resets the configuration and filter settings of the selected backup profiles to their default values.
Usethisif you fedl like you've messed up your backup profile so bad you'd rather start over.

Available under the Actions menu button.

Permanently removes the sel ected backup profiles. All associated configuration options and filter
settings are removed as well. Thisis an irreversible operation; once a profile is deleted, it's gone
forever.
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Import

Please note that you cannot delete the default backup profile (profile ID 1). Instead, use the Reset
action on it to restore it to the factory default settings and start over.

Opens amodal dialog with the profile import feature. Useit to import a backup profile JSON file
you had exported using the Export button described below.

We strongly advise you to review your settings after importing a profile. If the profile comes
from another site you may have used an absolute path or overridden the database connection
information. In this case you will have to change those settings to reflect the current site's
configuration.

When you create a new profile or copy an existing profile, the newly generated profile becomes current. This means
that you can work on your new profile as soon as you're finished creating it, without the need to manually make it
current from the Control Panel page.

To the left of each profile's name you will find two buttons:

Configure...

Export

Clicking this button makes that profile current and opens the Configuration page. This is
equivalent to going back to the Control Panel, selecting that profile in the list, waiting for the
page to reload and clicking on Configuration. We figured that having to click to just one button
is much faster — and simpler!

You can export a profile in JSON format. Clicking this button will ask you to download a file
with all of the profile settings. Y ou will be able to import that file on the same or a different site
using the Import feature further down the page.

Please note that the file you are downloading contains all of the configuration information
UNENCRYPTED. We strongly advise you to only use this feature when connected to your site
over HTTPS. We also strongly advise against storing exported profile filesin mediawhich could
reasonably be lost (e.g. USB keys) or cloud services without file encryption that you manage
yourself. Whenever possible, encrypt the exported backup profiles e.g. with GPG or even in a
password-protected ZIP file before storing them.

Each row displays the profile description, the profile ID and the status of the one click backup icon feature. Y ou can
click on the one click backup status icon to toggle that feature on the profile.

The Edit Profile page

B save B save &Close

Profile Description *

One-click backup icon

v X Close ? Help

Full site backup

Enter a description for this profile. It doesn't have to be unique and is only used to help you with distinguishing individual profiles.

-

When checked, Akeeba Backup will display an one-click backup icon at the top of the Control Panel page. Clicking on it will activate this profile and take a backup without any further action necessary from you.

When you click on abackup profile you can changeitsvery basic information: the description and the one-click backup

icon preference.

The description is something you see throughout the Akeeba Backup interface. Keep it short, unique and descriptive.
It will help you understand which backup profile is currently active.

The one-click backup icon refers to the feature explained when describing the toolbar buttons.
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3.2. Configuration Wizard

The Configuration Wizard is an automated process which benchmarks your server's performance and triesto fine tune
common configuration variables for optimal backup performance on your server. The Configuration Wizard settings
are applied to the current profile only. If you want to automatically configure a different profile, you have to select it
from the drop-down list in the Control Panel page before clicking on the Configuration Wizard button.

Do note that using the Configuration Wizard has the following effects:

 Your backup typeis switched to "Full site backup".

e Thearchiver engineis switched to "JPA (Recommended)".

* Post processing options are reset to "None" i.e. your backup will not be uploaded to a remote storage location.

If you want to use a different backup type and/or archive type, you can review the configuration changes after the
wizard is finished.

The Configuration Wizard page

The Configuration Wizard runs a series of benchmarks on your server to determine the optimal backup settings for your site. Please do not navigate away from this page. It is normal to appear frozen for periods up
to three (3) minutes, depending on your server speed.

& Server environment analysis in progress

Optimising the minimum execution time
Examining Output Directory
Optimising Database Dump engine settings

Optimising the maximum execution time

Determining the required part size for split archives

Trying 25 seconds

The Configuration Wizard will automatically fine tune the following configuration parameters:

* Optimise the minimum execution time so as to make the backup as fast as possible without your server returning
an error response.

Adjust the location and/or permissions of the output directory. Useful if you just transferred your site to a new
server or location.

Optimise the database dump engine settings to make database dump as fast as possible, while avoiding memory
outage errors

Optimise the maximum execution time so that as few steps as possible are performed during the backup, without
causing atimeout

Automatically determinesif your server needs archive splitting.

| mportant

The Configuration Wizard does not address archive splitting to smaller parts which may be required in
some cases when you are using a post-processing engine (such as FTP, Amazon S3, Dropbox, etc). If you
will be using post-processing you may have to manually set the Part Size for Split Archivesto adifferent
value manually.

At the end of the wizard process, you can either try taking a backup immediately or review and possibly modify the
configuration parameters.
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3.3. Configuration
Note

Some of the options discussed below may be only availablein the Professional edition whichisonly available
to paying subscribers.

The Configuration page controls how Akeeba Backup works at avery fine detail level. Due to the substantial number
of options they are organised in different groups. Each option has a label on the left hand side. Y ou can hover your
mouse over the label to see a quick reference (tooltip) for that option. Click on the label to make the quick reference
sticky. Click again to let it disappear after you move your mouse away from it.

Some of the settings feature a button at the right had side. These buttons either do some action on the setting's field,
like browsing for afolder and testing connection parameters.

Another interface element worth mentioning are the composite drop-downs. Whenever you are supposed to enter a
number, Akeeba Backup presents you with a drop-down menu of the most common options. Y ou can either select a
value from the list, or select "Custom...". In the latter case, atext box appears to the right of the drop-down. Y ou can
now type in your desired value, even if it's not on the list. Do note that al of these elements have preset minimum/
maximum values. If you attempt to enter a value outside of that range, or an invalid number, they will automatically
revert to the closest value which iswithin the preset range.

Thetop of the Configuration page

B save B Save &Close + Save & New X Cancel % Configuration Wizard B Schedule Automatic Backups £ Options ? Help

Active Profile: #38 Demo profile

If you are looking for the filters —e.g. for excluding files, directories and database tables- please click on the Cancel button to get back to the Control Panel page where you can access these features directly. X
Profile Description

Profile Description Demo profile

One-click backup icon

The top of the page is Joomlas toolbar area. The Save button will save the backup profile settings and get you back
to the Configuration page. The Save & Close button will save the backup profile settings and take you to the Control
Panel page. The Save & New button will save the backup profile settings, create anew profile which is an exact copy
of the saved settings and return to the Configuration page of the new backup profile. The Cancel button aborts all
unsaved changes and takes you back to the Control Panel page.

The Configuration Wizard button will launch the Configuration Wizard. Thisis useful if you want to initialize your
backup profile or reset any settings you are not sure about.

The Schedule Automatic Backups button will take you to the page where you can find out how to automate your
backups.

On thetop of the main page you can see areminder of whether you're using encryption for your backup profile settings
(something that you can change in the component's Options, accessible from the Options button in the toolbar). We
recommend only saving passwords in the configuration when encryption is enabled.

Note

Encryption is not a panacea. The configuration is stored in the database encrypted and the decryption key is
stored in afile. This is meant to protect you from a vulnerability which allows the attacker to only access
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the database. If the attacker can read or, worse, write to your site's files your settings can be reasonably
considered compromised: the attacker has all the information they need to retrieve both the encrypted data
and the decryption key.

Furthermore, whenever you export a backup profile the resulting file is unencrypted. Thisis on purpose. The
decryption key is site-specific, generated whenever you do a clean installation of Akeeba Backup on your
site. If the settings were exported encrypted you'd be unable to import them on a different site.

Below you can find the numeric ID and title of the active backup profile. This acts as a reminder, so that you know
which profile's settings you are editing.

Further down you will find the Profile Description area. You can view and change the backup profil€e's description
here, without having to go through to the backup profiles page.

The One-click backup icon box, if checked, will result in a quick icon for this backup profile being displayed in the
Control Panel page. Clicking on that icon will start a backup using that profile, without waiting for your confirmation.

Below you'll find areference for all the options, grouped by the section they belong in.

3.3.1. The main settings

3.3.1.1. Basic Configuration

Basic configuration

Basic Configuration

Output Directory

Log Level

Backup archive name

Backup Type

[ROOTPARENT]/backups/boot4 n

All Information and Debug v
site-[HOST]-[DATE]-[TIME_TZ]-[RANDOM]

Full site backup v

Client-side implementation of minimum execution Yes No

time

Output Directory

This is the directory where the result of the backup process goes. The result of the backup -
depending on other configuration options - might be one or more archive or SQL files. Thisisalso
where your backup log file will be stored. The output directory must be accessible and directly
writable by PHP.

Providing a directory with adequate permissions might not be enough! There are other PHP
security mechanisms which might prevent using a directory, for example the open_basedi r
restriction which only allows certain paths to be used for writing files from within PHP. Akeeba
Backup will try to detect and report such anomalies in the Control Panel page before you attempt
abackup.

The output directory, al of its subdirectories and al files contained therein are automatically
excluded from the backup. Do not use a folder that contains files you want to back up as your
backup output directory. Most importantly, do not use your site's root as your output directory!
Thiswill lead to a backup that does not have any of your site's files, making it useless! Akeeba
Backup will attempt to warn you in this case.

Y ou can use the following variablesto make your setting both human readable and portable across
different servers - or even different platforms:
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Log Level

Backup archive
name

e [DEFAULT_OUTPUT] is replaced by the absolute path to your site's admi ni st rat or/
conponent s/ com akeebabackup/ backup directory. This is assigned as the default
location of output files unless you change its location. If you leave it asit is, you are supposed
to make sure that the permissionsto this directory are adequate for PHP to be ableto writetoit.

* [SITEROOT] isautomatically replaced by the absolute path to your site's root

« [ROOTPARENT] is automatically replaced by the absolute path to the parent directory of
your site's root (that is, one directory above your site's root)

You can aways click on the Browse... button to open a directory picker interface. Inside that
interface and next to the folder's location there is the button labeled Use. Click on it to make the
current directory the selected one and close the pop-up. To make it even easier for you, Akeeba
Backup displays a small icon next to the Use button. If it's a green check mark the directory is
writable and you can use it. If it'sared X sign, the directory is not readable and you either have
to select adifferent directory, or change this directory's permissions.

This option determines the verbosity of Akeeba Backup'slog file:

e Errorsonly. Only fatal errors are reported. Use this on production boxes where you have
already confirmed there are no unreadable files or directories. We do not recommend using
this setting.

e Errors and warnings. The minimum recommended setting, reports fatal errors as well as
warnings. Akeeba Backup communicates unreadable files and directories which it wasn't able
to backup through warnings. Read the warnings to make sure you don't end up with incomplete
backups! Warnings are also reported in the Backup Now page GUI irrespective of the log
verbosity setting as a convenience.

e All information. As "Error and Warnings" but also includes some informative messages on
Akeeba Backup's backup process.

< All Information and Debug. Thisisthe recommended setting for reporting bugs. It isthe most
verboselevel, containing devel oper-friendly information on Akeeba Backup's operation. Please
take a backup using thislog level before requesting support from us.

* None. Thislog level isnot recommended. It disables |ogging altogether.

We recommend using Errors and Warnings after you have confirmed that your backup is running
properly and All Information And Debug when you need to request support.

Here you can define the name of your backup files. You must not enter an extension, it's added
automatically.

There are afew available variables. Variables are special pieces of text which will be expanded to
something el se at backup time. They can be used to make the names of the files harder to guessfor
potential attackers, aswell as allow you to store multiple backup archives on the output directory
at any given time. The available variables and their expansion at backup time are:

[HOST] The configured host name of your site.

Note

Whenever you visit Akeeba Backup's Control Panel we store the
host name in the database and try to use it when you take a backup
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[DATE]

[YEAR]
[MONTH]
[DAY]

[WEEK]

[WEEKDAY]

[RANDOM]

[TIME]

[TIME_TZ]

[TZ]

fromthe command line. If thisvalue cannot be stored or if your site's
host name changed since the last time you may get an incorrect host
name when taking a backup from the command line, i.e. when you
are using the akeeba-backup.php script, typically from a CRON job.

The current server date, in the format YYYYMMDD (year as four digits,
month as two digits, day as two digits), for example 20080818 for August
18th 2008.

The year of the current server date, as four digits
The month of the current server date, as two digits (zero-padded)
The day of the current server date, as two digits (zero-padded)

Thecurrent week number of theyear. Week #1 isthefirst week with aSunday
init.

Day of theweek, i.e. Sunday, Monday, etc. Thefull nameisreturned in your
current Joomlal language. Front-end, remote and CRON backups may return
thisin English or your default Joomlal language. Thisis not abug, it is how
Joomlal's tranglation system is supposed to work.

A 16-character random string.

Using this variable makes it outright implausible that an attacker can
successfully guessthe filename of your backup archive and accessit over the
web if you are using a backup output directory that's under your site's root
and which is unprotected from direct web access, either because you have
not put a .htacces or web.config filename or because your web server does
not understand (e.g. NginX) or is not configured to honor such files.

Please note that -[RANDOM] will be appended automatically to the Backup
archive name if you are using the default backup output directory and you
are not already using the[RANDOM] variable in your Backup archive name.
This will happen automatically at backup time. You cannot override this
behavior because it is a security feature.

The current server time, in the format HHMMSS (hour astwo digits, minutes
astwo digitsand secondsastwo digits), for example 221520 for 10:15:20 pm.

The current server time, in the format HHMMSSGM TOOOQOO (hour as two
digits, minutes as two digits and seconds as two digitsfollowed by GMT and
the the offset to the GM T timezone as four digits), for example 221520GMT
+0300 for 10:15:20 pmin Nicosia, Cyprus (which is 3 hours ahead of GMT).

We strongly advise using thisinstead of [TIME] to remove any ambiguity on
which timezoneisbeing used. Thisis especially important if you rely on the
filenames to understand which isthe backup you are looking for or when you
have multiple people taking and restoring backups in different timezones.

The timezone all dates and times are expressed in. This variable gives you
thetimezone in amanner that is safe for use in filenames, even on Windows.
For example, asia_nicosiafor Nicosia, Cyprus.

56



Using the Akeeba Backup component

[GMT_OFFSET] Thetimezoneall datesand timesareexpressedin. Thisvariablegivesyouthe
timezone as an offset to the GMT timezone. For example +0300 for Cyprus
(3 hoursahead of GMT), +0530 for India (5 hours 30 minutes ahead of GMT)
or -0600 for Chicago (6 hours behind GMT).

[TZ_RAW] The timezone all dates and times are expressed in. This variable gives you
theraw timezone, e.g. Asia/Nicosiafor Nicosia, Cyprus. Kindly notethat this
resultsin invalid filenames on Windows.

[VERSION] The version of Akeeba Backup. Useful if you want to know which version
of Akeeba Backup generated this archivefile.

[PLATFORM_NAMIHje name of the platform Akeeba Backup is currently running under. This
always returns "Joomlal".

[PLATFORM_VERS$H@Negrsion of the platform Akeeba Backup is currently running under. This
always returns the current Joomla! version, e.g. 1.2.3.

[STTENAME] The name of the site, lowercased and transformed into a format which
guarantees compatibility with all filesystem types commonly found in
modern Operating Systems. Please note that the site name will be trimmed
at 50 charactersif it'slonger.

The date and time options are expressed in the timezone sel ected in the component's Options page
under Backup Timezone. By default thisisGMT. Y ou are advised to change this to the timezone
your site administrators are most familiar with.

Backup Type It defines the kind of backup you'd like to take. The backup types for Akeeba Backup are:

» Full site backup which backs up the Joomlal database, any extra databases you might have
defined and al of the site's files. This produces a backup archive with an embedded installer
so that you can restore your site with ease. This is the option 90% of the users want; it is the
only option which creates a full backup of your site, capable of producing a working site if
everything is wiped out of your server.

* Main site database only (SQL file) which backs up only the Joomlal database. It resultsin a
single SQL file which can be used with any database administration utility (e.g. phpMyAdmin
to restore only your database should disaster strike. This option is recommended for advanced
users only.

 Sitefiles only which backs up nothing but the site'sfiles. It is complementary to the previous
option.

Warning

Having one "main site database" backup and one "sitesfiles only" backup is not equal
to having afull site backup! The full site backup stores the database dump in amore
detailed format and also includes an installation script which, just like Joomlal's web
installer, allows you to effortlessly recover your site even if everything is wiped out
of your server. It acts as the glue between the two pieces (files and database).

« All configured databases (ar chive file) which creates an archive file containing the database
dumps of your site's database and an installer script to restore them. It's like a full backup
without thefiles.
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Client-side
implementation
of minimum
execution time

« Incremental (filesonly). Thisisthe same as the Site files only option, but instead of backing
up al of your site's files, it only backs up the files which changed since the last time you
performed abackup. The only comparison made is between the file's modification time and the
last successful backup'stime. The"last successful backup" refersto the last backup made using
this backup Profile and which has a status of "OK", "Remote" or "Obsolete".

Restoring an incremental backup set is a manual process. You have to manually extract the
files from your "base" backup (an archive made with a Full Site Backup profile), then extract
all incremental archives on top of it. Finally, used this collection of extracted files to restore
your site. This process should only be used if you really know what you are doing. Do not trust
that Akeeba Backup can sort out the collection of incremental backups and help you restore
them. It won't.

» Full site, incremental files. Thisbackup isacombination of Full site backup and Incremental.
It works like afull site backups except for the sitefiles. The sitefiles are treated the same asan
Incremental backup, i.e. only modified files areincluded. This backup typeisintended for sites
with frequently changing database contents and infrequently changing files. The samewarnings
about restoration as an Incremental backup apply.

Akeeba Backup splits the backup process into smaller chunks, called backup steps, to prevent
backup failure due to server time-out or server protection reasons. Each backup step has a
minimum and maximum duration defined by the Minimum Execution Time, Maximum Execution
Time and Execution Time Bias parameters in this Configuration page. If the step takes lesstime
to complete than the minimum duration Akeeba Backup will have to wait.

When thisbox isunchecked (default) Akeeba Backup will havethe server wait until the minimum
execution time is reached. This may cause some very restrictive servers to kill your backup.
Checking this box will implement the waiting period on the browser, working around this
limitation.

| mportant

This option only applies to back-end backups. Front-end, JSON API (remote) and
Command-Line (CLI) backups always implement the wait at the server side.
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Database backup engine

Filesystem scanner engine

Archiver engine

Post-processing engine

Upload Kickstart to remote storage

Archive integrity check

Embedded restoration script

ANGIE Password

Virtual directory for off-site files

Native MySQL backup engine

Native MySQL backup engine

Uses PHP code to produce an accurate database dump

Common Settings

Blank out username/password

Generate extended INSERTs

Max packet size for extended Custom... v 204,80
INSERTs

Size for split SQL dump files 0.50

Number of rows per batch 1000

MySQL Settings

Dump PROCEDURES, FUNCTIONs
and TRIGGERs

No dependency tracking

Skip index engine

Smart scanner

Smart scanner

Intelligently balances scanning speed and time-out avoidance

Large directory threshold 100

Large file threshold 10.00

JPA format (recommended)

JPA format (recommended)

An open-source archive format optimised for fast archive creation and extraction using PHP code

Dereference symlinks

Part size for split archives Custom... v 2047,88
Archive permissions 0666 - Lax security, maximum compatibility with commercial hosts
Chunk size for large files 1.00

processing

Big file threshold 1.00

No post-processing

No post-processing

Leaves the backup archive files on the server

ANGIE for Joomla! Sites

external_files
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Database backup
engine

Filesystem
scanner engine

Archiver engine

Post-processing
engine

Upload Kickstart
to remote storage

Embedded
restoration script

ANGIE Password

Virtual directory
for off-sitefiles

This option controls how Akeeba Backup will access your database and produce a dump of its
contents to an SQL file. It is used with all backup types, except the files only type. The available
options for this setting are discussed in the Database dump engines section of this document.

This option controls how Akeeba Backup will scan your site for files and directories to back up.
The available options for this setting are discussed in the File and directories scanner engines
section of this document.

This option controls which kind of archive will be produced by Akeeba Backup. The available
options for this setting are discussed in the Archiver engines section of this document.

Akeeba Backup allows you to post-process the backup archives once the backup process is
over. Post-processing generally means sending them somewhere off-server. This can be used, for
example, to move your backup archivesto cloud storage, increasing your datasafety. Theavailable
options for this setting are discussed in the Data processing engines section of this document.

By selecting this option you instruct Akeeba Backup to also upload kickstart.php on the remote
storage alongside your backup archive. When used with the Upload to Remote FTP Server and
Upload to Remote SFTP Server you can perform easy site transfers without leaving your browser.
Enter the new site's (S)FTP information in the Data Processing Engine configuration and select
the Upload Kickstart to Remote Storage option, then take a new backup. When the backup is
completejust open the new site'skickstart.php URL (e.g. http://www.example.com/kickstart.php)
in your browser to begin the restoration on the new site's server. This even works with mobile
devices, allowing you to transfer sites without using a laptop or desktop computer and without
using up alot of bandwidth on your device.

Akeeba Backup will include a restoration script inside the backup archive in order to make
restoration easy and the backup archive self-contained. Y ou do not need anything else except the
archivein order to restore asite. Restoration scripts honour the settingsin your configuration.php,
modifying only those necessary (for example, the database connection information), allowing you
to create pristine copies ("clones") of your site to any host. Y ou can find more information about
restoration scriptsin the next Chapter.

If you are using the ANGIE embedded installer script you can optionally password-protect it,
preventing unauthorised access to the installer. When you run the installer you will be asked to
enter this password. Please note that the password is case sensitive, i.e. ABC, abc and Abc are
three different passwords.

Using the off-site directories inclusion of Akeeba Backup Professional, the component will be
instructed to look for filesin arbitrary locations, even if they are outside the site's root (hence the
name of that feature). All the directories included with this feature will be placed in the archive
as subdirectories of another folder, in order to avoid directory name clashes. We call this folder
the "virtual directory”, because it doesn't physically exist on the server, it only exists inside the
backup archive.

3.3.1.3. Site overrides

These settingsare al optional and only availablein AkeebaBackup Professional. They allow you to back up adifferent
site than the one Akeeba Backup is currently installed. Essentially, you can install Akeeba Backup on one site and
have it back up all sites on the server.

Note

Y ou do not need to set anything up in this section if you only intend to backup or transfer your site. Thisis
only required when you want Akeeba Backup to backup a different site than the oneit isinstalled in.
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Siteoverrides

Site overrides

Site root override

Force Site Root

Site database override
Database driver

Database server hostname
Database server port
Username

Password

Database name

Prefix

Siteroot override

Force Site Root

Site database
override

Database driver

Database
hostname

Database server
port

Username
Password
Database name

Prefix

Yes No

Yes No

MySQLi v

When not checked (default), Akeeba Backup will back up the files and folders under the root of
the siteit isinstalled. When this option is checked, it will use the site root in the Force Site Root
option below. Use this when you want to backup a different site than the one Akeeba Backup is
installed in.

The root of the site to back up. Thisis only necessary if you have checked the Site root override
option above.

When not checked (default), Akeeba Backup will back up the database tables inside the database
to which the site Akeeba Backup is installed in connects to. In other words, when this option is
not checked, Akeeba Backup will back up the current site's database.

On the other hand, if this option is checked, Akeeba Backup will backup the database whose
connection information you specify in the settings below. Use this when you want to backup a
different site than the one Akeeba Backup isinstalled in.

Choose between the database driver.

For MySQL databases you can choose between the MySQL and MySQL.i driver. If you do not
know the difference between the two, MySQL.i (with thetrailing "i" which standsfor "improved")
isthe best choice.

The hostname or | P address of the database server. Usually that'sl ocal host or 127. 0. 0. 1.
If unsure, ask your host.

If your database server uses anon-standard port, enter it here. If you have no ideawhat this means,
you most likely need to leave that field blank.

The username to connect to your site's database.
The password to connect to your site's database.
The nae of your database.

The prefix of the tables of the site you're backing up. That's the common part of their names up
to and including the first underscore.
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3.3.1.4. Optional filters

Optional filters

Optional filters

Date conditional filter

Backup files modified after

Exclude error logs

Yes No

1981-02-20 12:16 GMT+2

es o]

Exclude host-specific stats folders ‘es No

Joomla! User Actions Log

‘es No

=< =< =< =<

Skip Finder terms and taxonomy tables es o

Exclude mySites.guru data

E

Yes o

These optiona filters allow you to exclude files or database tables without having to manually select them in the
respective exclusion filter pages.

Date conditional filter

Date conditional
filter

Backup files
modified after

Exclude error
logs

Tick the checkbox to activate thisfilter. It allowsyou to backup only files modified after aspecific
date and time. Thisisdifferent than theincremental file only backup. It allowsyou to backup files
newer than the specified date no matter which backup mode (full site backup, files only backup,
incremental files only backup) you are using.

Files before this date and time will be skipped from the backup set. The format for the date and
timeparameterisYYYY-MM-DD HH:MM:SSTIMEZONE. Thismeansthat you have to specify
the year as four digits, followed by a dash, then the month as two digits (e.g. 09 for September),
followed by adash, then the day astwo digits (e.g. 01 for the 1st day of the month). For example,
September 1st, 2010 iswritten as 2010-09-01. If you want to specify the time, leave a space after
the date and write down the time as the hour using two digits (00-23, no am./p.m. is supported!),
then a semicolon, then the minutes as two digits, followed by a semicolon, then the seconds as
two digits. For example 59 seconds after 11:05 p.m. is written as 23:05:59. Y ou can optionally
leave a space after the time and specify the timezone as GMT+/-time. For example, GMT-6 is
Dallas time which is six hours behind the GMT and GMT+2 is two hours ahead of GMT which
isthe Eastern Europe Time. If you do not specify atimezone the GMT timezone is assumed.

| mportant

Y ou haveto set your server'stimezonein Joomlal's Global Configuration for thisfeature
to work reliably. If you get strange results, try editing your site's Global Configuration
before asking us for support.

Automatically exclude error log files, e.g. er r or _I og, no matter where they are on the site
being backed up. These files change their size while the backup is in progress which may lead
to corrupt backups.

Please note that your host may be using a different naming convention for error logs, e.g.
fatal .l oginstead of error | og. You will need to exclude these files yourself. This filter
won't work on them.
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Exclude host-
specific stats
folders

Joomlal User
Actions Log

Skip Finder terms
and taxonomy
tables

Exclude
mySites.guru
data

When enabled, AkeebaBackup will automatically exclude the most common host-specific folders
for storing access statisticsfor your site. Thesefoldersare read-only by your web site user, causing
restoration issues if they are backed up

Skipsover the contents of the Joomlal User ActionsLog. The database table holding these records
can get quite big on a busy site, slowing your backup down and bloating its size. Skipping over
this data does not have an adverse impact to the functionality of the site.

Since Joomlal 2.5, the Joomlal CM S ships with a feature called "Smart Search”, also known as
"Finder". Thisisamini search engine built into the CMS. It works by scanning your content and
keeping a complex database structure linking potential search terms (words) with content items
in compatible components. Due to its nature it stores an immense amount of information in the
database. Thisinformation takes a very long time to back up. Moreover, thisinformation doesn't
need to be backed up asit can beregenerated by using the"Reindex" buttonin Smart Search’'s back-
end interface. Intheinterest of speeding up your backups and not including redundant information
in the backup Akeeba Backup by default has this option enabled. This instructs the database
backup portion of our backup engine to skip backing up the contents of Finder's (Smart Search's)
tables. If for some reason you want to back up this content please uncheck this box.

mySites.guru (formerly MyJoomla.com) creates anumber of very big database tables on your site
as part of their auditing process. This information is really something they should be storing on
their own servers. More importantly, these big tables — which would slow down and bloat your
backup — do not need to be backed up. They will be regenerated on the restored site next timeyou
run an audit. Even if you have stopped using this service the tables might be left behind as they
do not seem to be removed when you uninstall the connector. This means that if you've used this
service even once, as afreetrial, you are stuck with a number of really big tables. As aresult we
strongly recommend enabling thisfilter at all times. It makes sure unnecessary, big tables are not
included in the backup, therefore allows your backup archive to be smaller and get created faster.

3.3.1.5. Quota management

Quotas let you automatically remove backup archives and / or backup records based on specific criteria. Quotas are
always cal cul ated against the backup r ecor ds, not the backup archives on disk on or on remote storage. I n other words,
if you do not see a backup record in the Manage Backups page it is NOT taken into account when applying quotas.

Furthermore, quotas will take into account only the backup record, without checking if the file exists. If a backup is
listed as OK or Remote in the Manage Backups page it participates in the quotas.

The quotas apply per backup profile. They will only take into account backup records in the same backup profile.

Finally note that the quotas are only being applied at the end of a successful backup, even if post-processing
(transferring it to remote storage) failed. It is therefore recommended that you keep an eye out for failed transfers —
appearing as warnings in the backup logs and the CL1 backup script's output — to avoid an over-zeal ous quota setting
from removing your last full, good backup.
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Quota management

Quota management

Enable remote files quotas

Yes No

Enable maximum backup age quotas Yes No

Maximum backup age, in days

s v

Don't delete backups taken on this day of the 1 v day

month

Obsolete records to keep
Enable size quota

Size quota

Enable count quota

Count quota

Enable remote
files quotas

Enable maximum
backup age
guotas

Maximum back
age, in days

Don't delete
backups taken on
this day of the
month

Obsolete records
to keep

50 v

Yes No

16.00 M m

Custom... v 3,00

When checked, the quota settings will also be applied to remotely stored files. This option only
works with the cloud storage engines which support remote file deletion.

Please keep in mind that remotefile quotas, just likelocal file quotas, only apply to backup records
in the database. Akeeba Backup cannot and will not consider files present in the remote storage
which do not have a corresponding backup record in the same backup profile. Furthermore, if you
manually delete the files from the remote storage but leave behind the backup record in Akeeba
Backup, these backups will still participate in quotas, even though their files no longer exist.

When checked, Akeeba Backup will only apply quotas based on the date and time the backup was
started. This alows you to easily do something like "keep daily backups for the last 15 days and
aways keep the backup taken on the first of each month”.

Warning

Enabling this options makes Akeeba Backup completely ignore the size and count
quotas.

Only applies when the Enable maximum backup age quotas option is enabled.
Backups older than this number of dayswill be deleted. Newer backups will not be del eted.
Only applies when the Enable maximum backup age quotas option is enabled.

Even when a backup is older than the Maximum back age, in days setting, it won't be deleted if
it was taken on this day of the month. For example, if you set thisto 1, backups taken on the first
day of each calendar month will not be deleted. Setting this option to 1, the backup age to 31 and
enabling the maximum backup age quotas you end up keeping all backups taken the last month
and keeping the backups taken on the first of each month.

When thelocally stored files of abackup record are deleted (either manually or automatically after
uploading it to a remote storage) the record is marked as Obsol ete or Remote. Some users prefer
to limit the number of the backup entries showing in the Manage Backups (formerly "Administer
Backup Files') page. This option instructs Akeeba Backup to keep at most that many obsolete/
remote records and automatically delete older obsolete/remote entries. Thisis different than the
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Enable size quota
Size quota
Enable count

quota

Count quota

rest of the quotas because it doesn't remove files from your server, it removes the backup entry
from Akeeba Backup's interface.

Warning

Backups marked as "Remote" are also considered obsolete records: the backup archive
does not exist on your server, it only exists on the remote storage. Therefore this setting
will also remove the backup records for the Remote backups. Since you are removing the
backup recordsthey WILL NOT participatein remotefile quotas! Thereforethe Obsolete
records to keep setting MUST be higher than the total number of backups you will keep
before the quotas kick in plus one.

For example, if you aretaking 4 backups aday and you have enabled a maximum backup
age quota of 30 days you need to set the Obsolete records to keep to at least 121 (4
backups / day x 30 days + 1 = 120 + 1 = 121). Otherwise the maximum backup age
quotas will NOT work as expected.

| mportant

A quotavalue of zero means "Keep all obsolete records" rather than "delete all obsolete
records’. To make it abundantly clear: if you set the "Obsolete records to keep" setting
to 0 then Akeeba Backup will NOT remove ANY obsolete records EVER.

When checked, old backup archives will be erased when the total size of archives stored under
this (and only this) profile exceed the Size quota setting.

Defines the maximum aggregated size of backup archives under the current profile to keep. Only
has an effect if the previous options is activated.

When checked, old backup archives will be erased when there are more backups stored under this
(and only this) profile exceed the Count quota setting.

Defines the maximum number of backups under the current profile to keep. Only has an effect
if the previous optionsis activated.
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3.3.1.6. Fine tuning

Finetuning

Fine tuning
Minimum execution time
Maximum execution time

Execution time bias

Maximum retries of a backup step after an AJAX 3

error

Disable step break before large files

Disable step break after large files

Disable proactive step breaking

0.00
25
75
Resume backup after an AJAX error has occurred

Wait period before retrying the backup step 10 v

<

<
==

<

. -

Disable step break between domains

Disable step break in finalisation

Set an infinite PHP time limit

Minimum
execution time

Maximum
execution time

Execution time
bias

Resume backup
after an AJAX

Some servers deploy anti-hacker measures (such as mod_evasive or mod_security) which will
deny connections to the server if the same URL is accessed multiple times in a limited amount
of time. Akeeba Backup has to call its backup URL multiple times, so it runs the risk of being
treated as a potential hacker and denied connection to your server, resulting to backup failure.

In order to work around this issue, Akeeba Backup can throttle the rate of server requests using
this setting. A minimum execution time of 2 seconds means that calls to the backup URL will
happen at most once every two seconds. Y ou are suggested to keep the default value.

Akeeba Backup hasto divide the backup processin individual small stepsin order to avoid server
timeouts. However, it hasto know how small they haveto be; that'swhy this setting exists. Akeeba
Backup will try to avoid consuming moretime per step than this setting. Y ou have to use anumber
lower than the maxi nmum executi on_ti me setting in your host's php.ini file. In fact, we
suggest using 50% of that value here: if your host allows up to 30 seconds in the php.ini, you
have to enter no more than 15-17 seconds here. If unsure, 7 seconds is a very safe value under
most configurations.

When Akeeba Backup calculates the available time left for performing operations within the
current backup step a number of external settings may skew this result and lead to timeout
errors. This setting defines how conservative the backup engine will be when performing those
calculations and is expressed as a percentage of the Maximum execution time parameter. The less
this setting is, the more conservative Akeeba Backup gets. It is suggested not to use a value over
75%, unless you have avery fast server. If you experience timeouts, you may want to lower this
setting to a value around 50%.

When this option is unchecked Akeeba Backup will completely stop the backup when the server
responds with an error or the communication with the server is cut short. When this option is
enabled (default), Akeeba Backup will try to resume the backup by repeating the last backup
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error has
occurred

Wait period
before retrying
the backup step

Maximum retries
of abackup step
after an AJAX
error

Disable step
break before
largefiles

Disable step
break after large
files

Disable proactive
step breaking

Disable step
break between
domains

Disable step
break in
finalization

step. Thiswill not let you successfully resume all backups which result in an error: only backup
attempts temporarily blocked by server CPU usage restrictions or network outage issues can be
resumed. If the backup fails due to atimeout error, memory outage, incompatible server software
etc the backup resumption will result in the same error until it leadsto apermanent backup failure.

| mportant

Thisfeature only appliesto back-end backups. Thisfeature will not be taken into account
when you have enabled the Process each part immediately option in the configuration of
the Data processing engine since it'simpossible to retry backing up to a backup archive
which may have already been transferred to remote storage and removed from the server.

How many seconds to wait before resuming the backup. It is advisable to set this to 30 seconds
or more (120 seconds is recommended in most cases) to give your server / network the necessary
time to recover from the error condition which caused your backup to fail.

How many consecutive times should we retry resuming the backup before finally giving up and
throwing a permanent error (backup failure). 3 to 5 retries work best on most servers.

When the application detects alarge file (see the filesystem scanner engine configuration) it will
try to break the execution of the current backup step and start backing up the largefilein itsown
backup step. Thisisaconservative behaviour that increases the likelihood of being able to backup
large files but makes the backup slower. If you check this box the backup will become faster, but
it might fail backing up larger files.

When the application finishes backing up a large file (see the filesystem scanner engine
configuration) it will try to break the execution of the current backup step and continue the backup
process in a step. This is a conservative behaviour that decreases the likelihood of the backup
engine timing out after backing up alarge file but makes the backup slower. If you check this box
the backup will become faster, but it might fail after backing up larger files.

The application tries to guess how much time it will take it to backup each file. If it believes that
backing up thenext fileinitsqueuewill taketoo long it will break the backup step and continuethe
backup in anew step. This decreases the likelihood of server timeouts, at the expense of making
the backup alittle slower, especially if you havelotsof tiny files. If you check this box the backup
will become faster, but it might fail in some cases.

Normally, Akeeba Backup forces the current backup step to finish when it's about to move to a
different backup domain, e.g. after finishing backing up the database and getting ready to backup
the files of your site. This gives the backup engine the chance to do garbage collection and free
up resources.

You can enable that option to make the backup 1-2 seconds faster, risking a backup failure in
resource-restricted servers. We consider it agenerally unsafe option and we advise against using it.

Normally, Akeeba Backup forces the current backup step to finish when it's about to move to a
different finalization operation e.g. after finishing considering quotas and it's about to start post-
processing a backup archive. This gives the backup engine the chance to do garbage collection
and free up resources.

You can enable that option to make the backup 1-2 seconds faster, risking a backup failure in
resource-restricted servers. We consider it agenerally unsafe option and we advise against using it.
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Set an infinite If your server isusing the CGlI or FastCGl interface to PHP, checking this option will makeit less
PHP time limit likely that the backup dies due to a PHP timeout issue. We consider it generally safe checking this
box as we have never observed or got reports of any side-effects.

3.3.2. Database dump engines

3.3.2.1. Native MySQL Backup Engine

This engine will take a backup of your MySQL database using its native features for reporting the structure of tables,
views, triggers etc.

I mportant

Restoring views, triggers, stored procedures and functions may require elevated privileges for the database
user during the restoration process. Most hosts do not assign this kind of privileges. If your restoration fails
with a MySQL error when restoring such database entities you may have to ask your host to assign those
privileges to your database user.

Native MySQL Backup Engine

Native MySQL backup engine

Uses PHP code to produce an accurate database dump

Common Settings

Blank out username/password Yes No

Generate extended INSERTs Yes

Max packet size for extended Custom... v 204,80 S
INSERTs

Size for split SQL dump files 0.50 v m

Number of rows per batch 1000 v

MySQL Settings

Dump PROCEDUREs, FUNCTIONs Yes No
and TRIGGERs

No dependency tracking Yes

Skip index engine Yes No

P4
)

Blank out When enabled, Akeeba Backup will not include the username and password of database
username/ connections in the backup. Please note that this option only removes the database username and
password password from the installation/sgl/databases.json (or databases.ini, depending on your Akeeba

Backup version) filewhich isincluded in the backup. It does not remove the database connection
information from the configuration.php file of Joomlal. If you want to remove the database
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connection information for security reasons you should exclude configuration.php from your
backup using the Files and Directories Exclusion filter feature of Akeeba Backup.

When thisis not checked, AkeebaBackup will create one INSERT statement for each datarow of
each table. When you have lots of rowswith insignificant amount of data, such asbanner and click
tracking logs, the overhead of the INSERT statement is much higher than the actual data, causing
amassively bloated database dump file. When this option is enabled, the dump engine will create
asingle INSERT statement for multiple rows of data, reducing the overhead and resulting into
significantly smaller backup archives. Moreover, thiswill lead to much less SQL commands being
run during restoration, which is of importance on many restrictive shared hosting environments.
It is suggested to turn this setting on.

If the previous setting is enabled, this setting defines the maximum length of a single INSERT
statement. Most MySQL servers have a configured limit of maximum statement length and will
not accept an INSERT statement over IMb. It issuggested to leave the default conservative setting
(128Kb) unless you know what you're doing. If you get restoration failures indicating that you
exceeded the maximum query length, please lower this setting.

Akeeba Backup is able to split your MySQL database dump to smaller files. This allows for an
improved compression ratio and also helps avoid several problemswith certain cheap hostswhich
put arestriction on the maximum size afile generated by PHP code can have.

Ideally, you should specify a setting which isabout half as much asyour Big file threshold setting
in the archiver engine's configuration options pane. The reason to do that is that the archiver
engines will not compress files with sizes over the value this threshold. Since it's impossible to
have absolute control of the size of the database dump, using half the value of this setting allows
for the expected size fluctuation.

If you want to disable this feature and create a single big SQL dump file instead, just set this
option to 0 Mb.

| mportant

This setting has no effect on "Main site database only" backup profiles. Thisis because
the nature of this backup type does not alow splitting the database archive dump. If
you want something equivalent, please use the "All configured databases" backup type
instead, asit creates an archive file which contains your (split) database dump and takes
up MUCH less space on your web server.

Dumping table data happens in "batches', i.e. a few rows at atime. This parameter defines how
many rows will be fetched from the table at any given time. If you are backing up tables with
large chunks of binary data (e.g. files stored in BLOB fields) or if you have very large chunks of
text stored in the database, the default value - 1000 rows - may cause a PHP memory or MySQL
buffer exhaustion.

If you get memory outage errors during the table backup, it is advisable to lower this setting. This
is especiadly true if your MySQL and PHP combination does not allow a cursor to be effectively
created and all data has to be transferred in PHP's memory. A value of 20 isavery safe value, at
the expense of making your backup process slower and run more queries against your database
server. Most servers work fine with the default value of 1000 rows per batch.

By default, Akeeba Backup will only back up database tables and VIEWS. If your host supports
this, you can also back up and restore advanced aspects of your MySQL database: stored
procedures, stored functions and triggers. If your site makes use of any of those features you will

69



Using the Akeeba Backup component

No dependency
tracking

Skip index
engine

haveto tick the box. If the backup operation crashes or you the database tables filter page is blank
you must turn this option off for Akeeba Backup to work properly.

Warning

Using this feature requires that your host alows you to execute privileged SQL
commands against the MySQL database:

» SHOW PROCEDURE STATUS
« SHOW FUNCTION STATUS
* SHOW TRIGGERS

Most shared hosting providersdo not allow you to execute these commands. Trying to do
so will usually cause the script execution to abruptly halt, most often without indicating
the source of error. If you are in doubt, disable this option and retry backup. This
shouldn't be an issue with dedicated hosting, as long as you grant the SUPER privilege
to the database user you use to connect to your site's database.

When this option is enabled, Akeeba Backup's database dump engine will no longer try to figure
out tableand VIEW dependencies. Thiswill speed up the database dump initialization step. Thisis
recommended if and only if you havetoo many tables (over 200) in your database, you get timeout
errors during the database dump initialization step and you do not use foreign keys, VIEWS,
FUNCTIONs, PROCEDURES, TRIGGERs or any tables using the MERGE database engine. If
you do use any of those MySQL features in your tables there is a possibility that your backup
cannot be restored on an empty database due to unsatisfied references to tables not yet created.
Always test your backups if you enable this setting.

Removes USING BTREE and USING HASH from table index definitions in dump files. This
is required for restoring to servers which have both indexing engines turned off (e.g. on newest
XAMPP versions).

3.3.3. File and directories scanner engines

3.3.3.1. Smart scanner

The Smart Scanner will browse your file system treefor directories and filesto include in the backup set, automatically
creating a backup step break upon detecting a very large directory which could lead to timeout errors.

Smart Scanner

Smart scanner

Intelligently balances scanning speed and time-out avoidance

Large directory threshold

Large file threshold

Large directory
threshold

100 v

. 5]

This option tells Akeeba Backup which directories to consider "large" so that it can break the
backup step. When it is encountered with a directory having at least this number of files and
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subdirectories, it will break the step. The default valueis quite conservative and suitable for most
sites. If you have a very fast server, e.g. a dedicated server, VPS or MV'S, you may increase this
value. If you get timeout errors, try decreasing this setting.

Largefile Normally, Akeeba Backup triesto backup multiple filesin asingle step in order to provide afast

threshold backup. However, doing that for larger filesmay result in atimeout or memory outage error. Files
bigger than the large file threshold will be backed up in a backup step of their own. If you set it
too low you will have a big performance impact in your backup (it will be slower). If you set it
too high you might end up with a timeout or memory outage.

Thedefault setting (10Mb) isfinefor most sites. If you are not sure what you're doing you're better
off not touching it at all. If you find that your backup consistently fails while backing up alarger
file (over IMb) you might want to lower this setting, e.g. to 2Mb. If you have a rather big PHP
memory limit (128Mb or more) and you can afford the increased memory usage set it to a higher
value, e.g. 25Mb (values over that tend to causeissueson al but the higher end dedicated servers).

3.3.3.2. Large site scanner

This engine is specifically optimised for very large sites, containing folders with thousands of files. This is usually
the case when you have a huge media collection such as news sites, professional bloggers, companies with a large
downloadable reference library or very active business sites storing for example hundreds of invoices daily on the
server. In these cases the "Smart scanner” tends to consume unwieldy amounts of memory and CPU time to compile
thelist of files to backup, usually leading to timeout or memory outage issues. The "Large site scanner”, on the other
hand, works just fine by using a specially designed chunked processing technique. The drawback is that it makes the
backup approximately 11% slower than the " Smart scanner".

I mportant

If your backup fails while trying to backup a directory with over 100 files you MUST use the "Large site
scanner”. It's very likely that thiswill solve your backup issues.

The developers of Akeeba Backup DO NOT recommend storing several thousands of filesin asingledirectory. Dueto
reasonsthat have to do with the way most filesystemswork at the Operating System level, thetime required to produce
alisting of filesin adirectory or access the filesin adirectory grows exponentially with the number of files. At about
5000 files the performance impact for accessing the directory, even on amoderately busy server, is big enough to both
slow down your site noticeably (adversely impacting your search engine rankings) and make the backup slower and
more prone to timeout errors. We strongly recommend using a sane number of subdirectories to logically organise
your files and reduce the number of files per directory.

For the technically inclined (we really mean "serious geeks who aspire to do Linux server management as aliving"),
hereis anice discussion on the subject: http://stackoverflow.com/questions/466521/how-many-files-in-a-directory-is-
too-many The problemisthat readdir() whichisalsointernally used by PHP only ever reads 32Kb of directory entriesat
atime. Further down thethread you can seethat with 88,000 filesin adirectory the accessbhecomesten timesslower. Per
image. Add that up and you have adead slow frontpage which is banished to the far end of search indexes. And if you
wonder where the 5000 number popped up, it's from http://serverfault.com/questions/129953/maxi mum-number-of -
files-in-one-ext3-directory-while-still-getting-acceptable-per and applies to older Linux distributions without Ext3/4
directory index support or using filesystems without directory index support (e.g. Ext2) which is, of course, the worst
case scenario.

In most practical situations, servers become noticeably slow in the frontend and very prone to backup errors due to
server timeout or resource usage limits exceeded at about 3000 items (files or folders) inside a directory. We do not
recommend storing more than 1000 items inside any directory if you value your sanity.
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L arge Site scanner

Large Site Scanner

A file scanner optimised for backing up sites with directories containing hundreds of files (e.g. blogs and news portals)

Directory scanning batch size 100 v

File scanning batch size

Large file threshold

Directory
scanning batch
size

Flles scanning
batch size

Largefile
threshold

50 v

-3

The Large site scanner creates alisting of folders by scanning a small number of them at atime.
This setting determines how much this small number is. The larger this number the faster the
backup is, but with the increased possibility of a backup failure on large sites. The smaller this
number gets, the slower the backup becomes but the less likely it is to fail. We recommend a
setting of 50 for most sites.

If your backup fails on deep nested fol ders containing many subdirectories we recommend setting
this to alower number, e.g. 20 or even 10. If you have a large PHP maximum memory limit and
plenty of memory on your server to spare you may want to increase it to 100 or more. If you are
unsure, don't touch this setting.

The Large site scanner will create alisting of files by scanning a small number of them at atime
and then back them up. It will repeat this process until all files in the directory are backed up,
then proceed to the next available directory. This setting determines how much this small humber
of filesis. The larger this number the faster the backup is, but with the increased possibility of a
backup failure on large sites. The smaller this number gets, the slower the backup becomes but
the lesslikely it isto fail. We recommend a setting of 100 for most sites.

If your backup failson folders contai ning many fileswe recommend setting thisto alower number,
e.g. 50 or even 20. If you have a large PHP maximum memory limit and plenty of memory on
your server to spare you may want to increase it to 500 or more. If you are unsure, don't touch
this setting.

Normally, Akeeba Backup triesto backup multiple filesin asingle step in order to provide afast
backup. However, doing that for larger files may result in atimeout or memory outage error. Files
bigger than the large file threshold will be backed up in a backup step of their own. If you set it
too low you will have a big performance impact in your backup (it will be slower). If you set it
too high you might end up with a timeout or memory outage. The default setting (10Mb) is fine
for most sites. If you are not sure what you're doing you're better off not touching it at all. If you
find that your backup consistently fails while backing up alarger file (over IMb) you might want
to lower this setting, e.g. to 2Mb. If you have a rather big PHP memory limit (128Mb or more)
and you can afford the increased memory usage set it to a higher value, e.g. 25Mb (values over
that tend to cause issues on all but the higher end dedicated servers).

3.3.4. Archiver engines

3.3.4.1. ZIP format

The ZIP format is the most well known archive format and is integrated in many operating systems and desktop
environments, including Windows™, macOS™, KDE and GNOME.
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The ZIP format requires the calculation of CRC32 checksums for each file added in the archive. This is a resource
intensive operation which will slow down your backup and may lead to timeouts when archiving big files on slow
hosts. If this happens, your only choice is not to use the ZIP format; use JPA instead. Unfortunately, we can't do
anything about it: it is a combined limitation of the ZIP specification, how PHP works and how your server is set up.

ZIP Format

ZIP format

Standard ZIP files, a.k.a. "Compressed folders", natively supported by all leading operating systems

Dereference symlinks

Part size for split archives Custom... v 2047,88 <

Chunk size for large files

processing

Archive permissions

Big file threshold

Chunk size for Central Directory 1.00 v

processing

Dereference
symlinks

Part size for split
archives

-
o
o
<
HE

M

0666 — Lax security, maximum compatibility with commercial hosts

1.00 v

B

Normally, when Akeeba Backup encounters symbolic links (“symlinks"), it follows them and
treats them as regular files and directories, backing up their contents. Some site configurations
may have symbolic links set up in such a way as to create an infinite loop, causing the backup
to fail. When this option is set to No, Akeeba Backup will not follow symbolic links, but store
their name and their target in the archive. Of course, if your symbolic links use absolute paths,
restoring to a different server than the one you backed up from will result in broken symlinks.

Note

Even though Windows 7 supports symbolic links, it does so in away that it's not possible
for PHP to make use of this feature. As a result, this setting will only work on Linux,
macOS, FreeBSD and other compatible UNIX-family hosts.

Akeeba Backup supports the creation of Split Archives. In a nutshell, your backup archive is
spanned among one or several files, so that each of thesefiles ("part") is not bigger than the value
you specify here. Thisis a useful feature for hosts which impose a maximum file size quota. If
you use a value of OMb, no archive splitting will take place and Akeeba Backup will produce a
single backup archive (default).

If you want to post-process your archive filesit is suggested that you use small, non-zero values
here. The time it takes the post-processing engine to transfer an archive from your server to the
remote server equals part size divided by available bandwidth. Since the avail able execution time
isfinite and the available bandwidth is constant, the only way to avoid atimeout is creating small
parts.
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processing

Archive
permissions

Big file threshold

| mportant

Split ZIP archives can not be opened with 7-zip, Linux unzip and other GUI clients. Only
WinZIP and PKZIP understand them. If you want to extract them, you must use WinZIP,
PKZIP or Akeeba Kickstart. Thisis not an Akeeba Backup "bug", it's a problem with
most free archiver extraction tools.

Each file isread in small increments, we call chunks, while being copied in the archive. Larger
chunks will result in faster backup, at the price of taking longer to process each one of them
and risking atimeout. Smaller chunks lead to slower but safer backups. On very slow hosts, this
parameter should be set to alow value, for example 256K b, or even lower - especially trueif you
constantly get timeout errors when backing up large files. On fast hosts you may want to increase
this value in order to speed up your backup operation.

This options lets you choose the permissions the generated backup archive files will have.

Note

This option only applies on LInux, macOS, FreeBSD, Solaris and other UNIX-based
server environments. It does not apply to Windows servers.

The default option is 0666 which allows any user on the server to read and modify / delete the
archive. Thisisintentional. Many servers, especially the ones set up by using prepackaged LAMP
server virtual machine images on public cloud providers, are set up to run Apache and PHP asan
unprivileged user which is different to the user the site is hosted under / you log in with. Backup
archives are created by the user PHP runs under (the former) whereas FTP/ SFTP runs under the
user you are logging into as (the latter). This disparity means that any other permissions would
make it impossible for you to download and/or delete backup archives via FTP or SFTP. Hence
the default value being 0666 which allows both users (the one Apache/PHP runs under and the
one FTP/SFTP runs under) to read and write to the backup archivefiles.

Another option is 0600 which only allows the user PHP runs under to have read and write access
to the backup archives. Thisisvery strongly recommended on properly set up servers where the
effective PHP user is the same as the user of your hosting account, therefore the same asthe FTP
and SFTP user. Commercial hosting environments using PHP-FPM, PHP under FastCGil, chroot
jails or one virtual machine per site fall under this category. If unsure try using 0600 and check
whether you can download and delete the backup archive viaFTP or SFTP. If you can't you may
want to use one of the other two permissions options.

The 0644 option sits somewhere in between the two previous options and is meant for the
misconfigured serverswith different effective users. Unlike 0666, the 0644 permissionswill allow
you to download the backup archivesvia FTP/ SFTP but not delete them. Y ou can still delete the
|eftover filesfrom your server using Akeeba Backup or your hosting control panel's file manager
(if oneis provided).

Files over thissize will be stored in the archive file uncompressed. Do note that in order for afile
to be compressed, Akeeba Backup has to load it in its entirety to memory, compress it and then
writeit to disk. Asarule of thumb, you need to have free memory equal to 1.8 timesthe size of the
fileto compress, e.g. 18Mbfor alOMbfile. Joomlal with alot of plug-ins might consume asmuch
as 16Mb and Akeeba Backup's engine might consume another 5Mb, so plan this value carefully,
or you will run into memory exhaustion errors. Compression is also resource intensive and will
increase the time to produce a backup. If this valueistoo high, you might run into timeout errors.
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Chunk size for At the end of the ZIP archive creation we have to attach a lookup table containing the names of
Central Directory al included files to the end of the archivefile. Thistableis called the Central Directory. We have
processing to do thisin small chunks so asto avoid timeout or memory exhaustion errors. It isrecommended

that you leave the default value (1IMb) unless you know what you're doing.
3.3.4.2. JPA format
The JPA format was conceived as an aternative to ZIP, designed to be extremely suitable for PHP scripts. The trick
is that the JPA format doesn't store a checksum for each file - therefore it reduces the processing overhead during

archiving - and it doesn't use a "lookup table" (central directory) as ZIP does. Both of these design decisions lead to
extremely fast, low resource usage archiving processes.

Tip
It is recommended that you use the JPA format for all of your backups. You can extract JPA files using
Kickstart.

JPA Format

JPA format (recommended)

An open-source archive format optimised for fast archive creation and extraction using PHP code

Dereference symlinks Yes No

Part size for split archives Custom... v 2047,88 $ m
Archive permissions 0666 — Lax security, maximum compatibility with commercial hosts v
Chunk size for large files 1.00 v m
processing

Big file threshold 1.00 v m

The settings for this engine are identical to those used in the ZIP engine.

3.3.4.3. Encrypted Archives (JPS format)
Note

Thisfeatureisonly available in the Akeeba Backup Professional release.

The JPSisafurther evolution of the JPA format, designed with the major goal's of improving compression rations and
enhancing the security of your data by encrypting the entire archive's contents with the industry standard AES-128
encryption format. The latter goal ensuresthat eveninthe unlikely event of your backup files ending up in the hands of
hacker or another untrusted party, they would be useless. As per the strictest security standards, all information in the
archive (including file names and file data) are encrypted. Without the password nobody can deduct any information
about your site by examining a JPS archive. The contents of al filesin the archive are compressed and encrypted in
64K b blocks, allowing for better compression ratios over the JPA format.

Inorder for JPStowork it requiresthat both the zlib and merypt or OpenSSL PHP extensionsareinstalled and activated
onyour server. Please keep in mind that even if your siteisusing HTTPS this doesn't mean that you have the OpenSSL
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PHP extension installed. You usually have to ask your host to enable it for you. Moreover, the mcrypt or openss
library installed on the server must support AES-128 in CBC mode. If any of these conditions is not met, the backup
process will halt with an error mentioning that encryption is not enabled on your server. In this case, please contact
your host with the information in this paragraph so that they can perform the necessary server-side changes.

I mportant

We STRONGLY recommend using long (64 or more characters), completely random passwords which
make use of lowercase and uppercase Latin letters, numbers and special characters (top row on US-format
keyboards). Use a password manager to generate and store these passwords. Taking these precautions make
password brute forcing with conventional technology highly impractical in the foreseeable future.

JPS Format

Encrypted Archives (JPS)

Creates archives encrypted with the industry-standard AES-128 encryption method, in a format very similar to JPA. Requires either of the mcrypt or
openssl PHP extensions to be installed and activated on your site.

Encryption key

Dereference symlinks Yes No
Part size for split archives Custom... v 204788 €
Archive permissions 0666 — Lax security, maximum compatibility with commercial hosts v

The settings for thisengine are:

Encryption key This is the password to be used for encrypting the archive. For the sake of security, you are
encouraged to enter along passphrase which is hard to guess.

Warning

The key is case sensitive. This means that Abc, ABC and abc are three completely
different keysl!

Y ou can omit this configuration option but you will have to enter an encryption key when taking
a backup. Please note that thisis only possible for backups taken with the backend backup and
the CLI backup features. Y ou need to enter the JPS password in the Configuration page for your
backup to work when using any other backup method such aslegacy front-end backup or Akeeba

Backup JSON API.
Dereference This setting isonly valid on Linux and compatible *NIX hosts. Normally, when Akeeba Backup
symlinks encounters symbolic links ("symlinks"), it follows them and treats them as regular files and

directories, backing up their contents. Some site configurations may have symbolic links set up
in such away as to create an infinite loop, causing the backup to fail. When this option is set to
No, Akeeba Backup will not follow symbolic links, but store their name and their target in the
archive. Of course, if your symboalic links use absolute paths, restoring to a different server than
the one you backed up from will result in broken symlinks.
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Part size for split
archives

Archive
permissions

Note

Even though Windows 7 supports symboalic links, it does so in away that it'snot possible
for PHP to make use of this feature. As aresult, this setting will only work on Linux,
macOS, FreeBSD and other compatible UNIX-family hosts.

Akeeba Backup supports the creation of Split Archives. In a nutshell, your backup archive is
spanned among one or severad files, so that each of thesefiles ("part") is not bigger than the value
you specify here. Thisis a useful feature for hosts which impose a maximum file size quota. If
you use a value of OMb, no archive splitting will take place and Akeeba Backup will produce a
single backup archive (default).

If you want to post-process your archive filesit is suggested that you use small, non-zero values
here. The time it takes the post-processing engine to transfer an archive from your server to the
remote server equals part size divided by available bandwidth. Since the avail able execution time
isfinite and the available bandwidth is constant, the only way to avoid atimeout is creating small
parts.

This options lets you choose the permissions the generated backup archive files will have.

Note

This option only applies on LInux, macOS, FreeBSD, Solaris and other UNIX-based
server environments. It does not apply to Windows servers.

The default option is 0666 which allows any user on the server to read and modify / delete the
archive. Thisisintentional. Many servers, especially the ones set up by using prepackaged LAMP
server virtual machine images on public cloud providers, are set up to run Apache and PHP asan
unprivileged user which is different to the user the site is hosted under / you log in with. Backup
archives are created by the user PHP runs under (the former) whereas FTP/ SFTP runs under the
user you are logging into as (the latter). This disparity means that any other permissions would
make it impossible for you to download and/or delete backup archives via FTP or SFTP. Hence
the default value being 0666 which allows both users (the one Apache/PHP runs under and the
one FTP/SFTP runs under) to read and write to the backup archivefiles.

Another option is 0600 which only allows the user PHP runs under to have read and write access
to the backup archives. Thisisvery strongly recommended on properly set up servers where the
effective PHP user is the same as the user of your hosting account, therefore the same asthe FTP
and SFTP user. Commercial hosting environments using PHP-FPM, PHP under FastCGil, chroot
jails or one virtual machine per site fall under this category. If unsure try using 0600 and check
whether you can download and delete the backup archive viaFTP or SFTP. If you can't you may
want to use one of the other two permissions options.

The 0644 option sits somewhere in between the two previous options and is meant for the
misconfigured serverswith different effective users. Unlike 0666, the 0644 permissionswill allow
you to download the backup archivesvia FTP/ SFTP but not delete them. Y ou can still delete the
|eftover filesfrom your server using Akeeba Backup or your hosting control panel's file manager
(if oneis provided).
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3.3.4.4. DirectFTP

I mportant

This feature is not meant for everyday users. It is designed for web professionals. If you don't understand
therest of this section, please do not use it. Akeeba Backup is equally useful as a site migration tool without
using DirectFTP.

The DirectFTP engine alows power usersto directly export awebsite from one server to another, without the need to
download the backup file to their PC, upload it and extract it on the other server. In order to do so, instead of backing
up to an archive, it directly writes the backed up files to the remote server using FTP, hence the name.

This engine uses PHP's native FTP functions. This may not work if your host has disabled PHP's native FTP functions
or if your remote FTP server isincompatible with them. In this case you may want to use the DirectFTP over cURL
engine instead.

Do notethat when using the DirectFTP engine, the post-processing engine will not run, asthereisno archive produced.

In a nutshell, when this option is activated, Akeeba Backup operates as usual, backing up your database and files.
Instead of putting the sitefiles, installer files and database dump inside a backup archive, it transfers them to aremote
server using FTP. You can then visit the installation URL on the remote server to complete the site transfer progress.

Thisis considered an advanced feature. Since there are many things which might go wrong in the process and due to
the fact that the success of the operation depends on the server configuration of both the originating and target servers,
you are advised not to use it unless you know what you're doing.

Moreover, bear in mind that the target server must not contain any files! If it does, it may not be possible to overwrite
them, leading to an incompl ete site transfer.

Finally note that due to the backup process being split in several steps (to avoid web server timeouts) a new FTP
connection has to be created on each backup step, i.e. for every few files uploaded to your remote server. At best
this makes the transfer extremely slow. At worst, your remote FTP server will decline further connections because it
sees the same remote | P opening and closing FTP connectionsin rapid succession. We strongly recommend uploading
entire backup archives using the post-processing engines instead of using this feature.

Y our originating server must support PHP's FTP extensions and not have its FTP functions blocked. Y our originating
server must not block FTP communication to the remote (target) server. Some hosts apply a firewall policy which
requires you to specify to which hosts your server can connect. In such a case you might need to allow communication
to your remote host.

Normally, remote FTP connections consume a lot of time, therefore DirectFTP is very prone to time-outs.
Theoretically, Akeeba Backup can automatically estimate the time required for transferring each file and avoid timing
out. However, thisis not always technically possible. In such a case you might want to lower the maximum execution
time allowance and bias in the Configuration. Do note that large files have to be transferred in a single step, as most
PHP and FTP configuration combinations disallow resuming uploads (chunked uploads). This meansthat avery large
file, or avery large database dump may cause the processto fail with atimeout error.
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DirectFTP

DirectFTP

Transfers the site files to a remote FTP server, without archiving them first

Host name

Port 21
User name

Password

Initial directory

Use FTP over SSL (FTPS) Yes

No
Use passive mode Yes

Test FTP connection

The available configuration options are:

Host name. The hostname of your remote (target) server, e.q.f t p. exanpl e. com Youmust NOT enter theftp://
protocol prefix. If you do, Akeeba Backup will try to remove it automatically and issue awarning about it.

Port. The TCP/IP port of your remote host's FTP server. It's usually 21.
User name. The username you have to use to connect to the remote FTP server.
Passwor d. The password you have to use to connect to the remote FTP server.

Initial directory. The absolute FTP directory to your remote site's|ocation where your sitewill be clonedto. Thisis
provided by your hosting company. Do not ask usto tell you what you should put in here because we can't possibly
know. Thereisan easy way to find it, though. Connect to your target FTP server with FileZilla. Navigate to the web
server'sroot (usualy it's a subdirectory named httpdocs, htdocs, public_html, http_docs or www). Above the right-
hand folder pane you will see atext box with a path. Copy this path and paste it to Akeeba Backup's setting.

Use FTP over SSL. If your remote server supports secure FTP connections over SSL (they haveto be explicit SSL;
implicit SSL is not supported), you can enable thisfeature. In such a case you will most probably have to change the
port. Please ask your hosting company to provideyou with moreinformation on whether they support thisfeatureand
what port you should use. Y ou must note that this feature must also be supported by your originating server aswell.

Use passive mode. Normally you should enable it, as it is the most common and firewall-safe transfer mode
supported by FTP servers. Sometimes, you remote server might require active FTP transfers. In such a case please
disable this, but bear in mind that your originating server might not support active FTP transfers, which usually
reguires tweaking the firewall!
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3.3.4.5. DirectFTP over cURL

I mportant

This feature is not meant for everyday users. It is designed for web professionals. If you don't understand
therest of this section, please do not use it. Akeeba Backup is equally useful as a site migration tool without
using DirectFTP.

The DirectFTP over cURL engine allows power usersto directly export awebsite from one server to another, without
the need to download the backup file to their PC, upload it and extract it on the other server. In order to do so, instead
of backing up to an archive, it directly writes the backed up files to the remote server using FTP, hence the name.

This engine uses PHP's cURL functions. This may not work if your host has not installed or enabled the cURL
functions. In this case you may want to use the DirectFTP engine instead.

Do notethat when using the DirectFTP engine, the post-processing engine will not run, asthereisno archive produced.

In a nutshell, when this option is activated, Akeeba Backup operates as usual, backing up your database and files.
Instead of putting the sitefiles, installer files and database dump inside a backup archive, it transfers them to aremote
server using FTP. You can then visit the installation URL on the remote server to complete the site transfer progress.

Thisis considered an advanced feature. Since there are many things which might go wrong in the process and due to
the fact that the success of the operation depends on the server configuration of both the originating and target servers,
you are advised not to use it unless you know what you're doing.

Moreover, bear in mind that the target server must not contain any files! If it does, it may not be possible to overwrite
them, leading to an incompl ete site transfer.

Finally note that due to the nature of the cURL library over a new FTP connection has to be created for each and
every file uploaded to your remote server. At best this makes the transfer extremely slow. At worst, your remote FTP
server will decline further connections because it sees the same remote |P opening and closing FTP connections in
rapid succession. We strongly recommend upl oading entire backup archives using the post-processing enginesinstead
of using this feature.

Your originating server must support PHP's cURL extension. Your originating server must not block FTP
communication to the remote (target) server. Some hosts apply afirewall policy which requiresyou to specify towhich
hosts your server can connect. In such a case you might need to allow communication to your remote host.

Normally, remote FTP connections consume alot of time, therefore DirectFTP over cURL is very prone to time-outs.
Theoretically, Akeeba Backup can automatically estimate the time required for transferring each file and avoid timing
out. However, thisis not always technically possible. In such a case you might want to lower the maximum execution
time allowance and bias in the Configuration. Do note that large files have to be transferred in a single step, as most
PHP and FTP configuration combinations disallow resuming uploads (chunked uploads). This meansthat avery large
file, or avery large database dump may cause the processto fail with atimeout error.
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DirectFTP over cURL

DirectFTP over cURL

Transfers the site files to a remote FTP server, without archiving them first. This archiver engine uses the cURL library which provides better
compatiblity with a wide range of FTP servers.

Host name

Port 21

User name

Password

Initial directory

Use FTP over SSL (FTPS) Yes No
Use passive mode Yes
Passive mode workaround Yes

Test FTP connection

The available configuration options are:

Host name. The hostname of your remote (target) server, e.g.ft p. exanpl e. com Youmust NOT enter theftp://
protocol prefix. If you do, Akeeba Backup will try to remove it automatically and issue awarning about it.

Port. The TCP/IP port of your remote host's FTP server. It's usually 21.
User name. The username you have to use to connect to the remote FTP server.
Passwor d. The password you have to use to connect to the remote FTP server.

Initial directory. The absolute FTP directory to your remote site's|ocation where your sitewill be cloned to. Thisis
provided by your hosting company. Do not ask usto tell you what you should put in here because we can't possibly
know. Thereisan easy way to find it, though. Connect to your target FTP server with FileZilla. Navigate to the web
server'sroot (usualy it's a subdirectory named httpdocs, htdocs, public_html, http_docs or www). Above the right-
hand folder pane you will see atext box with apath. Copy this path and paste it to Akeeba Backup's setting.

Use FTP over SSL. If your remote server supports secure FTP connections over SSL (they haveto be explicit SSL;
implicit SSL is not supported), you can enable thisfeature. In such a case you will most probably have to change the
port. Please ask your hosting company to provideyou with moreinformation on whether they support thisfeatureand
what port you should use. Y ou must note that this feature must also be supported by your originating server aswell.

Use passive mode. Normally you should enable it, as it is the most common and firewall-safe transfer mode
supported by FTP servers. Sometimes, you remote server might require active FTP transfers. In such a case please
disable this, but bear in mind that your originating server might not support active FTP transfers, which usually
requires tweaking the firewall!
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» Passive made workaround. Some badly configured / misbehaving servers report the wrong IP address when
you enable the passive mode. Usually they report their internal network |P address (something like 127.0.0.1 or
192.168.1.123) instead of their public, Internet-accessible |P address. This erroneous information confuses FTP
information, causing uploadsto stall and eventually fail. Enabling this workaround option instructs cURL to ignore
the | P address reported by the server and instead use the server's public | P address, as seen by your server. In most
cases this works much better, therefore we recommend leaving this option turned on if you're not sure. Y ou should
only disableit in case of an exotic setup where the FTP server uses two different public IP addresses for the control
and data channels.

3.3.4.6. DirectSFTP

| mportant

Thisfeature isonly available in the Akeeba Backup Professional edition.

I mportant

This feature is not meant for everyday users. It is designed for web professionals. If you don't understand
therest of this section, please do not use it. Akeeba Backup is equally useful as a site migration tool without
using DirectSFTP.

The DirectSFTP engine allows power usersto directly export awebsite from one server to another, without the need to
download the backup file to their PC, upload it and extract it on the other server. In order to do so, instead of backing
up to an archive, it directly writes the backed up files to the remote server using SFTP (Secure File Transfer Protocol
over SSH), hence the name.

This engine uses the PHP extension called SSH2. The SSH2 extension is still marked as an alpha and is not enabled
by default or even provided by many commercial hosts. In this case you may want to use the DirectSFTP over cURL
engine instead which uses PHP's cURL extension, available on most hosts.

Do note that when using the DirectSFTP engine, the post-processing engine will not run, as there is no archive
produced.

In a nutshell, when this option is activated, Akeeba Backup operates as usual, backing up your database and files.
Instead of putting the sitefiles, installer files and database dump inside a backup archive, it transfers them to aremote
server using SFTP. You can then visit the installation URL on the remote server to compl ete the site transfer progress.

Thisis considered an advanced feature. Since there are many things which might go wrong in the process and due to
the fact that the success of the operation depends on the server configuration of both the originating and target servers,
you are advised not to use it unless you know what you're doing.

Moreover, bear in mind that the target server must not contain any files! If it does, it may not be possible to overwrite
them, leading to an incompl ete site transfer.

Your originating server (where you are backing up from) must a. support PHP's SSH2 extensions, b. allow outbound
TCP/IP connections to your target host's SSH port and c¢. not have the SFTP functions of the SSH2 extension blocked.
Please note that some hosts apply a firewall policy which requires you to specify to which hosts your server can
connect. In such a case you might need to allow communication to your remote host.

Normally, remote SFTP connections consume a lot of time, therefore DirectSFTP is very prone to time-outs.
Theoretically, Akeeba Backup can automatically estimate the time required for transferring each file and avoid timing
out. However, thisis not always technically possible. In such a case you might want to lower the maximum execution
time allowance and bias in the Configuration. Do note that large files have to be transferred in a single step, as most
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PHP and SFTP configuration combinations disallow resuming uploads (chunked uploads). This means that a very
largefile, or avery large database dump may cause the process to fail with atimeout error.

DirectSFTP

DirectSFTP

Transfers the site files to a remote SFTP server, without archiving them first. WARNING: Your source server needs to have PHP's SSL2 extension
installed.

Host name

Port 22
Username

Password

Private Key File (advanced)

Public Key File (advanced)

Initial directory

Test SFTP connection

The available configuration options are:

Host name. The hostname of your remote (target) server, e.g. sft p. exanpl e. com You must NOT enter the
sftp:// or ssh:// protocol prefix. If you do, Akeeba Backup will try to remove it automatically and issue a warning
about it.

Port. The TCP/IP port of your remote host's FTP server. It's usually 22.

User name. The username you have to use to connect to the remote SFTP server. This field must always be used,
even when you're using certificate authentication.

Password. The password you have to use to connect to the remote SFTP server. If you are using certificate
authentication please enter the encryption key of your private key file. However, if you're using certificate
authentication and your private key file is not encrypted please leave this field blank.

Private Key File (advanced). Only use this field when you want to perform certificate authentication. Enter the
absolute path to your private SSH key file. If your private key file is encrypted with a password please provide the
password in the Password field above.

| mportant

If the libssh2 library that the SSH2 extension of PHP is using is compiled against GnuTLS (instead of
OpenSSL) you will NOT be able to use encrypted private key files. This has to do with bugs / missing
features of GnuTLS, not our code. If you can't get certificate authentication to work please try providing
an unencrypted private key file and leave the Password field blank.
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e Public Key File (advanced). Only use this field when you want to perform certificate authentication. Enter the
absolute path to your public SSH key file.

« Initial directory. The absolute FTP directory to your remote site's|ocation where your sitewill be cloned to. Thisis
provided by your hosting company. Do not ask usto tell you what you should put in here because we can't possibly
know. Thereisan easy way to find it, though. Connect to your target FTP server with FileZilla. Navigate to the web
server'sroot (usualy it's a subdirectory named httpdocs, htdocs, public_html, http_docs or www). Above the right-
hand folder pane you will see atext box with a path. Copy this path and paste it to Akeeba Backup's setting.

3.3.4.7. DirectSFTP over cURL

I mportant

Thisfeatureis only available in the Akeeba Backup Professional edition.

I mportant

This feature is not meant for everyday users. It is designed for web professionals. If you don't understand
the rest of this section, please do not use it. Akeeba Backup is equally useful as a site migration tool without
using DirectSFTP.

The DirectSFTP engine allows power usersto directly export awebsite from one server to another, without the need to
download the backup file to their PC, upload it and extract it on the other server. In order to do so, instead of backing
up to an archive, it directly writes the backed up files to the remote server using SFTP (Secure File Transfer Protocol
over SSH), hence the name.

This engine uses the PHP cURL extension. If your host has disabled the cURL extension but has enabled the SSH2
PHP extension you may want to use the DirectSFTP engine instead which uses PHP's SSH2 extension.

Do note that when using the DirectSFTP engine, the post-processing engine will not run, as there is no archive
produced.

In a nutshell, when this option is activated, Akeeba Backup operates as usual, backing up your database and files.
Instead of putting the sitefiles, installer files and database dump inside a backup archive, it transfers them to aremote
server using SFTP. You can then visit the installation URL on the remote server to compl ete the site transfer progress.

Thisis considered an advanced feature. Since there are many things which might go wrong in the process and due to
the fact that the success of the operation depends on the server configuration of both the originating and target servers,
you are advised not to use it unless you know what you're doing.

Moreover, bear in mind that the target server must not contain any files! If it does, it may not be possible to overwrite
them, leading to an incompl ete site transfer.

Y our originating server (where you are backing up from) must a. have PHP's cURL extension installed and activated,
b. have the cURL extension compiled with SFTP support and c. allow outbound TCP/IP connections to your target
host's SSH port. Please note that some hosts provide the cURL extension without SFTP support. Thisfeaturewill NOT
work on these hosts. Moreover, some hosts apply afirewall policy which requires you to specify to which hosts your
server can connect. In such a case you might need to alow communication to your remote host.

Normally, remote SFTP connections consume a lot of time, therefore DirectSFTP is very prone to time-outs.
Theoretically, Akeeba Backup can automatically estimate the time required for transferring each file and avoid timing
out. However, thisis not always technically possible. In such a case you might want to lower the maximum execution
time allowance and bias in the Configuration. Do note that large files have to be transferred in a single step, as most
PHP and SFTP configuration combinations disallow resuming uploads (chunked uploads). This means that a very
largefile, or avery large database dump may cause the process to fail with atimeout error.
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DirectSFTP over cURL

DirectSFTP over cURL

Transfers the site files to a remote SFTP server, without archiving them first. This archiver engine uses the cURL library which provides better
compatiblity with a wide range of FTP servers.

Host name

Port 22
Username

Password

Private Key File (advanced)

Public Key File (advanced)

Initial directory

Test SFTP connection

The available configuration options are:

Host name. The hostname of your remote (target) server, e.g. sft p. exanpl e. com You must NOT enter the
sftp:// or ssh:// protocol prefix. If you do, Akeeba Backup will try to remove it automatically and issue a warning
about it.

Port. The TCP/IP port of your remote host's FTP server. It's usually 22.

User name. The username you have to use to connect to the remote SFTP server. This field must always be used,
even when you're using certificate authentication.

Password. The password you have to use to connect to the remote SFTP server. If you are using certificate
authentication please enter the encryption key of your private key file. However, if you're using certificate
authentication and your private key fileis not encrypted please leave this field blank.

Private Key File (advanced). Only use this field when you want to perform certificate authentication. Enter the
absolute path to your private SSH key file. If your private key file is encrypted with a password please provide the
password in the Password field above.

I mportant

If cURL iscompiled against GnuTL S (instead of OpenSSL) you will NOT be able to use encrypted private
key files. This has to do with bugs/ missing features of GnuTLS, not our code. If you can't get certificate
authentication to work please try providing an unencrypted private key file and leave the Password field
blank.

Public Key File (advanced). Only use this field when you want to perform certificate authentication. Enter the
absolute path to your public SSH key file. Thisis optiona: some versions of the cURL library allow you to not

85



Using the Akeeba Backup component

provide a public key file, using the information of the private key file to derive thisinformation. If in doubt, always
provide both private and public key files to perform certificate authentication.

Initial directory. The absolute FTP directory to your remote site's|ocation where your sitewill be clonedto. Thisis
provided by your hosting company. Do not ask usto tell you what you should put in here because we can't possibly
know. Thereisan easy way to find it, though. Connect to your target FTP server with FileZilla. Navigate to the web
server'sroot (usualy it's a subdirectory named httpdocs, htdocs, public_html, http_docs or www). Above the right-
hand folder pane you will see atext box with a path. Copy this path and paste it to Akeeba Backup's setting.

3.3.4.8. ZIP using ZIPArchive class

This engine produces ZIP archive using PHP's built-in ZIP archive class. We have not found any practical use case
wherethisis preferableto Akeeba Backup'sown ZIP archiver. Thisiswhy wewrote the ZIP archiver in thefirst place.

ZIPArchiver

ZIP using ZipArchive class

The ZIP archive will be created using PHP's ZipArchive class. IMPORTANT: This engine does not support archive splitting or symlink handling and
can, therefore, lead to backup issues. If you get timeout errors, AJAX errors or Internal Server Error messages you will have to switch to a different
archiver engine and enable archive splitting.

Archive permissions 0666 — Lax security, maximum compatibility with commercial hosts v

PHP's ZipArchiver has several limitations which may make it impractical for most sites:

1

It does not support archive splitting. This may make it impossible to use on servers which impose a maximum file
size limit or when you want to transfer your backup archives to remote / cloud storage.

. Files are added to the archive asynchronously. The actual file compression into the archive takes place when we

try to close the archive at the end of each backup step. This means that we do not know in advance how much time
we will need to back up each file added to the archive. As aresult you will end up with PHP timeout error unless
you use a very low maximum execution time (between 1 and 3 seconds).

. The entire list of content of the backup archive isloaded in memory. When backing up large sites this may cause

memory outage issues on servers which are memory constrained.

. 1t only supports whichever compression method is the default in the ZIP library used by the PHP ZipArchiver

extension. This is determined when your host or your host's Linux distribution compiled and packaged the PHP
ZipArchiver extension. Inmost casesit's Deflate which is compatible with Kickstart and third party archive utilities.
In somerare casesit may be no compression (leading to massive backup archives) or acompression method which
is not supported by Kickstart and / or third party archive utilities.

We only wrote this feature to prove that it's not a very good fit for taking site backups, despite what a stark minority
of extremely vocal users claimed. Having both this method and our own ZIP archiver it's trivial to demonstrate the
practical limitations of ZipArchiver for managing very large archive files and prove that there is indeed a reason of
existence for our own ZIP archiver implementation.

In short, its only reason of existenceisto proveit shouldn't exist in the first place. So, please, do not useit. If you do,
your backups will fail at worst, you will be wasting server resources (especialy lots of memory) at best. You have
been warned.
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3.3.5. Data processing engines

3.3.5.1. No post-processing

Thisisthe default setting and the only one one available to Akeeba Backup Core. It does no post-processing. It simply
leaves the backup archives on your server.

Send by email

No post-processing

Leaves the backup archive files on the server

3.3.5.2. Send by email

Note

Thisfeature is available only to Akeeba Backup Professional.
Send by email

Send by Email

Sends you the backup archive as an email attachment.
Remember to set a split archive size of 1-2Mb or you risk backup failure due to timeouts and memory outage!

Process each part immediately Yes No

Delete archive after processing Yes

Email address

Email subject

Akeeba Backup will send you the backup archive parts as file attachments to your email address. You need to be
aware of the restrictions:

You MUST set the Part size for split archives setting of the Archiver engine to a value between 1-10 Megabytes. If
you choose a big value (or leave the default value of 0, which means that no split archives will be generated) you run
the risks of the process timing out, a memory outage error to occur or, finally, your email servers not being able to
cope with the attachment size, dropping the email.

Asaresult, thisisonly suitable for really small sites.
The available configuration settings for this engine, accessed by pressing the Configure... button next to it, are:

Processeach part  If you enable this, each backup part will be emailed to you as soon as it's ready. Thisis useful
immediately if you are low on disk space (disk quota) when used in conjunction with Delete archive after
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processing. When using this feature we suggest having 10Mb plus the size of your part for split
archives free in your account. The drawback with enabling this option is that if the email fails,
the backup fails. If you don't enable this option, the email processwill take place after the backup
is complete and finalized. This ensures that if the email process fails avalid backup will still be
stored on your server. The drawback is that it requires more available disk space.

Delete archive If enabled, the archive fileswill be removed from your server after they are emailed to you. Very
after processing useful to conserve disk space and practice the good security measure of not leaving your backups
on your server.

Email address The email address where you want your backups sent to. When used with GMail or other webmail
services it can provide a cheap alternative to proper cloud storage.

Email subject A subject for the email you'll receive. You can leave it blank if you want to use the default.
However, we suggest using something descriptive, i.e. your site's name and the description of the
backup profile.

3.3.5.3. Upload to Amazon S3

Note

This feature is available only to Akeeba Backup Professional. Older versions of Akeeba Backup may not
have all of the options discussed here.

Using this engine, you can upload your backup archives to the Amazon S3 cloud storage service and other storage
services providing an S3-compatible API.

This engine supports multi-part uploadsto Amazon S3. Thismeansthat, unlike the other post-processing engines, even
if you do not use split archives, Akeeba Backup will still be able to upload your files to Amazon S3. This new feature
allows Akeeba Backup to upload your backup archive in 5SMb chunks so that it doesn't time out when uploading a
very bhig archive file. That said, we STRONGLY suggest using a part size for archive splitting of 2000MB. This is
required to work around a limitation on older versions of PHP which can cause the backup or extraction to fail if the
backup sizeis equal to or greater than 2GB.

Y ou can also specify acustom endpoint URL. Thisallowsyou to usethisfeature with third party cloud storage services
offering an APl compatible with Amazon S3 such as Cloudian, Riak CS, Ceph, Connectria, HostEurope, Dunkel,
S3For.me, Nimbus, Walrus, GreenQloud, Scality Ring, CloudStack and so on. If a cloud solution (public or private)
claimsthat it is compatible with S3 then you can use it with Akeeba Backup.

Note

Akeeba Backup a so supports the Amazon S3 regionsin China, e.g. the Beijing Amazon S3 region. Buckets
in these regions are only accessible from inside Chinaand have afew cavesats:

* You can only access buckets in the Chinese regions from inside China.

» Downloadto browser isnot supported unlessyou have alicense by the Chinese government to share content
from your Amazon S3 bucket. That's because downloading to browser requires a pre-signed URL which
could, in theory, be used to disseminate material from your Amazon S3 bucket to others. So even though
you see the Download button it will most likely result in an error.

» Sometimes deleting and trying to re-upload an object or trying to overwrite fails silently (without an
error message). We strongly recommend using unique names for your backup archives and testing them
frequently.
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Upload to Amazon S3

Upload to Amazon S3

Uploads the backup archive to Amazon S3. It allows you to use both the new (AWS4) authentication required for newer S3 location and the old
(AWS2) authentication required for third party storage providers offerring an S3-compatible API.

If you disable multipart uploads remember to set a split archive size of 2-30Mb or you risk backup failure due to timeouts!

If you want to use Amazon STS instead of an Access and Secret Key please read the documentation.

Process each part immediately Yes

P 4
o o

Delete archive after processing Yes

Access Key

Secret Key

Use SSL Yes
Enable IPv6 (dual-stack) support Yes
Bucket

Amazon S3 Region

Signature method

Bucket access

Directory

Disable multipart uploads

Storage class

US East (N. Virginia)

v4 (preferred for Amazon S3)

Virtual Hosting (recommended)

Yes No

Standard storage

Custom endpoint

The required settings for this engine are;

Process each part
immediately

If you enable this, each backup part will be uploaded as soon as it's ready. Thisis useful if you
arelow on disk space (disk quota) when used in conjunction with Delete archive after processing.
When using this feature we suggest having 10Mb plus the size of your part for split archives free
inyour account. The drawback with enabling thisoptionisthat if the upload fails, the backup fails.
If you don't enabl e this option, the upload process will take place after the backup is complete and
finalized. This ensures that if the upload process fails a valid backup will still be stored on your
server. The drawback isthat it requires more available disk space.

Delete archive If enabled, the archive files will be removed from your server after they are uploaded to Amazon
after processing S3.

Your Amazon S3 Access Key. Required unless you run Akeeba Backup inside an EC2 instance
with an attached IAM Role. Please read about this below.

Access Key
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Secret Key

Use SSL

Enable IPv6
(dual-stack)
support

Bucket

Amazon S3
Region

Signature method

Your Amazon S3 Secret Key. Required unless you run Akeeba Backup inside an EC2 instance
with an attached IAM Role. Please read about this below.

If enabled, an encrypted connection will be used to upload your archives to Amazon S3.

Warning
Do not use this option if your bucket name contains dots.

When this option is disabled Akeeba Backup will use the old Amazon S3 endpoint domain names
which only support I|Pv4. When this option is enabled Akeeba Backup will use the new Amazon
S3 endpoint domain names which support both I1Pv4 and I1Pv6.

It is strongly recommended to leave this option enabled if you are using Amazon S3 proper
(instead of athird party service which is S3 compatible). If your server supports |Pv6 it will result
in dlightly faster uploadsto Amazon S3. Evenif your server doesn't support | Pv6 yet thisisagood
forwards-compatible option, i.e. when your server is upgraded to support IPv6 your connection
to Amazon S3 will be upgraded as well.

The name of your Amazon S3 bucket where your files will be stored in. The bucket must be
aready created; Akeeba Backup can not create buckets.

Warning

DO NOT CREATE BUCKETS WITH NAMES CONTAINING UPPERCASE
LETTERS. AMAZON CLEARLY WARNSAGAINST DOING THAT. If you use
a bucket with uppercase lettersin its name it is very possible that Akeeba Backup will
not be ableto upload anything to it. More specifically, it seemsthat if your web server is
located in Europe, you will be unableto use abucket with uppercaselettersinitsname. If
your server isinthe US, you will most likely be able to use such abucket. Y our mileage
may vary. The same appliesif your bucket name contains dots and you try using the Use
SSL option, for reasons that have to do with Amazon S3's setup.

Please note that this is a limitation imposed by Amazon itself. It is not something we
can "fix" in Akeeba Backup. If thisis the case with your site, please DO NOT ask for
support; simply create a new bucket whose name only consists of lowercase unaccented
Latin characters (a-z), numbers (0-9) and dashes.

Please select which S3 Region you have created your bucket in. ThisisMANDATORY for using
the newer, more secure, v4 signature method. You can see the region of your bucket in your
Amazon S3 management console. Right click on a bucket and click on Properties. A new pane
opens to the left. The second row is labelled Region. This is where your bucket was created in.
Go back to Akeeba Backup and select the corresponding option from the drop-down.

Im portant

If you choose the wrong region the connection WILL fail.
Please note that there are some reserved regions which have not been launched by Amazon at the
timewewrote thisengine. They areincluded for forward compatibility should and when Amazon

launches those regions.

This option determines the authentication API which will be used to "log in" the backup engine
to your Amazon S3 bucket. Y ou have two options;
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Bucket Access

Directory

Disable multipart
uploads

Storage class

* v4 (preferred for Amazon S3). If you are using Amazon S3 (not a compatible third party
storage service) and you are not sure, you need to choose this option. Moreover, you MUST
specify the Amazon S3 Region in the option above. This option implements the newer AWS4
(v4) authentication API. Buckets created in Amazon S3 regions brought online after January
2014 (e.g. Frankfurt) will only accept this option. Older buckets will work with either option.

| mportant

v4 signatures are only compatible with Amazon S3 proper. If you are using a custom
Endpoint this option will NOT work.

» v2 (legacy mode, third party storage providers). If you are using an S3-compatible third
party storage service (NOT Amazon S3) you MUST use this option. We do not recommend
using this option with Amazon S3 as this authentication method is going to be phased out by
Amazon itself in the future.

This option determines how the API will access the Bucket. If unsure, use the Vi rt ual
Host i ng setting.

The two available settings are:

 Virtual Hosting (recommended). Thisisthe recommended and supported method for Amazon
S3. Buckets created after May 2019 will only support this method. Amazon has communicated
that this method is the only available in Amazon S3's API starting September 2020.

» Path Access (legacy). Thisisthe older, no longer supported method. Y ou should only need to
use it with a custom endpoint and ONLY if your storage provider has told you that you need
to enableit.

The directory inside your Amazon S3 bucket where your files will be stored in. If you want
to use subdirectories, you have to use a forward slash, e.g. di r ect or y/ subdi rect ory/
subsubdi rectory.

Tip

You can use backup naming variables in the directory name in order to create it
dynamically. These are the same variables as what you can use in the archive name, i.e.
[DATE], [TIME], [HOST], [RANDOM].

Since Akeeba Backup 3.2, uploads to Amazon S3 of parts over 5Mb use Amazon's new multi-
part upload feature. This allows Akeeba Backup to upload the backup archive in 5SMb chunks and
then ask Amazon S3 to glue them together in one big file. However, some hosts time out while
uploading archives using this method. In that case it's preferable to use a relatively small Part
Size for Split Archive setting (around 10-20Mb, your mileage may vary) and upload the entire
archive part in one go. Enabling this option ensures that, no matter how big or small your Part
Sizefor Split Archives setting is, the upload of the backup archive happensin onego. You MUST
useit if you get RequestTimeout warnings while Akeeba Backup is trying to upload the backup
archives to Amazon S3.

Select the storage class for your data. Standard is the regular storage for business critical data.
Please consult the Amazon S3 documentation for the description of each storage class.
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Note

Glacier and Deep Archive storage classes are much cheaper but have long delays (severa
seconds to several hours) in retrieving or deleting your files. Using these storage classes
isnot compatible with the Enable Remote Quotas configuration option and the Manage
Remotely Stored Files feature in the Manage Backups page. This is a limitation of
Amazon S3, not Akeeba Backup.

We strongly recommend not using these storage classes directly in Akeeba Backup.
Instead, use one or more Lifecycle Palicies in your Amazon S3 bucket. These can be
configured in your Amazon S3 control panel and tell Amazon when to migrate your
files between different storage classes. For example, you could use Intelligent Tieringin
Akeeba Backup together with the Maximum Backup Age quotas and Remote Quotas to
only keep the last 45 days of backup archives and the backups taken on the 1st of each
month. Y ou could then also add two lifecycle policies to migrate backup archives older
than 60 days to Glacier and archives older than 180 days to Deep Archive. This way
you would have enough backupsto roll back your site in case of an emergency but also
historical backups for safekeeping or legal / regulatory reasons. Fedl free to adjust the
time limits to best suit your business use case!

Custom endpoint  Enter the custom endpoint (connection URL) of athird party service which supports an Amazon
S3 compatible API. Please remember to set the Signature method to v2 when using this option.

Regarding the naming of buckets and directories, you have to be aware of the Amazon S3 rules:
* Folder names can not contain backward slashes (\). They are invalid characters.

» Bucket names can only contain lowercase letters, numbers, periods (.) and dashes (-). Accented characters,
international characters, underscores and other punctuation marks areillegal characters.

| mportant

Even if you created a bucket using uppercase letters, you must type its name with lower case letters.
Amazon S3 automatically converts the bucket name to all-lowercase. Also note that, as stated above, you
may NOT be able to use at all under some circumstances. Generally, your should avoid using uppercase
letters.

» Bucket names must start with a number or aletter.

» Bucket names must be 3 to 63 characters long.

» Bucket names can't bein an IP format, e.g. 192.168.1.2
* Bucket names can't end with adash.

» Bucket names can't have an adjacent dot and dash. For example, bothny. - bucket andny- . bucket areinvalid.
It's best to avoid dots at al asthey are incompatible with the Use SSL option.

If any - or al - of those rules are broken, you'll end up with error messages that Akeeba Backup couldn't connect to
S3, that the calculated signature is wrong or that the bucket does not exist. Thisis normal and expected behaviour, as
Amazon S3 drops the connection when it encounters invalid bucket or directory names.

Automatic provisioning of Access and Secret Key on EC2 instances with an attached IAM Role

Starting with version 6.2.0, Akeeba Backup can automatically provision temporary credentials (Access and Secret
Key) if you leave these fields blank. Thisfeatureis meant for advanced users who automatically deploy multiple sites
to Amazon EC2. This feature has four requirements:
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e Using Amazon S3, not a custom endpoint. Only Amazon S3 proper works with the temporary credentials issued
by the EC2 instance.

 Using the v4 signature method. The old signature method (v2) does not work with temporary credentials issued by
the EC2 instance. This is because Amazon requires that the requests authenticated with these credentials to also
include the Security Token returned by the EC2 instance, something which is only possible with the v4 signature
method.

 Running Akeeba Backup on asitewhichishosted on an Amazon EC2 instance. It should be self understood that you
can't use temporary credentials issued by the EC2 instance unless you use one. Therefore, don't expect this feature
to work with regular hosting; it requires that your site runs on an Amazon EC2 server.

« Attaching an IAM Role to the Amazon EC2 instance. The IAM Role must allow access to the S3 bucket you have
specified in Akeeba Backup's configuration.

When Akeeba Backup detects that both the Access and Secret Key fields are left blank (empty) it will try to query the
EC2 instance's metadata server for an attached IAM Role. If aRoleis attached it will make a second query to the EC2
instance's metadata server to retrieve its temporary credentials. It will then proceed to use them for accessing S3.

The temporary credentials are cached by Akeeba Backup for the duration of the backup process. If they are about to
expire or expire during the backup process new credentials will be fetched from the EC2 instance's metadata server
using the same process.

Creating and attaching IAM Rolesto EC2 instancesisbeyond the scope of our documentation and our support services.
Please refer to Amazon's documentation.

3.3.5.4. Upload to BackBlaze B2
This provides integration with the low cost, high resiliency BackBlaze B2 storage service.

Before you configure Akeeba Backup you need to obtain an application key from the BackBlaze B2 service. Start by
logging into your account [https://secure.backblaze.com/b2_buckets.htm]. From the side bar select App Keys. Click
the Add aNew Application Key button. Remember to select the bucket where your backups will be saved to in Allow
access to Bucket(s) and set the Type of Accessto Read and Wit e. Click on Create New Key.

You will be presented with a message showing your key| D, keyNane, S3 Endpoi nt and appl i cati onKey.
Write thisinformation down. Y ou will not seeit again!

Note

The BackBlaze B2 feature does NOT use the Amazon S3 endpoint. It uses the official BackBlaze B2 API.
If you find that the API is slow or unreliable on your host you can use your B2 storage bucket with Akeeba
Backup's Upload to Amazon S3 feature. The custom endpoint you need to useisthe S3 Endpoint given to you
by BackBlaze. Use the keyID as your Access Key and the applicationKey as your Secret Key. The Bucket
Name you need is the same one you are using on BackBlaze. Do remember to set the signature method to
v2 instead of v4.
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Upload to BackBlaze B2

Upload to BackBlaze B2

Uploads the backup archive to BackBlaze.

Process each part immediately Yes No

Delete archive after processing Yes

Application Key ID

Application Key

Bucket

Directory

Disable multipart uploads

Chunk size

The parameters for this engine are;

Process each part
immediately

Delete archive
after processing

Application Key
ID

Application Key

Bucket

Directory

Disable multipart
uploads

If you enable this, each backup part will be uploaded as soon as it's ready. Thisis useful if you
arelow on disk space (disk quota) when used in conjunction with Delete archive after processing.
When using this feature we suggest having 10Mb plus the size of your part for split archives free
inyour account. The drawback with enabling thisoptionisthat if the upload fails, the backup fails.
If you don't enabl e this option, the upload process will take place after the backup is complete and
finalized. This ensures that if the upload process fails a valid backup will still be stored on your
server. The drawback isthat it requires more available disk space.

If enabled, the archive files will be removed from your server after they are uploaded to Amazon
S3.

Thekeyl Dyou got when creating the application key per the instructions above

Theappl i cat i onKey you got when creating the application key per the instructions above

The name of your B2 bucket. Case matters! The bucket names foo, FOO and Foo refer to three
different buckets.

A directory (technically: name prefix) of the backup archives in your bucket,

By default, Akeeba Backup uploads each backup archive to B2 in small "chunks'. B2 will then
stitch together these chunks to create one, big backup archive. Each chunk transfer takes a small
amount of time, preventing timeouts. The downsideisthat some hosts have weird outbound proxy
setupsin front of their servers, getting in the way of multipart uploads. In these cases you will see
near instant chunk transfers but nothing being uploaded to BackBlaze B2. If this happens you will
need to disable multipart uploads by selecting this box and use a fairly small part size for split
archives to prevent timeouts while the upload isin progress.
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Chunk size The size of each chunk during a multipart upload as explained above.

3.3.5.5. Upload to Box.com

Note

Thisfeature is available only to Akeeba Backup Professional. Using it requires entering your Download 1D
in the software and having an active subscription on our site which gives you access to one of our backup
software.

This uses the official Box.com API to upload archivesto this storage service.

Dueto the absence of amultipart upload featurein Box' APl westrongly recommend using asmall Part Sizefor Archive
Splitting, typically in the 10-50M B range, to prevent atimeout of your backups while they are uploading to Box.

Important security and privacy information

The Box.com uses the OAuth 2 authentication method. This requires a fixed endpoint (URL) for each application
which usesit, such as Akeeba Backup. Since Akeeba Backup isinstalled on your siteit has a different endpoint URL
for each installation, meaning you could not normally use Box's API to upload files. We have solved it by creating
a small script which lives on our own server and acts as an intermediary between your site and Box. When you are
linking Akeeba Backup to Box you are going through the script on our site. Moreover, whenever the request token (a
time-limited key given by Box to your Akeeba Backup installation to access the service) expires your Akeeba Backup
installation has to exchange it with a new token. This process also takes place through the script on our site. Please
note that even though you are going through our site we DO NOT store this information and we DO NOT have access
to your Box account.

WE DO NOT STORE THE ACCESS CREDENTIALS TO YOUR BOX ACCOUNT. WE DO NOT HAVE
ACCESSTO YOUR BOX ACCOUNT. SINCE CONNECTIONSTO OUR SITE ARE PROTECTED BY STRONG
ENCRYPTION (HTTPS) NOBODY ELSE CAN SEE THE INFORMATION EXCHANGED BETWEEN YOUR
SITE AND OUR SITE AND BETWEEN OUR SITE AND BOX. HOWEVER, AT THE FINAL STEP OF THE
AUTHENTICATION PROCESS, YOUR BROWSER IS SENDING THE ACCESS TOKENS TO YOUR SITE.
SOMEONE CAN STEAL THEM IN TRANSIT IF AND ONLY IF YOU ARE NOT USING HTTPS ON YOUR
SITEESADMINISTRATOR.

For this reason we DO NOT accept any responsibility whatsoever for any use, abuse or misuse of your connection
information to Box. If you do not accept this condition you are FORBIDDEN from using the intermediary script on
our site which, simply put, means that you cannot use the Box integration.

Moreover, the above means that there are additional requirements for using Box integration on your Akeeba Backup
installation:

* You need the PHP cURL extension to be loaded and enabled on your server. Most servers do that by default. If your
server doesn't have it enabled the upload will fail and warn you that cURL is not enabled.

» Your server'sfirewall must allow outbound HT TPS connections to www.akeebabackup.com and www.akeeba.com
over port 443 (standard HTTPS port) to get new tokens every time the current access token expires.

e Your server's firewall must allow outbound HTTPS connections to Box' domains over port 443 to allow the
integration to work. These domain names are, unfortunately, not predefined.
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Upload to Box

Upload to Box.com

Uploads the backup archive to Box.com. Please read the documentation.

Process each part immediately Yes

No
Delete archive after processing Yes

Directory

Access Token

Refresh Token

Authentication - Start here

| I

It has the following options:

Process each part
immediately

Delete archive
after processing

Authentication -
Start here
Directory
Access Token

and Refresh
Token

If you enable this, each backup part will be uploaded as soon as it's ready. Thisis useful if you
arelow on disk space (disk quota) when used in conjunction with Delete archive after processing.
When using this feature we suggest having 10Mb plus the size of your part for split archives free
inyour account. The drawback with enabling thisoptionisthat if the upload fails, the backup fails.
If you don't enabl e this option, the upload process will take place after the backup is complete and
finalized. This ensures that if the upload process fails a valid backup will still be stored on your
server. The drawback isthat it requires more available disk space.

If enabled, the archive files will be removed from your server after they are uploaded to Amazon
S3.

Click this button to login to Box.com and authorize file transfers to and from it. Follow the
instructions on screen. At the end of the process the Access and Refresh Token fields will be
filled in for you.

The directory where you want your archive to be stored.
These are populated through the Authentication - Step 1 button above. Please do NOT copy these

to other sites or other backup profiles. If the access and refresh tokens get out of sync your backup
archive uploads will fail.

3.3.5.6. Upload to CloudMe

Note

Thisfeature is available only to Akeeba Backup Professional.

Using this engine, you can upload your backup archives to the European cloud storage service CloudMe.
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Upload to CloudMe

Upload to CloudMe

Uploads the backup archive to CloudMe.
Remember to set a split archive size of 2-30Mb or you risk backup failure due to timeouts!

Process each part immediately Yes \[e}

Delete archive after processing Yes

Username
Password

Directory /

The required settings for this engine are:

Processeach part  If you enable this, each backup part will be uploaded as soon asit's ready. Thisis useful if you

immediately arelow on disk space (disk quota) when used in conjunction with Delete archive after processing.
When using this feature we suggest having 10Mb plus the size of your part for split archivesfree
inyour account. The drawback with enabling thisoptionisthat if the upload fails, the backup fails.
If you don't enabl e this option, the upload process will take place after the backup is complete and
finalized. This ensures that if the upload process fails a valid backup will still be stored on your
server. The drawback isthat it requires more available disk space.

Delete archive If enabled, the archivefileswill be removed from your server after they are uploaded to CloudMe.
after processing

Username Y our CloudMe username
Password Y our CloudMe password
Directory The directory inside your CloudMe Blue Folder™ where your fileswill be stored in. If you want

to use subdirectories, you have to use a forward slash, e.g. di rect ory/ subdi rect ory/
subsubdi rectory.

You can use backup naming variables in the directory name in order to create it dynamically.
These are the same variables as what you can use in the archive name, i.e. [DATE], [TIME],
[HOST], [RANDOM].

3.3.5.7. Upload to DreamObjects

Note

Thisfeature is available only to Akeeba Backup Professional.

Using this engine, you can upload your backup archives to the DreamObjects cloud storage service by DreamHost.
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Upload to DreamObjects

Upload to DreamObjects

Uploads the backup archive to DreamObjects.
Remember to set a split archive size of 2-30Mb or you risk backup failure due to timeouts!

Process each part immediately Yes No
Delete archive after processing Yes
Access Key

Secret Key

Use SSL Yes
Bucket

Lowercase bucket name Yes

Directory

The required settings for this engine are:

Process each part
immediately

Delete archive
after processing

Access Key
Secret Key
Use SSL

Bucket

If you enable this, each backup part will be uploaded as soon asit's ready. Thisis useful if you
arelow on disk space (disk quota) when used in conjunction with Delete archive after processing.
When using this feature we suggest having 10Mb plus the size of your part for split archivesfree
inyour account. The drawback with enabling thisoptionisthat if the upload fails, the backup fails.
If you don't enabl e this option, the upload process will take place after the backup is complete and
finalized. This ensures that if the upload process fails a valid backup will still be stored on your
server. The drawback isthat it requires more available disk space.

If enabled, the archive files will be removed from your server after they are uploaded to
DreamObjects.

Y our DreamObjects Access Key
Y our DreamObjects Secret Key

If enabled, an encrypted connection will be used to upload your archives to DreamObjects. In
this case the upload will take dlightly longer, as encryption - what SSL does - is more resource
intensive than uploading unencrypted files. Y ou may haveto lower your part size.

Warning
Do not enable this option if your bucket name contains dots.

The name of your DreamObjects bucket where your files will be stored in. The bucket must be
aready created; Akeeba Backup can not create buckets.

DO NOT CREATE BUCKETSWITH NAMES CONTAINING UPPERCASE LETTERS
OR DOTS. If you use a bucket with uppercase lettersin its name it is very possible that Akeeba
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Lowercase
bucket name

Directory

Backup will not be able to upload anything to it for reasons that have to do with the S3 API
implemented by DreamObjects. It is not something we can "fix" in Akeeba Backup. Moreover,
if you use a dot in your bucket name you will not be able to enable the "Use SSL" option since
DreamObject's SSL certificate will be invalid for this bucket, making it impossible to upload
backup archives. If this is the case with your site, please don't ask for support; smply create a
new bucket whose name only consists of lowercase unaccented latin characters (a-z), numbers
(0-9) and dashes.

When enabled Akeeba Backup will automatically convert the bucket name to al lowercase
|etters. This addresses a common problem where you've created a bucket named mysite but try
to enter it as MySite in Akeeba Backup. This discrepancy causes the backup to fail to upload
to DreamObjects. If, however, you have created a bucket with any number of uppercase letters
please disable this option and make sure that the bucket name you have entered matches exactly
the name of the bucket in DreamObjects, including lowercase and uppercase | etters.

The directory inside your DreamObjects bucket where your files will be stored in. If you want
to use subdirectories, you have to use a forward slash, e.g. di r ect ory/ subdi rect ory/
subsubdi rectory.

You can use backup naming variables in the directory name in order to create it dynamically.
These are the same variables as what you can use in the archive name, i.e. [DATE], [TIME],
[HOST], [RANDOM].

Regarding the naming of buckets and directories, you have to be aware of the S3 API rules used by DreamObjects:

 Folder names can not contain backward slashes (). They are invalid characters.

» Bucket names can only contain lowercase letters, numbers, periods (.) and dashes (-). Accented characters,
international characters, underscores and other punctuation marks areillegal characters.

| mportant

Evenif you created a bucket using uppercase |etters, you must typeitsnamewith lower case letters. The
S3 APl implemented by DreamObjects automatically converts the bucket nameto all-lowercase. Also note
that, as stated above, you may NOT be ableto use at all under some circumstances. Generally, your should
avoid using uppercase letters.

» Bucket names must start with a number or aletter.

» Bucket names must be 3 to 63 characters long.

» Bucket names can't bein an IP format, e.g. 192.168.1.2

* Bucket names can't end with a dash.

 Bucket namescan't have an adjacent dot and dash. For example, bothny. - bucket andny- . bucket areinvalid.
Itispreferableto NOT use adot asit will cause issues.

If any - or al - of those rules are broken, you'll end up with error messages that Akeeba Backup couldn't connect to
DreamObjects, that the calculated signature is wrong or that the bucket does not exist. Thisis normal and expected
behaviour, asthe S3 API of DreamObjects drops the connection when it encountersinvalid bucket or directory names.

3.3.5.8. Upload to Dropbox (v2 API)

Using this engine, you can upload your backup archives to the low-cost Dropbox cloud storage service (http:/
www.dropbox.com). Thisisan ideal option for small websiteswith alow budget, as this service offers 2GB of storage
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space for free, al the while retaining all the pros of storing your files on the cloud. Even if your host's data center is
annihilated by anatural disaster and your local PC and storage media are wiped out by an unlikely event, you will still
have a copy of your site readily accessible and easy to restore.

Important security and privacy information

Dropbox uses the OAuth 2 authentication method. This requires a fixed endpoint (URL) for each application which
uses it, such as Akeeba Backup. Since Akeeba Backup isinstalled on your site it has a different endpoint URL for
each installation, meaning you could not normally use Dropbox's API to upload files. We have solved it by creating
asmall script which lives on our own server and acts as an intermediary between your site and Dropbox. When you
are linking Akeeba Backup to Dropbox you are going through the script on our site. Moreover, whenever the request
token (atime-limited key given by Dropbox to your Akeeba Backup installation to access the service) expires your
Akeeba Backup installation has to exchange it with a new token. This process also takes place through the script on
our site. Please note that even though you are going through our site we DO NOT store this information and we DO
NOT have access to your Dropbox account.

WE DO NOT STORE THE ACCESS CREDENTIALS TO YOUR DROPBOX ACCOUNT. WE DO NOT HAVE
ACCESS TO YOUR DROPBOX ACCOUNT. SINCE CONNECTIONS TO OUR SITE ARE PROTECTED BY
STRONG ENCRYPTION (HTTPS) NOBODY ELSE CAN SEE THE INFORMATION EXCHANGED BETWEEN
YOUR SITEAND OUR SITEAND BETWEEN OUR SITE AND DROPBOX. HOWEVER, AT THE FINAL STEP
OF THE AUTHENTICATION PROCESS, YOUR BROWSER IS SENDING THE ACCESS TOKENS TO YOUR
SITE. SOMEONE CAN STEAL THEM IN TRANSIT IF AND ONLY IF YOU ARE NOT USING HTTPS ON
YOUR SITESADMINISTRATOR.

For this reason we DO NOT accept any responsibility whatsoever for any use, abuse or misuse of your connection
information to Dropbox. If you do not accept this condition you are FORBIDDEN from using the intermediary script
on our site which, simply put, means that you cannot use the Dropbox integration.

Moreover, the above means that there are additional requirements for using Dropbox integration on your Akeeba
Backup installation:

* You need the PHP cURL extension to be loaded and enabled on your server. Most servers do that by default. If your
server doesn't have it enabled the upload will fail and warn you that cURL is not enabled.

e Your server's firewal must alow outbound HTTPS connections to www.akeeba.com over port 443 (standard
HTTPS port) to get new tokens every time the current access token expires.

e Your server's firewall must allow outbound HTTPS connections to Dropbox's domains over port 443 to allow
the integration to work. These domain names are api.dropboxapi.com and content.dropboxapi.com per Dropbox'
documentation.
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Upload to Dropbox (v2 API)

Upload to Dropbox (v2 API)

Uploads the backup archive to Dropbox using the Dropbox V2 API. This API is faster and lets you easily connect your Dropbox account to multiple

sites.

Process each part immediately Yes No

Delete archive after processing Yes N

Enable chunk upload

Chunk size

Dropbox for Business

Directory

Access Token

Refresh Token

H .
(o] (o]

Yes

Authentication - Start here

N
I |

Yes No

The required settings for this engine are:

Process each part
immediately

Delete archive
after processing

Enabled chunked
upload

If you enable this, each backup part will be uploaded as soon asit's ready. Thisis useful if you
arelow on disk space (disk quota) when used in conjunction with Delete archive after processing.
When using this feature we suggest having 10Mb plus the size of your part for split archives free
inyour account. The drawback with enabling thisoptionisthat if the upload fails, the backup fails.
If you don't enabl e this option, the upload process will take place after the backup is complete and
finalized. This ensures that if the upload process fails a valid backup will still be stored on your
server. The drawback isthat it requires more available disk space.

If enabled, the archivefileswill be removed from your server after they are uploaded to Dropbox.

The application will always try to upload your backup archives / backup archive parts in small
chunks and then ask Dropbox to assemble them back into one file. This allows you to transfer
larger archives morereliably.

When you enablethis option every step of the chunked upload processwill take placein aseparate
pageload, reducing therisk of timeoutsif you aretransferring large archive part files (over 10Mb).
When you disable this option the entire upload process has to take place in a single page load.

Warning

When you select Process each part immediately this option has no effect! In this case
the entire upload operation for each part will be attempted in a single page load. For
this reason we recommend that you use a Part Size for Split Archives of 5Mb or less
to avoid timeouts.
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Chunk size

Authorisation

Dropbox for
Business

Directory

Access Token

Refresh Token

This option determines the size of the chunk which will be used by the chunked upload option
above. Y ou are recommended to use arelatively small value around 5 to 20 Mb to prevent backup
timeouts. The exact maximum value you can use depends on the speed of your server and its
connection speed to the Dropbox server. Try starting high and lower it if the backup fails during
transfer to Dropbox.

Before you can use the application with Dropbox you have to "link" your Dropbox account with
your Akeeba Backup installation. This allows the application to access your Dropbox account
without you storing the username (email) and password to the application. The authentication is
a simple process. First click on the Authentication - Start here button. A popup window opens,
allowing you to log in to your Dropbox account. Once you log in successfully, click the blue
button to transfer the access token back to your Akeeba Backup installation.

Y ou need to do this on every backup profile you want to link to Dropbox, even on the same site.

Check if you are a member of ateam using Dropbox for Business and want to use your team's
folder to store backups. Remember to prefix the Directory below with the name of your team
folder. For example, if Dropbox' web interface shows an “Acme Corp Team Folder” in the Files
page and you want to put your backupsin afolder called “Backups’ inside it you should use the
Directory name Acne Cor p Team Fol der/ Backups, not just Backups.

The directory inside your Dropbox account where your files will be stored in. If you want to
use subdirectories, you have to use a forward slash, e.g. / di rect ory/ subdi rect ory/
subsubdi rectory.

This is the short-lived access token to Dropbox. Normally, it is automatically fetched from
Dropbox when you click on the Authentication - Step 1 button above. If for any reason thismethod
does not work for you you can copy the Token from the popup window.

Itisvery important that you DO NOT copy the Access Token to other backup profiles on the same
or adifferent site. It will not work. Instead, please use the Authentication - Start here button on
each profile and site you want to connect to Dropbox.

Thisisthelong-lived refresh token to Dropbox. It is used to refresh the access token every timeit
expires. Normally, it isautomatically fetched from Dropbox when you click on the Authentication
- Start here button above. If for any reason this method does not work for you you can copy the
Token from the popup window.

It is very important that you DO NOT copy the Refresh Token to other backup profiles on the
same or adifferent site. It will not work and will only cause the Dropbox connection to belost on
your site. Instead, please use the Authentication - Start here button on each profile and site you
want to connect to Dropbox.

3.3.5.9. Upload to Google Drive

Note

Thisfeature is available only to Akeeba Backup Professional. Using it requires entering your Download 1D
in the software and having an active subscription on our site which gives you access to one of our backup

software.

Using this engine you can upload your backup archives to Google Drive.

Important security and privacy information

Google Drive uses the OAuth 2 authentication method. This requires a fixed endpoint (URL) for each application
which usesit, such as Akeeba Backup. Since Akeeba Backup isinstalled on your siteit has a different endpoint URL
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for each installation, meaning you could not normally use Google Drive's API to upload files. We have solved it
by creating a small script which lives on our own server and acts as an intermediary between your site and Google
Drive. When you are linking Akeeba Backup to Google Drive you are going through the script on our site. Moreover,
whenever the request token (a time-limited key given by Google Drive to your Akeeba Backup installation to access
the service) expires your Akeeba Backup installation has to exchange it with a new token. This process also takes
place through the script on our site. Please note that even though you are going through our site we DO NOT storethis
information and we DO NOT have access to your Google Drive account.

WE DO NOT STORE THE ACCESS CREDENTIALS TO YOUR GOOGLE DRIVE ACCOUNT. WE DO
NOT HAVE ACCESS TO YOUR GOOGLE DRIVE ACCOUNT. SINCE CONNECTIONS TO OUR SITE
ARE PROTECTED BY STRONG ENCRYPTION (HTTPS) NOBODY ELSE CAN SEE THE INFORMATION
EXCHANGED BETWEEN YOUR SITE AND OUR SITE AND BETWEEN OUR SITE AND GOOGLE DRIVE.
HOWEVER, AT THE FINAL STEP OF THE AUTHENTICATION PROCESS, YOUR BROWSER IS SENDING
THE ACCESSTOKENSTO YOUR SITE. SOMEONE CAN STEAL THEM IN TRANSIT IFAND ONLY IFYOU
ARE NOT USING HTTPS ON YOUR SITESADMINISTRATOR.

For this reason we DO NOT accept any responsibility whatsoever for any use, abuse or misuse of your connection
information to Google Drive. If you do not accept this condition you are FORBIDDEN from using the intermediary
script on our site which, ssimply put, means that you cannot use the Google Drive integration.

Moreover, the above means that there are additional requirements for using Google Drive integration on your Akeeba
Backup installation:

* You need the PHP cURL extension to be loaded and enabled on your server. Most servers do that by default. If your
server doesn't have it enabled the upload will fail and warn you that cURL is not enabled.

» Your server'sfirewall must allow outbound HTTPS connections to www.akeebabackup.com and www.akeeba.com
over port 443 (standard HTTPS port) to get new tokens every time the current access token expires.

e Your server's firewall must allow outbound HTTPS connections to Google Drive's domains over port 443 to
alow the integration to work. These domain names are, unfortunately, not predefined. Most likely your server
administrator will have to allow outbound HTTPS connections to any domain name matching *.googleapis.com to
alow thisintegration to work. Thisis arestriction of how the Google Drive service is designed, not something we
can modify (obviously, we're not Google).

103



Using the Akeeba Backup component

Settings

Upload to Google Drive

Upload to Google Drive

Uploads the backup archive to Google Drive. Please read the documentation.

Process each part immediately Yes

No
Delete archive after processing Yes

Chunk size

Drive

Directory

Access Token

Refresh Token

Authentication - Start here

COM_AKEEBA_CONFIG_GOOGLEDRIVE_TEAMDRIVE_OPT_PERSONAL v

The settings for this engine are:

Process each part
immediately

Delete archive
after processing

Enabled chunked
upload

If you enable this, each backup part will be uploaded as soon asit's ready. This is useful if you
arelow on disk space (disk quota) when used in conjunction with Delete archive after processing.
When using this feature we suggest having 10Mb plus the size of your part for split archivesfree
inyour account. The drawback with enabling thisoptionisthat if the upload fails, the backup fails.
If you don't enabl e this option, the upload process will take place after the backup is complete and
finalized. This ensures that if the upload process fails a valid backup will still be stored on your
server. The drawback isthat it requires more available disk space.

If enabled, the archive files will be removed from your server after they are uploaded to Google
Drive

The application will always try to upload your backup archives / backup archive parts in small
chunks and then ask Google Drive to assemble them back into onefile. Thisallowsyou to transfer
larger archives morereliably.

When you enabl e this option every step of the chunked upload processwill take placein aseparate
page load, reducing therisk of timeoutsif you are transferring large archive part files (over 5SMb).
When you disable this option the entire upload process has to take place in a single page load.

Warning

When you select Process each part immediately this option has no effect! In this case
the entire upload operation for each part will be attempted in a single page load. For
this reason we recommend that you use a Part Size for Split Archives of 5Mb or less
to avoid timeouts.
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Chunk size

Authentication —
Start here

Drive

Directory

This option determines the size of the chunk which will be used by the chunked upload option
above. Y ou are recommended to use arelatively small value around 5 to 20 Mb to prevent backup
timeouts. The exact maximum value you can use depends on the speed of your server and its
connection speed to the Google Drive server. Try starting high and lower it if the backup fails
during transfer to Google Drive.

If this is the FIRST site you connect to Akeeba Backup click on this button and follow the
instructions.

OnEVERY SUBSEQUENT SITE do NOT click on thisbutton! Instead copy the Refresh Token
from the first site into this new site's Refresh Token edit box further bel ow the page.

Warning

Google imposes a limitation of 20 authorizations for a single application —like Akeeba
Backup— with Google Drive. Simply put, every time you click on the Authentication
— Step 1 button a new Refresh Token is generated. The 21st time you generate a new
Refresh Token the one you had created the very first time becomes automatically invalid
without warning. This is how Google Drive is designed to operate. For this reason we
strongly recommend AGAINST using this button on subsequent sites. Instead, copy the
Refresh Token.

If your account has access to Google team drives you can select which of these drives you want
to connect to. However, this processis a bit more complicated than it sounds.

First, you need to use the Authentication - Step 1 button to connect to Google Drive. Second, you
need to click the Save button in the toolbar to apply the Google Drive connection information.
Third, you can select your drive using the dropdown. Thisisthe only method for selecting adrive
which is guaranteed to work.

Please remember that the list of drivesis returned by Googl€'s servers. If you do not see adrive
there your problem has to do with permissions and setup at the Google Drive side of things. In
this case please be advised that we are not allowed to help you; Google forbids us from providing
help about its products through our site. Y ou will have to peruse their community support forums
to seek assistance about setting up your team drives to be visible by your Google Drive account.

The directory inside your Google Drive where your files will be stored in. If you want to
use subdirectories, you have to use a forward dash, eg. di rect ory/ subdi rect ory/
subsubdi rectory.

Tip

You can use backup naming variables in the directory name in order to create it
dynamically. These are the same variables as what you can use in the archive name, i.e.
[DATE], [TIME], [HOST], [RANDOM].

Warning

Object (file and folder) naming in Google Drive is ambiguous by design. This means
that two or more files / folders with the same name can exist inside the same folder at
the same time. In other words, afolder called My Files may contain ten different files
al called "File 1"! Obviously thisis problematic when you want to store backups which
need to be uniquely named (otherwise you'd have no idea which backup is the one you
want to use!). We work around this issue using the following conventions:
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« If there are multiple folders by the same name we choose the first one returned by the
Google Drive API. There are no guaranteeswhich oneit will be! Pleasedo NOT store
backup archives in folders with ambiguous names or the remote file operations
(quotamanagement, download to server, download to browser, del ete) will most likely
fail.

« If afolder in the path you specified does not exist we create it

« If afile by the same name exists in the folder you specified we delete it before
uploading the new one.

Access Token This is the temporary Access Token generated by Google Drive. It has a lifetime of one hour
(3600 seconds). After that Akeeba Backup will use the Refresh Token automatically to generate
anew Access Token. Please do not touch that field and do NOT copy it to other sites.

Refresh Token Thisisessentially what connects your Akeeba Backup installation with your Google Drive. When
you want to connect more sites to Google Drive please copy the Refresh Token from another site
linked to the same Google Drive account to your site's Refresh Token field.

Warning

Since all of your sites are using the same Refresh Token to connect to Google Drive you
must NOT run backups on multiple sites simultaneously. That would cause all backups
to fail since one active instance of Akeeba Backup would be invalidating the Access
Token generated by the other active instance of Akeeba Backup also trying to upload to
Google Drive. Thisisan architectural limitation of Google Drive.

3.3.5.10. Upload to Google Storage (JSON API)

Using this engine, you can upload your backup archives to the Google Storage cloud storage service using the official
Google Cloud JSON API. Thisisthe preferred method for using Google Storage.

Foreword and requirements

Setting up Google Storage is admittedly complicated. We did ask Google for permission to use the much simpler
end-user OAuth2 authentication, a method which is more suitable for people who are not backend developers or IT
managers. Unfortunately, their response on July 14th, 2017 was that we were not allowed to. They said in no uncertain
terms that we MUST have our clients use Google Cloud Service Accounts. Unfortunately this comes with increased
server regquirements and more complicated setup instructions.

First the requirements. Google Storage support requires the openss_sign() function to be available on your server and
support the "sha256WithRSAEncryption” method (it must be compiled against the OpenSSL library version 0.9.8l or
later). If you are not sure please ask your host. Please note that the versions of the software required for Google Storage
integration have been around since early 2012 so they shouldn't be a problem for any decently up-to-date host.

Moreover, we are only allowed to give you the following quick start instructions as an indicative way to set up Google
Storage. If you need support for creating a service account or granting Akeeba Backup the appropriate permissionsvia
the IAM Policies, Google requested that we direct you to their Google Cloud Support page [https:.//cloud.google.com/
support/]. We are afraid this means that we will not be able to provide you with support about any issues concerning
the Google Cloud side of the setup at the request of Google.

We apologize for any inconvenience. We have no option but to abide by Googl€'s terms. It's their service, their API
and their rules.
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Performance and stability

According to our extensive tests in different server environments, the performance and stability of Google Storage
is not a given. We've seen upload operations randomly failing with a Google-side server error or timing out when
the immediately prior upload of a same sized file chunk worked just fine. We've seen file deletions taking anywhere
from 0.5 to 13 seconds per file, for the samefile, storage class and bucket with the command issued always from the
same server. Please note that you might experience random upload failures. Moreover, you might experience random
failures applying remote storage quotas if deleting the obsolete files takes too long to be practical. These issues are
on Google Storage's side and cannot be worked around in any way using code in the context of a backup application
that's bound by PHP and web server time limits.

We recommend using a remote storage service with good, consistent performance such as Amazon S3 or BackBlaze
B2.

Initial Setup

Before you begin you will need to create a JSSON authorization file for Akeeba Backup. Please follow the instructions
below, step by step, to do this. Kindly note that you can reuse the same JSON authorization file on multiple sitesand /
or backup profiles.

1. Go to https://consol e.devel opers.google.com/permissions/serviceaccounts?pli=1

2. Select the API Project where your Google Storage bucket is already located in.

3. Click on Cresate Service Account

4. Set the Service Account Nameto Akeeba Backup Servi ce Account

5. Click on Role and select Storage, Storage Object Admin

6. Check the Furnish anew private key checkbox.

7. The Key Type section appears. Make sure JSON is selected.

8. Click on the CREATE link at the bottom right.

9. Your server prompts you to download a file. Save it as googl est or age. j son You will need to paste the

contents of thisfile in the Contents of googlestorage.json (read the documentation) field in the Configuration page
of Akeeba Backup.

I mportant

If youlosethegoogl est or age. j son fileyouwill haveto delete the Service Account and createit afresh.
If you had any sites aready set up with this googl est or age. j son you will need to reconfigure them
with the new file you created for the new Service Account. In short: don't lose that file, you will need it to
(re)connect your sites with Google Storage.
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Post-processing engine options

Upload to Google Storage (JSON API)

Upload to Google Storage (JSON API)

Uploads the backup archive to Google Storage using the modern JSON API. This is the recommended integration with Google Storage.
Remember to set a split archive size of 2-30Mb or you risk backup failure due to timeouts!

Process each part immediately Yes

Delete archive after processing Yes No

Enable chunk upload

Chunk size

Bucket

Directory

Storage Class

Yes No

z
o

None (let the bucket decide) v

Contents of googlestorage.json

(read the documentation)

The settings for thisengine are:

Process each part
immediately

Delete archive
after processing

Enabled chunk
upload

Chunk size

Bucket

If you enable this, each backup part will be uploaded as soon asit's ready. Thisis useful if you
arelow on disk space (disk quota) when used in conjunction with Delete archive after processing.
When using this feature we suggest having 10Mb plus the size of your part for split archives free
inyour account. The drawback with enabling thisoptionisthat if the upload fails, the backup fails.
If you don't enabl e this option, the upload process will take place after the backup is complete and
finalized. This ensures that if the upload process fails a valid backup will still be stored on your
server. The drawback isthat it requires more available disk space.

If enabled, the archive files will be removed from your server after they are uploaded to Google
Storage.

When enabled, Akeeba Backup will upload your backup archives in smaller chunks, the size of
which is specified in the Chunk Size option belo. This is the recommended methods for larger
(over 10Mb) archives and/or archive parts.

Select the maximum size of a file chunk Akeeba Backup will try to upload at once. It's
recommended to keep relatively low, e.g. 5to 20 Mb depending on the transfer speed between
your server and Googl€'s servers.

The name of your Google Storage bucket where your files will be stored in. The bucket must be
aready created; the application can not create buckets.

DO NOT CREATE BUCKETSWITH NAMES CONTAINING UPPERCASE LETTERS.
If you use a bucket with uppercase lettersin its name it is very possible that the application will
not be able to upload anything to it.

108



Using the Akeeba Backup component

Please note that thisis alimitation of the API. It is not something we can "fix" in the application.
If thisis the case with your site, please simply create a new bucket whose name only consists of
lowercase unaccented latin characters (a-z), numbers (0-9), dashes and dots.

Directory The directory inside your Google Storage bucket where your files will be stored in. If you want
to use subdirectories, you have to use a forward slash, e.g. di r ect ory/ subdi rect ory/
subsubdi rectory.

You can use backup naming variables in the directory name in order to create it dynamically.
These are the same variables as what you can use in the archive name, i.e. [DATE], [TIME],
[HOST], [RANDOM].

Storage class Change the storage class of the uploaded backup archives. “None” means that the files will be
stored with the default storage class specified in your bucket. Please note that options other than
Standard may be cheaper to store but they may incur additional fees if you download them or
delete them. Please consult Google for pricing information.

Contents of Open the JSON file you created in the Initial Setup stage outlined above. Copy al of its contents.
googlestorage.json Paste them in this field. Make sure you have included the curly braces, { and }, at the beginning
(read the and end of the file respectively. Don't worry about line breaks being "eaten up", they are NOT
documentation) important.

Regarding the naming of buckets and directories, you have to be aware of the Google Storage rules:
* Folder names can not contain backward slashes (\). They are invalid characters.

» Bucket names can only contain lowercase letters, numbers, periods (.) and dashes (-). Accented characters,
international characters, underscores and other punctuation marks areillegal characters.

* Bucket names must start with a number or aletter.

* Bucket names must be 3 to 63 characters long.

» Bucket names can't bein an IP format, e.g. 192.168.1.2

* Bucket names can't end with a dash.

 Bucket names can't have an adjacent dot and dash. For example, bothny. - bucket andny- . bucket areinvalid.

If any - or al - of those rules are broken, you'll end up with error messages that the application couldn't connect to
Google Storage, that the calculated signature is wrong or that the bucket does not exist. Thisis normal and expected
behaviour, as Google Storage drops the connection when it encountersinvalid bucket or directory names.

3.3.5.11. Upload to Google Storage (Legacy S3 API)
Note

Thisfeature is available only to Akeeba Backup Professional.

Thisis an old implementation which might stop working when Google drops support for the S3 API. We
recommend using the more modern JSON API integration described later in the documentation.

Using this engine, you can upload your backup archives to the Google Storage cloud storage service using the
interoperable APl (Google Storage simulates the API of Amazon S3)

Please note that Google Storage is NOT the same thing as Google Drive. These are two separate products. If you want
to upload filesto Google Drive please look at the documentation for Upload to Google Drive.
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Before you begin you have to go to the Google Developer's Console. After creating a storage bucket, in the left hand
menu, go to Storage, Cloud Storage, Settings. Then go to the tab/option Interoperability. There you can go and enable
interoperability and create the Access and Secret keys you need for Akeeba Backup.

Y ou should also know the limitations. Google Storage's interoperable API does not allow appending to files, so the
archive has to be transferred in a single step. PHP has a time limit restriction we can't overlook. The time required
to upload afile to Google Storage equals the size of the file divided by the available bandwidth. We want to time to
upload afile to be less than PHP's time limit restriction so as to avoid timing out. Since the available bandwidth is
finite and constant, the only thing we can reduce in order to avoid timeouts is the file size. To this end, you have to
produce split archives, by setting the part size for archive splitting in ZIP's or JPA's engine configuration pane. The
suggested values are between 10 and 20 MB.

Tip
If you use the native CRON mode (akeeba-backup.php), thereisusually no time limit - or thereisavery high
time limit in the area of 3 minutes or so. Ask your host about it. Setting up a profile for use only with the

native CRON mode allows you to increase the part size and reduce the number of parts a complete backup
consists of.

Upload to Google Storage (L egacy S3 API)

Upload to Google Storage (Legacy S3 API)

Uploads the backup archive to Google Storage using the legacy S3 API emulation. This is deprecated and will be removed in the future. Please use
the JSON API option instead.
Remember to set a split archive size of 2-30Mb or you risk backup failure due to timeouts!

Process each part immediately Yes No

Delete archive after processing Yes N

!

Access Key

Secret Key

Use SSL
Bucket

Lowercase bucket name Yes
Directory /

The required settings for this engine are:

Processeach part  If you enable this, each backup part will be uploaded as soon as it's ready. Thisis useful if you

immediately arelow on disk space (disk quota) when used in conjunction with Delete archive after processing.
When using this feature we suggest having 10Mb plus the size of your part for split archives free
inyour account. The drawback with enabling thisoptionisthat if the upload fails, the backup fails.
If you don't enabl e this option, the upload process will take place after the backup is complete and
finalized. This ensures that if the upload process fails a valid backup will still be stored on your
server. The drawback isthat it requires more available disk space.
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Delete archive
after processing
Access Key

Secret Key

Use SSL

Bucket

Lowercase
bucket name

Directory

If enabled, the archive files will be removed from your server after they are uploaded to Google
Storage.

Your Google Storage Access Key, available from the Google Cloud Storage key management
tool [https://code.google.com/apis/consol et:storage:legacy].

Y our Google Storage Secret Key, available from the Google Cloud Storage key management tool
[https://code.google.com/api s/consol et: storage:l egacy].

If enabled, an encrypted connection will be used to upload your archives to Google Storage. In
this case the upload will take longer, as encryption - what SSL does - is a resource intensive
operation. You may have to lower your part size. We strongly recommend enabling this option
for enhanced security.

Warning

Do not enable this option if your bucket name contains dots.

The name of your Google Storage bucket where your files will be stored in. The bucket must be
aready created; Akeeba Backup can not create buckets.

DO NOT CREATE BUCKETSWITH NAMES CONTAINING UPPERCASE LETTERS.
If you use a bucket with uppercase lettersinits name it is very possible that Akeeba Backup will
not be able to upload anything to it. Moreover you should not use dots in your bucket names as
they are incompatible with the Use SSL option due to an Amazon S3 API limitation.

Please notethat thisisalimitation of the API. It isnot something we can "fix" in AkeebaBackup. If
thisisthe case with your site, please DO NOT ask for support; simply create a new bucket whose
name only consists of lowercase unaccented latin characters (a-z), numbers (0-9) and dashes.

When enabled Akeeba Backup will automatically convert the bucket nameto all lowercase |l etters.
This addresses a common problem where you've created a bucket named mysite but try to enter
it as MySite in Akeeba Backup. This discrepancy causes the backup to fail to upload to Google
Storage. If, however, you have created a bucket with any number of uppercase letters please
disablethis option and make sure that the bucket name you have entered matches exactly the name
of the bucket in Google Storage, including lowercase and uppercase | etters.

The directory inside your Google Storage bucket where your files will be stored in. If you want
to use subdirectories, you have to use a forward slash, e.g. di r ect ory/ subdi rect ory/
subsubdi rectory.

Tip
You can use backup naming variables in the directory name in order to create it

dynamically. These are the same variables as what you can use in the archive name, i.e.
[DATE], [TIME], [HOST], [RANDOM].

Regarding the naming of buckets and directories, you have to be aware of the Google Storage rules:

* Folder names can not contain backward slashes (). They are invalid characters.

* Bucket names can only contain lowercase letters, numbers, periods (.) and dashes (-). Accented characters,
international characters, underscores and other punctuation marks are illegal characters.

» Bucket names must start with a number or aletter.

» Bucket names must be 3 to 63 characters long.
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» Bucket names can't bein an IP format, e.g. 192.168.1.2
» Bucket names can't end with adash.

» Bucket names can't have an adjacent dot and dash. For example, bothny. - bucket andny- . bucket areinvalid.
It's best not to use dots at all as they are incompatible with the Use SSL option.

If any - or al - of those rules are broken, you'll end up with error messages that Akeeba Backup couldn't connect to
Google Storage, that the calculated signature is wrong or that the bucket does not exist. Thisis normal and expected
behaviour, as Google Storage drops the connection when it encountersinvalid bucket or directory names.

3.3.5.12. Upload to OneDrive and OneDrive for Business

Note

Thisfeature is available only to Akeeba Backup Professional and requires an active subscription to use.

Using this engine, you can upload your backup archives to the low-cost Microsoft OneDrive cloud storage service
(https://onedrive.live.com). Moreover, this engine also supports OneDrive for Business which is the kind of free
OneDrive storage you get with your Office 365 for Business, work or school account.

OneDrive is an ideal option for small to medium websites with a low budget. It offers a substantial amount of free
storage, especialy if you are an Office 365 or Office 365 for Business subscriber. Even if your host's data center is
annihilated by anatural disaster and your local PC and storage media are wiped out by an unlikely event, you will still
have a copy of your site readily accessible and easy to restore.

Please note that OneDriveisrather ow. If you have abig site, take frequent backups or otherwise upload performance
is of the essence you should use a speedier storage provider such as Amazon S3, BackBlaze B2 or, if you'd rather
remain in Microsoft's cloud ecosystem, Microsoft Azure BLOB Storage.

Important security and privacy information

The OneDrive integration uses the OAuth 2 authentication method. This requires a fixed endpoint (URL) for each
application which uses it, such as Akeeba Backup. Since Akeeba Backup is installed on your site, therefore has a
different endpoint URL for each installation, you could not normally use OneDrive's API to upload files. We have
solved this problem by creating asmall script which lives on our own server and acts as an intermediary between your
site and OneDrive. When you are linking Akeeba Backup to OneDrive you are going through the script on our site.
Moreover, whenever the access token (atime-limited, really long password given by OneDriveto your AkeebaBackup
installation to access the service) expires your Akeeba Backup installation has to exchange it with a new token. This
process a so takes place through the script on our site. Please note that even though you are going through our site we
DO NOT store thisinformation and we DO NOT have access to your OneDrive account.

WE DO NOT STORE THE ACCESS CREDENTIALS TO YOUR ONEDRIVE ACCOUNT. WE DO NOT HAVE
ACCESSTO YOUR ONEDRIVE ACCOUNT. CONNECTIONS TO OUR SITE ARE PROTECTED BY STRONG
ENRYPTION (HTTPS), THEREFORE NOBODY ELSE CAN SEE THE INFORMATION EXCHANGED
BETWEEN YOUR SITE AND OUR SITE AND BETWEEN OUR SITE AND ONEDRIVE. HOWEVER, AT THE
FINAL STEPOF THEAUTHENTICATION PROCESS, YOUR BROWSER ISSENDING THE ACCESSTOKENS
TOYOURSITE. SOMEONE CAN STEAL THEM IN TRANSITIFAND ONLY IFYOU ARENOT USINGHTTPS
ON YOUR SITE'SADMINISTRATOR.

For this reason we DO NOT accept any responsibility whatsoever for any use, abuse or misuse of your connection
information to OneDrive. If you do not accept this condition you are FORBIDDEN from using the intermediary script
on our site which, simply put, means that you cannot use the OneDrive integration.

I mportant

Access to the intermediary script on our servers requires a. an active subscription to any of our products
and b. entering avalid Download ID for your AkeebaBackup.com account in the component's options. If the
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Download ID isinvalid or corresponds to an expired subscription you will be unable to use the intermediary
script on our servers. As aresult you will be unable to upload backup archives to OneDrive.

Moreover, the above means that there are additional requirements for using OneDrive integration on your Akeeba
Backup installation:

* You need the PHP cURL extension to be loaded and enabled on your server. Most servers do that by default. If your
server doesn't have it enabled the upload will fail and warn you that CURL is not enabled.

* Your server'sfirewall must allow outbound HTTPS connections to www.akeebabackup.com and www.akeeba.com
over port 443 (standard HTTPS port) to get new tokens every time the current access token expires.

 Your server'sfirewall must allow outbound HTTPS connections to OneDrive's domains over port 443 to allow the
integration to work. These domain names are, unfortunately, not predefined. Most likely your server administrator
will have to alow outbound HTTPS connections to any domain name to allow this integration to work. Thisisa
restriction of how the OneDrive service is designed, not something we can modify (obviously, we're not Microsoft).

Settings
Upload to OneDrive

Upload to Microsoft OneDrive or OneDrive for Business

Uploads the backup archive to Microsoft OneDrive or Microsoft OneDrive for Business.

I

Process each part immediately Yes N

Delete archive after processing Yes N

Enable chunk upload Yes N

!!

Chunk size

Authentication - Start here

~ i
o

Directory
Access Token

Refresh Token

The required settings for this engine are:

Processeach part  If you enable this, each backup part will be uploaded as soon as it's ready. Thisis useful if you

immediately arelow on disk space (disk quota) when used in conjunction with Delete archive after processing.
When using this feature we suggest having 10Mb plus the size of your part for split archives free
inyour account. The drawback with enabling thisoptionisthat if the upload fails, the backup fails.
If you don't enabl e this option, the upload process will take place after the backup is complete and
finalized. This ensures that if the upload process fails a valid backup will still be stored on your
server. The drawback isthat it requires more available disk space.

Delete archive If enabled, the archivefileswill beremoved from your server after they are uploaded to OneDrive.
after processing
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Enabled chunked
upload

Chunk size

Authorisation —
Start here

Directory

Access Token

Refresh Token

When enabled Akeeba Backup will try to upload your backup archives/ backup archive partsin
small chunks and then ask OneDrive to assemble them back into onefile. If your backup archive
parts are over 10Mb you are strongly encouraged to check this option.

This option determines the size of the chunk which will be used by the chunked upload option
above. Werecommend arelatively small value around 4 to 20 Mb to prevent backup timeouts. The
exact maximum value you can use depends on the speed of your server and its connection speed to
OneDrive's server. Try starting high and lower it if the backup fails during transfer to OneDrive.
You cannot set a chunk size lower than 1Mb or higher than 60Mb because of OneDrive's AP
restrictions. We recommend using 4, 10 or 20Mb (tested and found to be properly working).

Beforeyou can use AkeebaBackup with OneDriveyou haveto "link" your OneDrive account with
your Akeeba Backup installation. This allows Akeeba Backup to access your OneDrive account
without you storing the username (email) and password to. The authentication isasimple process.
First click on the Authentication - Step 1 button. A popup window opens, allowing you to log in
to your OneDrive account. Once you log in successfully, you are shown a page with the access
and refresh tokens (the "keys" returned by OneDriveto be used for connecting to the service) and
the URL to your site. Double check that the URL to your siteis correct and click on the big blue
"Finalize authentication" button. The popup window closes automatically.

Alternatively, instead of clicking that big blue button you can copy the Access Token and Refresh
Token from the popup window to Akeeba Backup's configuration page at the same-named fields.
Afterwards you can close the popup.

| mportant

As described above, this process routes you through our own site (akeebabackup.com)
due to OneDrive's AP restrictions. We do NOT store your login information or tokens
and we do NOT have access to your OneDrive account. If, however, you do not agree
being routed through our site you are FORBIDDEN from using thisintermediary service
on our site and you cannot use the OneDrive integration feature. We repeat for a third
time that thisis arestriction imposed by the OneDrive API, not us. We CANNOT work
around this restriction, so we created a very secure solution which works within the
restrictions imposed by the OneDrive API.

The directory inside your OneDrive account where your files will be stored in. If you want
to use subdirectories, you have to use a forward slash, e.g. / di r ect or y/ subdi rect ory/
subsubdi rectory.

This is the connection token to OneDrive. Normally, it is automatically sent to your site when
clicking the blue button from the Authentication Step 1 popup described above. If you do not
wish to click that button copy the (very, VERY long!) Access Token from that popup window
into this box.

Unlike other engines, such as Dropbox, you CANNOT share OneDrive tokens between multiple
sites or backup profiles. Each site MUST go through the authentication process described above
and use a different set of Access and Refresh tokens!

This is the refresh token to OneDrive, used to get a fresh Access Token when the previous one
expires. Normally, it is automatically sent to your site when clicking the blue button from the
Authentication Step 1 popup described above. If you do not wish to click that button copy the
(very, VERY long!) Refresh Token from that popup window into this box.

Unlike other engines, such as Dropbox, you CANNOT share OneDrive tokens between multiple
sites or backup profiles. Each site MUST go through the authentication process described above
and use a different set of Access and Refresh tokens!
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3.3.5.13. Upload to Microsoft Windows Azure BLOB Storage service
Note

Thisfeature is available only to Akeeba Backup Professional.

Using this engine, you can upload your backup archives to the Microsoft Windows Azure BLOB Storage [http://
www.microsoft.com/windowsazure/windowsazure/] cloud storage service. This new cloud storage service from
Microsoft is reasonably priced (the cost is very close to CloudFiles) and quite fast, with lots of local endpoints around
the globe.

Azure, typically has alow limit for storing files, depending on container options. In some cases it may be as low as
64MB. Keep that in mind if your backups keep failing.

Beforeyou begin, you should know the limitations. Like most cloud storage providers, Azure doesnot alow appending
to files, so the archive has to be transferred in a single step. PHP has a time limit restriction we can't overlook. The
time required to upload afile to Azure equals the size of the file divided by the available bandwidth. We want to time
to upload afile to be less than PHP'stime limit restriction so as to avoid timing out. Since the available bandwidth is
finite and constant, the only thing we can reduce in order to avoid timeouts is the file size. To this end, you have to
produce split archives, by setting the part size for archive splitting in ZIP's or JPA's engine configuration pane. The
suggested values are between 10 and 20 MB.

If you use the native CRON mode (akeeba-backup.php), there is usually no time limit - or there is a very high time
limit in the area of 3 minutes or so. Ask your host about it. Setting up a profile for use only with the native CRON
mode allows you to increase the part size and reduce the number of parts a complete backup consists of .

Upload to Microsoft Windows Azure BLOB Storage

Upload to Microsoft Windows Azure BLOB Storage

Uploads the backup archive to Microsoft Windows Azure BLOB Storage.
Remember to set a split archive size of 2-64Mb or you risk backup failure due to timeouts! Parts over 64Mb can not be uploaded at all.

Process each part immediately Yes \[o}

Delete archive after processing Yes No

Account name

Primary Access Key

Use SSL Yes No

Container

Directory /

The required settings for this engine are:

Processeach part  If you enable this, each backup part will be uploaded as soon as it's ready. Thisis useful if you
immediately arelow on disk space (disk quota) when used in conjunction with Delete archive after processing.
When using this feature we suggest having 10Mb plus the size of your part for split archives free
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inyour account. The drawback with enabling thisoptionisthat if the upload fails, the backup fails.
If you don't enabl e this option, the upload process will take place after the backup is complete and
finalized. This ensures that if the upload process fails a valid backup will still be stored on your
server. The drawback isthat it requires more available disk space.

Delete archive If enabled, the archive files will be removed from your server after they are uploaded to Azure.
after processing

Account name The account name for your Microsoft Azure subscription. If your endpoint looks like
f oobar . bl obl . core. wi ndows. net then your account name is foobar.

Primary Access  You can find this Key in account page. It islengthy and always ends in double equals marks.
Key

Use SSL Please leave this enabled. It tells Akeeba Backup to use the secure HTTPS protocol to
communicate to Microsoft Azure. Disabling it will use the insecure HT TP protocol, without any
encryption of your communication between your site's server and Microsoft Azure.

Container The name of the Azure container where you want to store your archivesin.

Directory The directory inside your Azure container where your files will be stored in. If you want to
use subdirectories, you have to use a forward dlash, e.g. / di rect ory/ subdi rect ory/
subsubdi r ect ory. Leave blank to store the files on the container's root.

3.3.5.14. Upload to OVH Object Storage
Note

Thisfeature is available only to Akeeba Backup Professional.

Using this engine, you can upload your backup archivesto the OVH Object Storage cloud storage service. Thisallows
you to upload filesinto OVH's public cloud, powered by the OpenStack technology.

Before you begin, you should know the limitations. As most cloud storage providers, OVH does not allow appending
to files, so the archive has to be transferred in a single step. PHP has a time limit restriction we can't overlook. The
time required to upload afile to OVH equals the size of the file divided by the available bandwidth. We want to time
to upload afile to be less than PHP's time limit restriction so as to avoid timing out. Since the available bandwidth is
finite and constant, the only thing we can reduce in order to avoid timeouts is the file size. To this end, you have to
produce split archives, by setting the part size for archive splitting in ZIP's or JPA's engine configuration pane. The
suggested values are between 10 and 20 MB.

If you use the native CRON mode (akeeba-backup.php), there is usually no time limit - or there is a very high time
limit in the area of 3 minutes or so. Ask your host about it. Setting up a profile for use only with the native CRON
mode allows you to increase the part size and reduce the number of parts a complete backup consists of .

Before you begin

You will need to set up object storage and collect some necessary but not necessarily obvious information from your
OVH account. You can do so through OVH's Cloud Manager [https.//www.ovh.com/manager/cloud/index.htmi#/]
portal.

From the left side menu click on Servers and expand your cloud server. If you do not have a server yet you will need
to use the Order button to purchase credits. Please note that credits activation can take severa days if this is your
first order.

Click on the Infrastructure link under your server. In the main area of the manager page you will see the
name of your server. Below it, in hard to see grey letters, you will see a 32-digit aphanumeric code such as
abcdef0123456789abcdef0123456789. Note it down. Thisisyour Project I1D.
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Click on the Storage link under your server. You will see alist of your containers. If you do not have any containers
yet, create a new one. Make sure to select the Private type; you don't want your backups to be publicly accessible!
Click on your server's name. The main area changes. Y ou will see a box with information such as objects, container
size and Container URL. Note down the Container URL.

Click on the OpenStack link under your server. If you have not created an OpenStack user yet, create one now. Copy
the values under the ID and Password columns. These are, respectively, your OpenSack Username and OpenStack
Password.

Upload to OVH Object Storage

Upload to OVH Object Storage

Uploads the backup archive to OVH Object Storage.
Remember to set a split archive size of 2-30Mb or you risk backup failure due to timeouts!

Process each part immediately Yes

(\[e}
Delete archive after processing Yes

Project ID

OpenStack Username
OpenStack Password
Container URL

Directory /

The required settings for this engine are;

Processeach part  If you enable this, each backup part will be uploaded as soon asit's ready. This is useful if you

immediately arelow on disk space (disk quota) when used in conjunction with Delete archive after processing.
When using this feature we suggest having 10Mb plus the size of your part for split archivesfree
inyour account. The drawback with enabling thisoptionisthat if the upload fails, the backup fails.
If you don't enabl e this option, the upload process will take place after the backup is complete and
finalized. This ensures that if the upload process fails a valid backup will still be stored on your
server. The drawback isthat it requires more available disk space.

Delete archive If enabled, the archive fileswill be removed from your server after they are uploaded to OVH.
after processing

Project ID See above.

OpenStack See above.

Username

OpenStack See above.

Password

Container URL See above.
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Directory The directory inside your OVH container where your files will be stored in. If you want to
use subdirectories, you have to use a forward slash, e.g. / di rect ory/ subdi rect ory/
subsubdi r ect ory. Leave blank to store the files on the container's root.

3.3.5.15. Upload to OpenStack Swift object storage
Upload to OpenStack Swift

Upload to OpenStack Swift object storage

Uploads the backup archive to any OpenStack Swift object storage server, e.g. one created with the Ubuntu distribution of OpenStack or other
private clouds. Do NOT use this method with RackSpace CloudFiles! CloudFiles uses a custom authentication method which is incompatible with
OpenStack's Keystone identity service (what literally every other OpenStack implementation uses).

Remember to set a split archive size of 2-30Mb or you risk backup failure due to timeouts!

Process each part immediately Yes No

Delete archive after processing Yes

Authentication URL
Tenant ID

OpenStack Username
OpenStack Password
Container URL

Directory /

Thisalows you to upload backup archive to any OpenStack Swift implementation. Thisisthe same thing asthe OVH
Object Storage (see above) with two additional options:

Authentication The endpoint for the Keystone service of your OpenStack installation. DO include the version.
URL DO NOT include the /token suffix. Example: https://authentication.example.com/v2.0

Tenant ID Y our OpenStack tenant 1D, e.g. aOblc2d3e4f56789abcdef 0123456789

3.3.5.16. Upload to RackSpace CloudFiles
Note

Thisfeature is available only to Akeeba Backup Professional.

Using this engine, you can upload your backup archives to the RackSpace CloudFiles [www.rackspacecloud.com/
cloud_hosting_products/files] cloud storage service. This service had previously been called Mosso.

Before you begin, you should know the limitations. As most cloud storage providers, CloudFiles does not allow
appending tofiles, sothearchivehasto betransferredin asingle step. PHP hasatimelimit restriction we can't overlook.
The time required to upload a file to CloudFiles equals the size of the file divided by the available bandwidth. We
want to time to upload afile to be less than PHP's time limit restriction so as to avoid timing out. Since the available
bandwidth is finite and constant, the only thing we can reduce in order to avoid timeoutsis the file size. To this end,
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you have to produce split archives, by setting the part size for archive splitting in ZIP's or JPA's engine configuration
pane. The suggested values are between 10 and 20 MB.

If you use the native CRON mode (akeeba-backup.php), there is usually no time limit - or there is a very high time
limit in the area of 3 minutes or so. Ask your host about it. Setting up a profile for use only with the native CRON
mode allows you to increase the part size and reduce the number of parts a complete backup consists of .

Upload to Rack Space CloudFiles

Upload to RackSpace CloudFiles

Uploads the backup archive to RackSpace CloudFiles.
Remember to set a split archive size of 2-30Mb or you risk backup failure due to timeouts!

Process each part immediately Yes

No
Delete archive after processing Yes

Username
API Key
Container

Directory /

The required settings for this engine are:

Processeach part  If you enable this, each backup part will be uploaded as soon asit's ready. Thisis useful if you

immediately arelow on disk space (disk quota) when used in conjunction with Delete archive after processing.
When using this feature we suggest having 10Mb plus the size of your part for split archives free
inyour account. The drawback with enabling thisoptionisthat if the upload fails, the backup fails.
If you don't enabl e this option, the upload process will take place after the backup is complete and
finalized. This ensures that if the upload process fails a valid backup will still be stored on your
server. The drawback isthat it requires more available disk space.

Delete archive If enabled, the archive files will be removed from your server after they are uploaded to
after processing CloudFiles.

Username The username assigned to you by the RackSpace CloudFiles service

APl Key The APl Key found in your CloudFiles account

Container The name of the CloudFiles container where you want to store your archivesin.

Directory The directory inside your CloudFiles container where your files will be stored in. If you want

to use subdirectories, you have to use a forward slash, e.g. / di r ect or y/ subdi rect ory/
subsubdi r ect ory. Leave blank to store the files on the container's root.

3.3.5.17. Upload to Remote FTP server
Note

Thisfeature is available only to Akeeba Backup Professional.
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Using thisengine, you can upload your backup archivesto any FTP or FTPS (FTP over Explicit SSL) server. Thereare
some "FTP" protocols and other file storage protocols which are not supported, such as SFTP, SCP, Secure FTP, FTP
over Implicit SSL and SSH variants. The difference of this engine to the DirectFTP archiver engine isthat thisengine
uploads backup archives to the server, whereas DirectFTP uploads the uncompressed files of your site. DirectFTP is
designed for rapid migration, thisengineis designed for easy moving of your backup archivesto an off-server location.

Thisengine uses PHP's native FTP functions. This may not work if your host has disabled PHP's native FTP functions
or if your remote FTP server isincompatible with them. In this case you may want to use the Upload to Remote FTP
server over cCURL engine instead.

Y our originating server must support PHP's FTP extensions and not have its FTP functions blocked. Y our originating
server must not block FTP communication to the remote (target) server. Some hosts apply a firewall policy which
requiresyou to specify to which hosts your server can connect. In such a case you might need to allow communication
to your remote host.

Before you begin, you should know the limitations. Most servers do not allow resuming of uploads (or even if they
do, PHP doesn't quite support this feature), so the archive has to be transferred in a single step. PHP has a time limit
restriction we can't overlook. Thetimerequired to upload afileto FTP equal sthe size of thefiledivided by the available
bandwidth. We want to time to upload afile to be less than PHP'stime limit restriction so asto avoid timing out. Since
the available bandwidth is finite and constant, the only thing we can reduce in order to avoid timeoutsisthefile size.

To this end, you have to produce split archives, by setting the part size for archive splitting in ZIP's or JPA's engine
configuration pane. The suggested values are between 10 and 20 MB.

Upload to Remote FTP Server

Upload to Remote FTP server

Uploads the backup archive to a remote FTP or FTPS (FTP over Implicit SSL) server.
Remember to set a split archive size of 2-30Mb or you risk backup failure due to timeouts!

Process each part immediately Yes No
Delete archive after processing Yes
Host name

Port 21

User name

Password

Initial directory

Subdirectory

Use FTP over SSL (FTPS) Yes

No
Use passive mode Yes

Test FTP connection
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The available configuration options are;

Process each part
immediately

Delete archive
after processing

Host name

Port
User name
Password

Initial directory

Subdirectory

Use FTP over
SSL

Use passive
mode

If you enable this, each backup part will be uploaded as soon asit's ready. Thisis useful if you
arelow on disk space (disk quota) when used in conjunction with Delete archive after processing.
When using this feature we suggest having 10Mb plus the size of your part for split archives free
inyour account. The drawback with enabling thisoptionisthat if the upload fails, the backup fails.
If you don't enabl e this option, the upload process will take place after the backup is complete and
finalized. This ensuresthat if the upload process fails a valid backup will still be stored on your
server. The drawback isthat it requires more available disk space.

If enabled, the archive files will be removed from your server after they are uploaded to the FTP
server.

The hostname of your remote (target) server, eg. f t p. exanpl e. com You must NOT enter
the ftp:// protocol prefix. If you do, Akeeba Backup will try to remove it automatically and issue
awarning about it.

The TCP/IP port of your remote host's FTP server. It's usually 21.
The username you have to use to connect to the remote FTP server.
The password you have to use to connect to the remote FTP server.

The absolute FTP directory to your remote site's location where your archives will be stored.
Thisis provided by your hosting company. Do not ask us to tell you what you should put in here
because we can't possibly know. There is an easy way to find it, though. Connect to your target
FTP server with FileZilla. Navigate to the intended directory. Above the right-hand folder pane
you will see atext box with a path. Copy this path and paste it to Akeeba Backup's setting.

The relative path to the initial directory, it will be created if it doesn't exists. Leave it empty to
upload the archives directly inside the initial directory. You can use all of the backup naming
variables, e.g. [HOST] for the hostname of the site being backed up.

If your remote server supports secure FTP connections over SSL (they have to be Explicit SSL;
implicit SSL is not supported), you can enable this feature. In such a case you will most probably
have to change the port. Please ask your hosting company to provide you with more information
on whether they support thisfeature and what port you should use. Y ou must note that thisfeature
must also be supported by your originating server aswell.

Normally you should enableit, asit isthe most common and firewall-safe transfer mode supported
by FTP servers. Sometimes, you remote server might require active FTP transfers. In such a case
please disable this, but bear in mind that your originating server might not support active FTP
transfers, which usually requires tweaking the firewall!

3.3.5.18. Upload to Remote FTP server over cURL

Note

Thisfeature is available only to Akeeba Backup Professional.

Using this engine, you can upload your backup archivesto any FTP or FTPS (FTP over Exclicit SSL) server. There
are some "FTP" protocols and other file storage protocols which are not supported, such as SFTP, SCP, Secure FTP,
FTP over Implicit SSL and SSH variants. The difference of this engine to the DirectFTP over cURL archiver engine
is that this engine uploads backup archives to the server, whereas DirectFTP over cURL uploads the uncompressed
files of your site. DirectFTP over cURL is designed for rapid migration, this engine is designed for easy moving of
your backup archives to an off-server location.
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This engine uses PHP's cURL functions. This may not work if your host has not installed or enabled the cURL
functions. In this case you may want to use the Upload to Remote FTP server engine instead.

Y our originating server must support PHP's cURL extension and not have its FTP functions blocked. Y our originating
server must not block FTP communication to the remote (target) server. Some hosts apply a firewall policy which
requires you to specify to which hosts your server can connect. In such a case you might need to allow communication
to your remote host.

Before you begin, you should know the limitations. Most servers do not allow resuming of uploads (or even if they
do, PHP doesn't quite support this feature), so the archive has to be transferred in a single step. PHP has atime limit
restriction we can't overlook. Thetimerequired to upload afileto FTP equal sthe size of thefiledivided by the available
bandwidth. We want to time to upload afile to be less than PHP'stime limit restriction so asto avoid timing out. Since
the available bandwidth is finite and constant, the only thing we can reduce in order to avoid timeoutsisthefile size.
To this end, you have to produce split archives, by setting the part size for archive splitting in ZIP's or JPA's engine
configuration pane. The suggested values are between 10 and 20 MB.

Upload to Remote FTP Server over cURL

Upload to Remote FTP server using cURL

Uploads the backup archive to a remote FTP or FTPS (FTP over Implicit SSL) server.
This post-processing engine uses the cURL library which provides better compatiblity with a wide range of FTP servers.
Remember to set a split archive size of 2-30Mb or you risk backup failure due to timeouts!

Process each part immediately Yes No

Delete archive after processing Yes

H
(o]

Host name

Port 21

User name

Password

Initial directory

Subdirectory

Use FTP over SSL (FTPS) Yes

Use passive mode Yes

Passive mode workaround Yes N

P 4
o o o

Test FTP connection

The available configuration options are:

Processeach part  If you enable this, each backup part will be uploaded as soon as it's ready. Thisis useful if you
immediately arelow on disk space (disk quota) when used in conjunction with Delete archive after processing.
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Delete archive
after processing

Host name

Port
User name
Password

Initial directory

Subdirectory

Use FTP over
SSL

Use passive
mode

Passive mode
workaround

When using this feature we suggest having 10Mb plus the size of your part for split archives free
inyour account. The drawback with enabling thisoptionisthat if the upload fails, the backup fails.
If you don't enabl e this option, the upload process will take place after the backup is complete and
finalized. This ensures that if the upload process fails a valid backup will still be stored on your
server. The drawback isthat it requires more available disk space.

If enabled, the archive files will be removed from your server after they are uploaded to the FTP
server.

The hostname of your remote (target) server, eg. ft p. exanpl e. com You must NOT enter
the ftp:// protocol prefix. If you do, Akeeba Backup will try to remove it automatically and issue
awarning about it.

The TCP/IP port of your remote host's FTP server. It's usually 21.
The username you have to use to connect to the remote FTP server.
The password you have to use to connect to the remote FTP server.

The absolute FTP directory to your remote site's location where your archives will be stored.
Thisis provided by your hosting company. Do not ask usto tell you what you should put in here
because we can't possibly know. There is an easy way to find it, though. Connect to your target
FTP server with FileZilla. Navigate to the intended directory. Above the right-hand folder pane
you will see atext box with apath. Copy this path and paste it to Akeeba Backup's setting.

The relative path to the initial directory, it will be created if it doesn't exists. Leave it empty to
upload the archives directly inside the initial directory. You can use all of the backup naming
variables, e.g. [HOST] for the hostname of the site being backed up.

If your remote server supports secure FTP connections over SSL (they have to be Explicit SSL;
implicit SSL is not supported), you can enable thisfeature. In such a case you will most probably
have to change the port. Please ask your hosting company to provide you with more information
on whether they support thisfeature and what port you should use. Y ou must note that thisfeature
must also be supported by your originating server aswell.

Normally you should enableit, asit isthe most common and firewall-safe transfer mode supported
by FTP servers. Sometimes, you remote server might require active FTP transfers. In such a case
please disable this, but bear in mind that your originating server might not support active FTP
transfers, which usually requires tweaking the firewall!

Some badly configured / misbehaving servers report the wrong | P address when you enable the
passive mode. Usually they report their internal network 1P address (something like 127.0.0.1 or
192.168.1.123) instead of their public, Internet-accessible IP address. This erroneous information
confuses FTP information, causing uploadsto stall and eventually fail. Enabling this workaround
option instructs CURL to ignore the IP address reported by the server and instead use the FTP
server's public |P address, as seen by your web server. In most cases this works much better,
therefore we recommend leaving this option turned on if you're not sure. Y ou should only disable
it in case of an exotic setup where the FTP server uses two different public |P addresses for the
control and data channels.

3.3.5.19. Upload to Remote SFTP server

Note

Thisfeature is available only to Akeeba Backup Professional.

123



Using the Akeeba Backup component

Note

This engine uses the PHP extension called SSH2. The SSH2 extension is still marked as an alpha and is not
enabled by default or even provided by many commercial hosts. In this case you may want to use the Upload
to Remote SFTP server over cURL engineinstead which uses PHP's cURL extension, available on most hosts.

Using this engine, you can upload your backup archives to any SFTP (Secure File Transfer Protocol) server. Please
note that SFTP is the encrypted file transfer protocol provided by SSH servers. Even though the name s closg, it has
nothing to do with plain old FTP or FTP over SSL. Not all servers support this but for those which do thisis the most
secure file transfer option.

The difference of this engine to the DirectSFTP archiver engine is that this engine uploads backup archives to the
server, whereas DirectSFTP uploads the uncompressed files of your site. DirectSFTP is designed for rapid migration,
this engineis designed for easy moving of your backup archivesto an off-server location. Moreover, this engine also
supports connecting to your SFTP server using cryptographic key filesinstead of passwords, a much safer (and much
harder and geekier) user authentication method.

Your originating server must have PHP's SSH2 module installed and activated and its functions unblocked. Y our
originating server must also not block SFTP communication to the remote (target) server. Some hosts apply afirewall
policy which requires you to specify to which hosts your server can connect. In such a case you might need to allow
communication to your remote host over TCP port 22 (or whatever port you are using).

Upload to Remote SFTP Server

Upload to Remote SFTP (SSH) server

Uploads the backup archive to a remote SFTP (SSH) server. This is a file transfer over SSH using a protocol called SFTP which is entirely different to
FTP and FTPS.
Remember to set a split archive size of 2-30Mb or you risk backup failure due to timeouts!

Process each part immediately Yes No
Delete archive after processing Yes
Host name

Port 22

User name

Password

Private Key File (advanced)

Public Key File (advanced)

Initial directory

Test SFTP connection

Before you begin, you should know the limitations. SFTP does not allow resuming of uploads so the archive has to
be transferred in asingle step. PHP has atime limit restriction we can't overlook. The time required to upload afileto
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SFTP equals the size of the file divided by the available bandwidth. We want to time to upload afile to be less than
PHP's time limit restriction to avoid timing out. Since the available bandwidth is finite and constant, the only thing
we can reduce in order to avoid timeouts is the file size. To this end, you have to produce split archives, by setting
the part size for archive splitting in ZIP's or JPA's engine configuration pane. The suggested values are between 10Mb
and 20Mb. Most servers have a bandwidth cap of 20Mbits, which equals to roughly 2Mb/sec (1 byte is 8 hits, plus
there's some traffic overhead, lost packets, etc). With atime limit of 10 seconds, we can upload at most 2 Mb/sec * 10
sec = 20Mb without timing out. If you get timeouts during post-processing lower the part size.

The available configuration options are:

Process each part
immediately

Delete archive
after processing

Host name

Port

User name
Password

Private key file
(advanced)

If you enable this, each backup part will be uploaded as soon as it's ready. Thisis useful if you
arelow on disk space (disk quota) when used in conjunction with Delete archive after processing.
When using this feature we suggest having 10Mb plus the size of your part for split archives free
inyour account. The drawback with enabling thisoptionisthat if the upload fails, the backup fails.
If you don't enabl e this option, the upload process will take place after the backup is complete and
finalized. This ensures that if the upload process fails a valid backup will still be stored on your
server. The drawback isthat it requires more available disk space.

If enabled, the archivefileswill be removed from your server after they are uploaded to the SFTP
server.

The hostname of your remote (target) server, e.g. secur e. exanpl e. com You must NOT
enter the sftp:// or ssh:// protocol prefix. If you do, Akeeba Backup will try to remove it
automatically and issue awarning about it.

The TCP/IP port of your remote host's SFTP (SSH) server. It's usually 22. If unsure, please ask
your host.

The username you haveto useto connect to theremote SFTP server. Thismust be always provided
The password you have to use to connect to the remote SFTP server.

Many (but not all) SSH/SFTP servers alow you to connect to them using cryptographic key
files for user authentication. This method is far more secure than using a password. Passwords
can be guessed within some degree of feasibility because of their relatively short length and
complexity. Cryptographic keys are night impossible to guess with the current technology dueto
their complexity (on average, more than 100 times as complex as atypical password).

If you want to usethiskind of authentication you will need to provide aset of twofiles, your public
and private key files. In this field you have to enter the full filesystem path to your private key
file. The private key file must be in RSA or DSA format and has to be configured to be accepted
by your remote host. The exact configuration depends on your SSH/SFTP server and is beyond
the scope of this documentation. If you are a curious geek we strongly advise you to search for
"ssh certificate authentication” in your favourite search engine for more information.

If you are using encrypted private key files enter the passphrase in the Password field above. If it
is not encrypted, which is abad security practice, |eave the Password field blank.

| mportant

If the libssh2 library that the SSH2 extension of PHP is using is compiled against
GnuTLS (instead of OpenSSL) you will NOT be able to use encrypted private key files.
This has to do with bugs / missing features of GnuTLS, not our code. If you can't get
certificate authentication to work please try providing an unencrypted private key file
and leave the Password field blank.
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Public Key File If you are using the key file authentication method described above you will also have to supply
(advanced) the public key file. Enter here the full filesystem path to the public key file. The public key file
must bein RSA or DSA format and, of course, unencrypted (asit's a public key).

Initial directory The absolute filesystem path to your remote site's location where your archives will be stored.
Thisis provided by your hosting company. Do not ask us to tell you what you should put in here
because we can't possibly know. There is an easy way to find it, though. Connect to your target
SFTP server with FileZilla. Navigate to the intended directory. Above the right-hand folder pane
you will see atext box with a path. Copy this path and paste it to Akeeba Backup's setting.

3.3.5.20. Upload to Remote SFTP server over cURL

Note

Thisfeature is available only to Akeeba Backup Professional.

Note

This engine uses the PHP cURL extension. If your host has disabled the cURL extension but has enabled
the SSH2 PHP extension you may want to use the Upload to Remote SFTP server engine instead which uses
PHP's SSH2 extension.

Using this engine, you can upload your backup archives to any SFTP (Secure File Transfer Protocol) server. Please
note that SFTP is the encrypted file transfer protocol provided by SSH servers. Even though the name is closg, it has
nothing to do with plain old FTP or FTP over SSL. Not all servers support this but for those which do thisis the most
secure file transfer option.

Thedifference of thisengineto the DirectSFTP over cURL archiver engineisthat this engine uploads backup archives
to the server, whereas DirectSFTP over cURL uploads the uncompressed files of your site. DirectSFTP over cURL is
designed for rapid migration, thisengineis designed for easy moving of your backup archivesto an off-server location.

Y our originating server (where you are backing up from) must a. have PHP's cURL extension installed and activated,
b. have the cURL extension compiled with SFTP support and c. allow outbound TCP/IP connections to your target
host's SSH port. Please note that some hosts provide the cURL extension without SFTP support. Thisfeaturewill NOT
work on these hosts. Moreover, some hosts apply afirewall policy which requires you to specify to which hosts your
server can connect. In such a case you might need to allow communication to your remote host.

Before you begin, you should know the limitations. SFTP does not allow resuming of uploads so the archive has to
be transferred in asingle step. PHP has atime limit restriction we can't overlook. The time required to upload afile to
SFTP equals the size of the file divided by the available bandwidth. We want to time to upload afile to be less than
PHP's time limit restriction to avoid timing out. Since the available bandwidth is finite and constant, the only thing
we can reduce in order to avoid timeouts is the file size. To this end, you have to produce split archives, by setting
the part size for archive splitting in ZIP's or JPA's engine configuration pane. The suggested values are between 10Mb
and 20Mb. Most servers have a bandwidth cap of 20Mbits, which equals to roughly 2Mb/sec (1 byte is 8 hits, plus
there's some traffic overhead, lost packets, etc). With atime limit of 10 seconds, we can upload at most 2 Mb/sec * 10
sec = 20Mb without timing out. If you get timeouts during post-processing lower the part size.
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Upload to Remote SFTP Server over cURL

Upload to Remote SFTP (SSH) server using cURL

Uploads the backup archive to a remote SFTP (SSH) server. This is a file transfer over SSH using a protocol called SFTP which is entirely different to

FTP and FTPS.

This post-processing engine uses cURL for the data transfer, a library which is compatible with a wide range of SFTP servers.
Remember to set a split archive size of 2-30Mb or you risk backup failure due to timeouts!

Process each part immediately Yes \[e}

Delete archive after processing Yes

Host name

Port

User name

Password

Private Key File (advanced)

Public Key File (advanced)

Initial directory

Test SFTP connection

The available configuration options are:

Process each part
immediately

Delete archive
after processing

Host name

User name

Password

If you enable this, each backup part will be uploaded as soon as it's ready. Thisis useful if you
arelow on disk space (disk quota) when used in conjunction with Delete archive after processing.
When using this feature we suggest having 10Mb plus the size of your part for split archives free
inyour account. The drawback with enabling thisoptionisthat if the upload fails, the backup fails.
If you don't enabl e this option, the upload process will take place after the backup is complete and
finalized. This ensures that if the upload process fails a valid backup will still be stored on your
server. The drawback isthat it requires more available disk space.

If enabled, the archive fileswill be removed from your server after they are uploaded to the SFTP
server.

The hostname of your remote (target) server, e.g. secur e. exanpl e. com You must NOT
enter the sftp:// or ssh:// protocol prefix. If you do, Akeeba Backup will try to remove it
automatically and issue awarning about it.

The TCP/IP port of your remote host's SFTP (SSH) server. It's usualy 22. If unsure, please ask
your host.

The username you have to useto connect to theremote SFTP server. Thismust be always provided

The password you have to use to connect to the remote SFTP server.
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Private key file Many (but not all) SSH/SFTP servers allow you to connect to them using cryptographic key

(advanced) files for user authentication. This method is far more secure than using a password. Passwords
can be guessed within some degree of feasibility because of their relatively short length and
complexity. Cryptographic keys are night impossible to guess with the current technology due to
their complexity (on average, more than 100 times as complex as atypical password).

If you want to usethiskind of authentication you will need to provide aset of twofiles, your public
and private key files. In this field you have to enter the full filesystem path to your private key
file. The private key file must be in RSA or DSA format and has to be configured to be accepted
by your remote host. The exact configuration depends on your SSH/SFTP server and is beyond
the scope of this documentation. If you are a curious geek we strongly advise you to search for
"ssh certificate authentication” in your favourite search engine for more information.

If you are using encrypted private key files enter the passphrase in the Password field above. If it
is not encrypted, which is a bad security practice, leave the Password field blank.

I mportant

If cURL is compiled against GnuTLS (instead of OpenSSL) you will NOT be able to
use encrypted private key files. This has to do with bugs/ missing features of GnuTLS,
not our code. If you can't get certificate authentication to work please try providing an
unencrypted private key file and leave the Password field blank.

Public Key File If you are using the key file authentication method described above you will aso have to supply

(advanced) the public key file. Enter here the full filesystem path to the public key file. The public key file
must be in RSA or DSA format and, of course, unencrypted (as it's a public key). Some newer
versions of cCURL alow you to leave this blank, in which case they will derive the public key
information from the private key file. We do not recommend this approach.

Initial directory The absolute filesystem path to your remote site's location where your archives will be stored.
Thisis provided by your hosting company. Do not ask us to tell you what you should put in here
because we can't possibly know. There is an easy way to find it, though. Connect to your target
SFTP server with FileZilla. Navigate to the intended directory. Above the right-hand folder pane
you will see atext box with a path. Copy this path and paste it to Akeeba Backup's setting.

3.3.5.21. Upload to SugarSync

Note
Thisfeature is available only to Akeeba Backup Professional 3.5.al and later.

Using this engine, you can upload your backup archives to the SugarSync [http://www.sugarsync.com] cloud storage
service. SugarSync has afree tier (with 5Gb of free space) and a paid tier. Akeeba Backup can work with either one.

Please note that Akeeba Backup can only upload files to Sync Folders, it can not upload files directly to a Workspace
(asingle device). You have to set up your Sync Folders in SugarSync before using Akeeba Backup. If you have not
created or specified any Sync Folder, Akeeba Backup will upload the backup archives to your Magic Briefcase, the
default Sync Folder which syncs between all of your devices, including your mobile devices (iPhone, iPad, Android
phones, ...).

Before you begin, you should know the limitations. As most cloud storage providers, SugarSync does not allow
appending tofiles, sothearchivehasto betransferredin asingle step. PHP hasatimelimit restriction we can't overl ook.
The time required to upload a file to SugarSync equals the size of the file divided by the available bandwidth. We
want to time to upload afile to be less than PHP's time limit restriction so as to avoid timing out. Since the available
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bandwidth is finite and constant, the only thing we can reduce in order to avoid timeouts is the file size. To this end,
you have to produce split archives, by setting the part size for archive splitting in ZIP's or JPA's engine configuration
pane. The suggested values are between 10Mb and 20Mb. Most servers have a bandwidth cap of 20Mbits, which
equals to roughly 2Mb/sec (1 byte is 8 bits, plus there's some traffic overhead, lost packets, etc). With atime limit of
10 seconds, we can upload at most 2 Mb/sec * 10 sec = 20Mb without timing out. If you get timeouts during post-
processing lower the part size.

Tip

If you use the native CRON mode (akeeba-backup.php), thereisusually no time limit - or thereisavery high
time limit in the area of 3 minutes or so. Ask your host about it. Setting up a profile for use only with the
native CRON mode allows you to increase the part size and reduce the number of parts a complete backup
consists of.

First-time setup

Since Akeeba Backup 7.0 you need to perform an additional step the very first time you set up SugarSync to obtain
a set of Access Key ID and Secret Access Key which will be used together with your email and password to access
SugarSync. SugarSync's APl needs all four pieces of information (Access Key 1D, Secret Access Key, Email and
Password) to grant accessto your files.

First goto SygarSync'ssite and select the Devel oper Portal [https://www.sugarsync.com/devel oper] option at thefooter
of the site. If thisisyour first time there select the Join our Program option. It is free of charge.

Then go to the Developer Console [https://www.sugarsync.com/devel oper/account] (it requires you to log into
SugarSync). At the top of the page there is the Your Access Keys area. If you already have entries there skip this
paragraph. If you do not have any entries there click on Add Keys. This creates an entry.

Note

You can ignore the Your Apps section. In fact, creating an app is optional, makes authentication more
complicated and does not offer any security or workflow advantage. Therefore, Akeeba Ltd chose not to
implement support for SugarSync's Apps.

Y ou need to copy the AccessKey ID and its corresponding Private Access Key in your Akeeba Backup configuration,
as explained below.
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Upload to Sugar Sync

Upload to SugarSync

Uploads the backup archive to SugarSync.
Remember to set a split archive size of 2-30Mb or you risk backup failure due to timeouts!

Process each part immediately Yes No

Delete archive after processing Yes

Access Key ID
Private Access Key
Email

Password

Directory /

The required settings for this engine are;

Processeach part  If you enable this, each backup part will be uploaded as soon asit's ready. This is useful if you

immediately arelow on disk space (disk quota) when used in conjunction with Delete archive after processing.
When using this feature we suggest having 10Mb plus the size of your part for split archivesfree
inyour account. The drawback with enabling thisoptionisthat if the upload fails, the backup fails.
If you don't enable this option, the upload process will take place after the backup is complete and
finalized. This ensures that if the upload process fails a valid backup will still be stored on your
server. The drawback isthat it requires more available disk space.

Delete archive If enabled, the archive files will be removed from your server after they are uploaded to
after processing SugarSync.

AccessKey ID The Access Key ID you have created in SugarSync's Developer Console [https://
Www.sugarsync.com/devel oper/account] page.

Private Access The Private Access Key that corresponds to the Access Key ID you have created in SugarSync's

Key Developer Console [https://www.sugarsync.com/devel oper/account] page.

Email The email used by your SugarSync account.

Password The password used by your SugarSync account.

Directory The directory inside SugarSync where your files will be stored in. If you want to use

subdirectories, you have to use a forward slash, eg. /directory/subdirectory/
subsubdi r ect ory. You may usethe backup naming variables, e.g. [HOST] for the site's host
name or [DATE] for the current date.

Please note that the first part of your directory should be the name of your shared folder. For
example, if you have a shared folder named backups and you want to create a subdirectory
inside it based on the site's name, you need to enter backups/ [ HOST] in the directory box. If
a Sync Folder by the name "backups' is not found, a directory named "backups" will be created
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inside your Magic Briefcase folder. Yes, it's more complicated than, say, DropBox — but that's
also why SugarSync is more powerful.

3.3.5.22. Upload to iDriveSync

Using this engine, you can upload your backup archivesto the iDriveSync low-cost, encrypted, cloud storage service.

Warning

Per the email sent by iDriveInc., iDriveSync hasreached End of Lifein January 2021 and will be tur ned
off December 2021. Akeeba Backup's iDriveSync integration will be removed between December 2021 and
February 2022.

You will need to migrate your data to their iDrive product. iDrive can be used with Akeeba Backup using
the Upload to Amazon S3 feature. The information iDrive publishes for Duplicati [https://www.idrive.com/
cloud/guides/duplicati] are also relevant for Akeeba Backup. You need to set the Custom Endpoint option
tos3. us-west-1.idrivecl oud. i o and change the signature method to v2. Y ou need to create S3
Access Keys in the iDrive Cloud Console and copy them in the Access Key and Secret Key fields in your
Akeeba Backup configuration.

Upload to iDriveSync

Upload to iDriveSync

Uploads the backup archive to iDriveSync EVS (iDriveSync.com).
Remember to set a split archive size of 2-30Mb or you risk backup failure due to timeouts!

Process each part immediately Yes

No
Delete archive after processing Yes

Username or e-mail
Password

Private key (optional)
Directory

Use the new endpoint Yes No

The required settings for this engine are:

Processeach part  If you enable this, each backup part will be uploaded as soon as it's ready. Thisis useful if you

immediately arelow on disk space (disk quota) when used in conjunction with Delete archive after processing.
When using this feature we suggest having 10Mb plus the size of your part for split archives free
inyour account. The drawback with enabling thisoptionisthat if the upload fails, the backup fails.
If you don't enabl e this option, the upload process will take place after the backup is complete and
finalized. This ensures that if the upload process fails a valid backup will still be stored on your
server. The drawback isthat it requires more available disk space.

Delete archive If enabled, thearchivefileswill beremoved fromyour server after they are uploaded toiDriveSync
after processing
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Username or e
email
Password
Private key
(optional)

Directory

Use the new
endpoint

Y our iDriveSync username or email address

Y our iDriveSync password

If you have locked your account with a private key (which means that all your data is stored
encrypted in iDriveSync) please enter your Private Key here. If you are not making use of this
feature please leave thisfield blank.

The directory inside your iDriveSync where your files will be stored in. If you want to
use subdirectories, you have to use a forward dash, eg. di rect ory/ subdi rect ory/
subsubdi rectory.

Tip

You can use backup naming variables in the directory name in order to create it
dynamically. These are the same variables as what you can use in the archive name, i.e.
[DATE], [TIME], [HOST], [RANDOM].

Thisisrequired for iDriveSync accounts created after 2014. If you have entered your username/e-
mail and password correctly but Akeeba Backup can't connect to iDriveSync please try checking
this box.

Lengthier explanation. Sometime after 2014 iDriveSync started signing up new users through
iDrive.com instead of iDriveSync.com. The new accounts need to access a new service endpoint
(URL) to upload new files, delete existing files and so on. Meanwhile, accounts created before
this change still need to access the old service endpoint (URL). The same service, two different
interface implementations, making it impossible for usto automatically detect which method will
work with your iDriveSync account. Therefore the only thing we could do was add this confusing
checkbox. We're sorry about that.

3.3.5.23. Upload to WebDAV

Note

Thisfeature is available only to Akeeba Backup Professional.

Using this engine, you can upload your backup archivesto any server which supports the WebDAV (Web Distributed
Authoring and Versioning) protocol. Examples of storage services supporting WebDAV:

e OwnCloud [http://doc.owncloud.org/server/5.0/user_manual/files/files.html] is a software solution that you can
install on your own serversto provide a private cloud.

» CloudDAV [http://storagemadeeasy.com/CloudDav/] is a service which gives you WebDAV access to a plethora
of cloud storage providers: Amazon S3, GMail, RackSpace CloudFiles, Microsoft OneDrive (formerly: SkyDrive),
Windows Azure BLOB Storage, iCloud, LiveMesh, Box.com, FTP servers, Email (which, unlike the Send by
email engine in Akeeba Backup, does support large files), Google Docs, Mezeo, Zimbra, FilesAnywhere, Dropbox,
Google Storage, CloudMe, Microsoft SharePoint, Trend Micro, OpenStack Swift (supported by severa providers),
Google sites, HP cloud, Alfresco cloud, Open S3, Eucalyptus Walrus, Microsoft Office 365, EMC Atmos, iKoula
- iKeepinCloud, PogoPlug, Ubuntu One, SugarSync, Hosting Solutions, BaseCamp, Huddle, IBM Files Cloud,
Scality, Google Drive, Memset Memstore, DumpTruck, ThinkOn, Evernote, Cloudian, Copy.com, Salesforce.
[TESTED with Amazon S3 as the storage provider]

» Apache web server (when the optional WebDAV support is enabled — recommended for advanced users only).

* 4Shared [http://www.4shared.com/].
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 ADrive [http://www.adrive.com/].

» Amazon Cloud Drive [http://www.amazon.com/gp/feature.html/ref=cd_def?
ie=UTF8&*Version*=1& * entries* =0& docl d=1000828861] .

» Box.com [https://www.box.com/].

 CloudSafe [https://secure.cloudsafe.com/login/].

¢ DriveHQ [https:.//www.drivehg.com/].

o DumpTruck [http://www.goldenfrog.com/].

 FilesAnywhere [https://www.filesanywhere.com/].

* MyDrive [http://www.mydrive.net/].

e MyDisk.se. [https.//mydisk.com/web/main.php?show=home]

» PowerFolder [https://www.powerfolder.com/].

* OVH.net [http://ovh.net/]

 Safecopy Backup [http://safecopybackup.com/].

* Strato HiDrive [https:.//www.free-hidrive.com/index.html].

» Telekom Mediencenter [http://mediencenter.telekom.de/].

* Pretty much every storage provider which claims to support WebDAV
Tip

Y ou can find more information for WebDAV access of each of these providers in http://www.free-online-
backup-services.com/features/webdav.html

Note

We have not thoroughly tested and do not guarantee that any of the above providers will work smoothly with
Akeeba Backup unless you see the notive [TESTED] next to it.

Before you begin, you should know the limitations. As most remote storage technologies, WebDAV does not allow
appending to files, so the archive has to be transferred in a single step. PHP has a time limit restriction we can't
overlook. Thetimerequired to upload afileto WebDAV equalsthe size of thefile divided by the available bandwidth.
Wewant to timeto upload afileto belessthan PHP'stimelimit restriction so asto avoid timing out. Sincethe available
bandwidth is finite and constant, the only thing we can reduce in order to avoid timeoutsis the file size. To this end,
you have to produce split archives, by setting the part size for archive splitting in ZIP's or JPA's engine configuration
pane. The suggested values are between 10Mb and 20Mb. Most servers have a bandwidth cap of 20Mbits, which
equals to roughly 2Mb/sec (1 byte is 8 bits, plus there's some traffic overhead, lost packets, etc). With atime limit of
10 seconds, we can upload at most 2 Mb/sec * 10 sec = 20Mb without timing out. If you get timeouts during post-
processing lower the part size.

Tip

If you use the native CRON mode (akeeba-backup.php), thereisusually no time limit - or thereisavery high
time limit in the area of 3 minutes or so. Ask your host about it. Setting up a profile for use only with the
native CRON mode allows you to increase the part size and reduce the number of parts a complete backup
consists of.
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Upload to WebDAV

Upload using WebDAV

Uploads the backup archive to any storage service that supports WebDAV protocol.
Remember to set a split archive size of 2-30Mb or you risk backup failure due to timeouts!

Process each part immediately Yes No

Delete archive after processing Yes

Username

Password

WebDAV base URL

Directory

The required settings for this engine are:

Process each part
immediately

Delete archive
after processing

Username
Password

WebDAYV base
URL

Directory

If you enable this, each backup part will be uploaded as soon as it's ready. Thisis useful if you
arelow on disk space (disk quota) when used in conjunction with Delete archive after processing.
When using this feature we suggest having 10Mb plus the size of your part for split archivesfree
inyour account. The drawback with enabling thisoptionisthat if the upload fails, the backup fails.
If you don't enabl e this option, the upload process will take place after the backup is complete and
finalized. This ensures that if the upload process fails a valid backup will still be stored on your
server. The drawback isthat it requires more available disk space.

If enabled, the archive files will be removed from your server after they are uploaded to
SugarSync.

The username you use to connect to your WebDAV server
The password you use to connect to your WebDAV server

The base URL of your WebDAV server's endpoint. It might be a directory such as
http: //ww. exanpl e. coni nydav/ or even a script endpoint such as http://
www. exanpl e. conf webdav. php. If unsure please ask your WebDAV provider for more
information.

Warning

If the base URL of your WebDAV server's endpoint is a directory (almost always) you
MUST useatrailing slash, e.g. ht t p: / / ww. exanpl e. com nmydav/ (correct) but
nothttp://ww. exanpl e. com nmydav (WRONG!)

The directory inside the WebDAV folder where your files will be stored in. If you want to
use subdirectories, you have to use a forward slash, e.g. / di rect ory/ subdi rect ory/
subsubdi r ect ory. You may use the backup naming variables, e.g. [HOST] for the site's host
name or [DATE] for the current date.
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Warning

You MUST always use adirectory. Most WebDAYV servers, e.g. Box.com, allow you to
use the root directory which is denoted by / (a single forward slash). Other WebDAV
servers, such as CloudDAV, DO NOT allow you to use the root directory. In this case
you MUST use a non-empty directory, e.g. / backups for the upload to WebDAV to
work at al.

3.4. Backup now

Before we go on describing the Backup Now page, we have to discuss something important pertaining to the
overall backup and restoration process. In order for the restoration to work properly, the original site must have a
readable and valid configuration.php on its root. This means that a 'trick' some very few webmasters use, providing
a configuration.php which includes an off-server-root PHP file, isincompatible with the restoration procedure. If the
'trick’ has been effective on the original site, the installer will have blanks in its options and if the user proceeds with
the restoration/installation procedure the site will not work as expected, as crucial options will have the default or no
value at all!

We'd like to note that moving the configuration.php file outside the site's root makes no sense with regards to security
anyway. It istrivial for an attacker who can exploit an arbitrary file read or arbitrary code execution vulnerability to
find where the real configuration.php fileislocated in and / or create alisting of all configuration options of your site.
Even if an attacker only had access to a file write vulnerability they can break your site regardless of whether you are
using the default configuration.php location or not: they can overwrite the defines.php files Joomla uses to find out
wherethe configuration fileis stored in, reverting it to the default location. In short, moving the configuration.php file
DOES NOT offer any degree of security at all. It's just security theatre which makes management and restoration of
your site harder with zero benefit whatsoever.

Moreover we would like to remind you that restoring to atemporary URL (something like http://www.yourhost.com/
~youruser) will NOT work. This hasto do with the way Joomla!, Apache and PHP session management works. It has
nothing to do with Akeeba Backup. Even if you install straight up Joomlal on atemporary URL you'll have problems
logging in or, at the very least, with SEF URLSs. Thisisalimitation of your server software, not something which can
be addressed by Akeeba Backup and / or its restoration script.

Backup start

Starta new backup

Active Profile: #1  #1. Full site backup v

Short description Backup taken on Sunday, 11 April 202119:07 EEST

This will appear in the Manage Backups page for your convenience.

Backup comment

This will appear in both the Manage Backups page and inside the backup archive (in the installation/README.html file) for your cor

| JDTRCTIM | C Restore default

The initial backup page lets you define a short description (required) and an optional, lengthier comment for this
backup attempt. This information will be presented to you in the Manage Backups page to help you identify different
backups. The default description contains the date and time of backup. Both the description and comment will be
stored in afile named READMVE. ht ml insideyour archive'si nst al | at i on directory, but only if the backup mode
is Full Site Backup.
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Both the description and the comment support backup naming variables, e.g.[ SI TE] , [ DATE] and[ Tl Mg] . It goes
without saying, but these variables can also be used in the case of automated backups, e.g. CRON-mode backups.

There are two more fields which may be displayed on this page:

» Encryption key. When you are using the JPS (encrypted archive) format the contents of the archive are encrypted
using the AES-256 algorithm and this password. In order to extract thearchiveyou will need to enter thispassword. If
you had entered adefault password for JPSfilesin the Configuration page thisfield is pre-filled with that password.

| mportant

The password is case-sensitive. ABC, abc and Abc are three different passwords! Also note that the
password is non-recoverable. If you lose or forget your password you will not be able to extract your JPS
archive,

* ANGIE Password. The installation script which is included in your backup archive, called ANGIE, allows you to
password-protect it. This means that you will have to enter this password before you can restore your site. This
feature is designed to prevent unauthorised users from "stumbling” on your site's restoration interface while it's a
restoration isin progress and copy your database passwords or obtain other information about your site.

We STRONGLY advisethat you always use an ANGIE Password if you intend to restore your site on alive server.
Thisisthe only way to prevent accidental information leak.

| mportant

The password is case-sensitive. ABC, abc and Abc arethree different passwords! Unlike the JPS password,
setting an ANGIE password will not prevent anyone from extracting the archive and looking at its contents.
It will only prevent people attempting to browse your site while you're restoring a backup from seeing
potentially confidential information in the installer.

Whenever you are ready to start the backup, just click the Backup Now button. Do note that above the description
field, there might be one or more warnings. These are the same warnings appearing in the Control Panel's right-hand
pane and act as areminder.

| mportant

Default output directory isin useisnot an error message! It'sjust areminder that the default output directory
isawell known location on your site. In theory, a malicious user could figure out the name of the backup
archive and download it directly over the web. In order to deter that, Akeeba Backup places a .htaccess file
(compatible with virtually all Apache installations) and a web.config file (compatible only with 1IS 7) to
deter that. If you are using a host which doesn't support the directives of those two files, the contents of that
directory may be inadvertently available over the web to malicious users. If in doubt, ask your host. Do not
ask us, please, we are not your host.

Our recommendation; consult your host about the proper way to create a backup output directory above your
site'sroot and make it writable by PHP. Then, use that directory asthe Output Directory in all of your backup
profiles. This method offers the best protection.
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Backup progress page

Please DO NOT browse to another page, switch to another browser tab / window, or switch to a different application unless you see a completion or error message. Make sure your device does not go into sleep mode while the backup is in progress.
Backup Progress

Initialising backup process

Embedding the installer in the archive

Backing up databases
Backing up files
Finalising the backup process

botd_ars_log
10295 [ 252876

1Y
a

rver response 1s ago

Once you click on the Backup Now button, the backup progress page appears. Y ou must not navigate away from this
page or close your browser window until the backup is complete. Otherwise, the backup process will be interrupted
and no backup file will be created (or you'll end up with an incomplete backup file). Akeeba Backup disables the
Joomlal menu during backup to prevent accidentally switching to a different page.

Please note that browser versions released on or after 2021 also have a feature typically called Sleeping Tabs or
something similar. In short, if you have a browser tab in the background or the browser window is not focused
then the browser will deactivate some JavaScript features, including timers. This would cause the backup to fail
since Akeeba Backup depends on JavaScript timers to step through the backup. For this reason we ask you to not
put the backup tab to the background and keep your browser focused. If you want to avoid having your computer
essentially unusable during backup please consult your browser's documentation on disabling Sleeping Tabs for your
site (example: Microsoft Edge [https://www.thewindowsclub.com/sl eeping-tabs-in-edge-browser-in-windows-10]).
See the troubleshooting section below for further information.

The backup progress page consists of alarge pane. Thetop section of the paneliststhe steps AkeebaBackup hasto take
in order to complete your backup. Stepsin gray background have not been dealt with yet. Steps in green background
have been successfully completed. The step in blue background is the one being currently processed.

Below that, you will find two lines. The first line will show you which table or directory has already been backed
up in the previous step. Thisis very important. When the backup crashes, it hasn't necessarily crashed backing up
the table or directory you see on the screen. Most likely that the table/directory which has been successfully backed
up. The real problem appears in the log file and this is why we ask you for the backup log to be uploaded with your
support request. The line below is normally used for messages of lesser importance, such as noting the percentage of
atable already completed (especially useful when backing up huge tables) and the name of the archive part which was
processed by a data processing engine.

The big bar isthe overall progress bar and displays an approximation of the backup progress. Do note that during file
backup you may see this bar jump back and forth. Thisis normal and, please, do not report it as a bug. It is exactly
how it is supposed to behave. Thereason is rather simple. Before your site is backed up, Akeeba Backup doesn't know
how many files and directories it contains. As aresult, it tries to do an educated guess and display an approximate
backup progress. Guesswork is never accurate, which causes some jumping back and forth. Nothing to worry about,
your backup isworking without a problem.

The next thing you seeistime elapsed since the last server response. Thisresetsto 0 when anew backup step is started.
If you see alast server response over 300 seconds —except when the application is uploading your backup archives—
you can assume that your backup has crashed. Only in this case you should navigate away from the backup page and
take alook at the log file for any error messages. Always try different configuration options, especialy changing the
minimum and maximum execution time, before filing a support request.

Should aminor (non fatal) error occur, Akeeba Backup displays a new Warnings pane with yellow background. This
box holds the warnings which have occurred during the backup process, in chronological order. These are also logged
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in the Akeeba Backup Debug Log and marked with the WARNING label, that isif your log level isat least Errors and
Warnings. Usual causes of warnings are unreadabl e files and directories. Akeeba Backup regards them as minor errors
because, even though the backup process can go through, what you get might be a partial backup which doesn't meet
your expectations. |n case warnings appear on your screen you are advised to review them and assess their importance.

Sometimes your backup may halt with an AJAX error. This meansthat there was a communications error between the
browser and your server. In most cases thisis atemporary server or network issue. Depending on your configuration
preferences, AkeebaBackup may try to resumethebackup after awhile. By default, AkeebaBackup will retry resuming
the backup at most three consecutive times and after waiting 10 seconds after each error. If the backup cannot be
resumed you will receive an error page, at which point your backup has positively failed.

Backup completion page

Backup Completed Successfully

Congratulations! The backup process has completed successfully.
You can now navigate to another page.

[ Manage Backups

Warnings

The symlink /t ini guag B/en-GB.lib_fof30.ini points to a file or folder that no longer exists and will NOT be backed up.

The symlink /L i i ini 1guag B/ B.com_admir .menu.ini points to a file or folder that no longer exists and will NOT be backed up.

The symlink /User guag B/en-GB.plg_ats_alphauserpoints.ini points to a file or folder that no longer exists and will NOT be backed up.

The symlink /Users/ni i i g B/en-GB.plg_ats_alphauserpoints.sys.ini points to a file or folder that no longer exists and will NOT be backed up.

The symlink /L i in quag B/en-GB.plg_system_ ini points to a file or folder that no longer exists and will NOT be backed up.

The symlink /t i ini guag B/en-GB.plg_system_ ini points to a file or folder that no longer exists and will NOT be backed up.

The symlink /Users/ni i B/en-GB.lib_fof30.ini points to a file or folder that no longer exists and will NOT be backed up.

After the whole process is complete, Akeeba Backup will clean up any temporary filesit has created. Akeeba Backup
will also clean temporary files and deleteincompl ete archive files upon detecting a backup failure. Please note that log
files are not removed by default. Y ou will have to go to the Manage Backups page, select the failed backup attempt(s)
and then click on Delete Files or Delete to have it remove the log files of failed backups.

By that point, your site backup file has been created. Y ou can now navigate out of the backup page and possibly into
the backup administration page, clicking on the handy button which appears below the backup completion message.

3.4.1. Troubleshooting backup issues

We have compiled a list of frequently asked questions and their answers, as well as the basic troubleshooting
instructions for a backup which appearsto not be working. Please do read and follow these instructions. If you need to
ask for support because these instructions didn't help you please let us know what you have aready tried so we don't
waste your time by asking you to do what we've written here and you've already tried.

3.4.1.1. Backup fails after switching to another browser tab, browser window or
application

If a backup you start in your browser fails after you have switched to another browser tab, browser window or a
different application the problem is caused by background tab suspension (" Sleeping tabs") featur einyour browser
or athird party browser extension with the same effect.

Starting with Microsoft Edge (released in late January 2021) the browser will suspend the JavaScript timers for tabs
which have been in the background for a certain period of time. Thisis afeature meant to save battery life on mobile
devices but it will aso interfere with your backups if they need more than the configured period of time to complete
and you switch to a different browser tab, browser window or application.

The same applies for third party extensions which promise to suspend, put to sleep or otherwise reduce memory and
CPU consumption of inactive tabs.
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There are two ways to work around this issue.

The simplest and least practical way to addressthisissueisto start a backup and not switch to a different browser tab,
browser window or another application until the backup iscomplete. Make surethat your computer does not go to sleep
or gets disconnected from network while the backup is running. This may be impractical for long running backups.

Alternatively, you can tell your browser not to suspend the background tabs of your own sites.

For Microsoft Edge you need to visit Options, System and click the Add button next to the Never put these sites to
deep label. Enter the domain name of your site like so: [ *. ] exanpl e. comwhere exanpl e. comisthe domain
name of your site.

For third party extensions you need to consult their documentation or disable them in your browser.

Please note that the nature of these features does not allow web developers, like Akeeba Ltd, to communicate to
the browser or the browser extension that the tab should never be put to sleep without involving the user. Doing so
would alow every site to do that, even when their use of JavaScript timers is not useful to the user (web trackers,
advertisements, ...) or outright malicious (e.g. cryptominers). Please do not report thisbehavior asabug. It'sadeliberate
choice of your browser or the browser extension(s) you are using. We are not in control of any of it; you are.

3.4.1.2. Where are my backup files?

By default they arestoredinadmi ni st rat or / conponent s/ com akeebabackup/ backup under your site's
root.

However, you can always set a different Output Directory in the Configuration page of Akeeba Backup. If unsure,
click the info icon next to the backup entry. Akeeba Backup will tell you where your backup archive is stored in,
relative to your site's root.

Also note that if you are using Akeeba Backup Professional it is possible that your backup archive is stored remotely
(e.g. on Amazon S3). In this case the backup record appears with a cloud icon in the status column which is described

as "Remote”. In this case you can use the Manage Remotely Stored Files button in the rightmost column to manage
the remotely stored files.

3.4.1.3. How can | download my backup files?

If you are using Akeeba Backup Professional and your backup is stored remotely as explained in the previous question:
you need to use the Manage Remotely Stored Files button. It will allow you to fetch the backup archive back to your
web server or download it directly (if supported by the remote storage engine).

If your backup is stored on the same server as your site we very strongly recommend using SFTP, FTPS or FTP to
download it from your server. Y ou can use athird party tool such as CyberDuck (macOS, Windows), Dolphin (Linux/
KDE) or Nautilus (Linux/GNOME). If you are using FTP or FTPS please remember to set your tool to download files
in Binary transfer mode. If you use ASCII or Auto you might end up with corrupt backup archives. If you are using
SFTP you don't need to do that; SFTP always transfers files in binary mode.

If you have no accessto your site'sfilesvia SFTP, FTPS or FTP you can use the Download button in Akeeba Backup's
interface. However, please keep in mind that files over 10MB might end up being corrupt or truncated for reasons that
have to do with third party plugins running on your site and / or your server setup. We generally do not recommend
this method. If you choose to use this method ALWAY S do atest extraction of your backup archives to make sure
they work. Y ou can use Akeeba Kickstart on alocal server to do that.

We also do not recommend using your hosting control panel's file manager to transfer files over 10MB for similar
reasons. If you find that your backup archives are corrupt please either use SFTP, FTPS or FTP; or upload them to
remote storage (e.g. Amazon S3) using Akeeba Backup Professional and download them from the remote storage
using any appropriate tool, including your browser. The difference between using your browser to download files
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from your site's server and downloading from the site of a remote storage provider is that the former is designed for
transferring relatively small fileswhilethe latter is specifically designed and optimized for large file transfers without
random, silent failures.

In either case please note that your backup archive may consist of multiple files with the same name and different,
sequentially numbered extensions. For example, a JPA archive may consist of afile with a .jpa extension and zero or
more fileswith the extensions .j01, .j02 and so on. A JPS archive may consist of afilewith a.jps extension and zero or
more fileswith the extensions .j01, .j02 and so on. A ZIP archive may consist of afilewith a.zip extension and zero or
more fileswith the extensions .z01, .z02 and so on. Whether this happens depends on the size of your site's backup and
the Part Size for Archive Splitting in the Configuration page of the backup profile you are using. If you see multiple
files you need to download all of them. You cannot restore a site if one or more of these filesis missing. These are
NOT separate archives; these are archive parts. Think of it astaking a printed page and cutting it in for vertical strips.
If any of the stripsis missing you cannot read the content of the page. Y ou need all stripsto figure out the content. An
archiveislike a page, a backup archive part fileislike a strip of the page.

3.4.1.4. Why do | get warnings about unreadable files or folders?

You get a list of warnings during backup stating "Unreadable file /someffile; check permissions' or "Unreadable
directory /some/directory; check permissions’. This means that when Akeeba Backup asked PHP to list the contents
of the directory or read the contents of the file, PHP replied that this was impossible. Here we will attempt to find
out why and fix it.

DOUBLE CHECK A BACKUP IF YOU GET THISKIND OF WARNINGS! These warnings mean that files or
whole directories have not been backed up. It is very likely that some overly important files of your site (or even all
of the files of your site!) did not make it into the archive. This will cause the restored site to be broken. That's why
we call them warnings: they warn you that something may be broken so that you can investigate and make sure you
fix it - or be 100% that you can safely ignore them.

Unreadable directories

A directory becomes unreadable because of its permissions. Please note that some directories are supposed to be
unreadable. For example, on alive host, it is common to have directoriessuch ascgi - bi n, awst at s, etc which are
not part of your Joomlainstallation and are there to provide some service offered by your host. If you are not sure, ask
your host about that. These directories MUST NOT be backed up, or restoration will be impossible. If one of those
directories appears as an unwritable directory, please go to Akeeba Backup, click on Files and Directories Exclusion
and exclude those directories from the backup (the leftmost icon next to the folder's name must be yellow).

If you get that kind of warning for <r oot >, it means that your site's root is not readable. This will cause Akeeba
Backup to be unable to backup your site. In this case, using your favourite FTP application, connect to your site and
look for your site's web root. It is usually a directory named public_html, httpdocs, htdocs, www or something like
that. If unsure, ask your host. Change its permissionsto 0755. If you can not do that yourself, ask your host to do that
for you. If they refuse on the grounds of security, explain to them that a. it is necessary to backup your site and b.
they are probably doing something wrong if other users are alowed to browse your site's files (and swiftly change
to amore secure host!).

If you are on a Windows server, there is no notion of permissions. Instead, you have to edit the Windows ACLSs to
allow PHP to be able to list the contents of your site's directories. Since this procedure is highly dependent on the
server setup, please ask your host to do it for you. If you are on alocal server, please read on.

If you are on a Linux machine, change the permissions of the root of your website to 0755. For example, if you're
trying torestoreto/ var / www/ nysi t e you have to issue acommand like chmod -Rf 0755 /var ;www/mysite

If you are on a macOS machine, use the Finder to find your site's root. Right-click or Control-click on it and select
Get Info. Scroll down to the Sharing & Permissions slider and expand it if it's not already expanded. Find the row
where the Name column reads ever yone and set the PrivilegetoRead & Wi te.
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If you are on a Windows use Windows explorer to find your site's root. Right click on it, select Properties and click
on the Security tab. Click on the Edit... button. If you can't see a user named Everyone, you will have to click on the
Add... button, type Everyone in the big text box and click OK. Now click on the Everyone user and then take a look
at the list of checkboxes below. Click the Accept checkbox on the Full Control row (the topmost one). Click on OK,
then again on OK.

The same instructions apply for any other directory which may appear to be unwritable. Instead of your site's root, do
this procedure to the directory which appears unwritable.

Unreadable files

Unreadable files are not accessible by PHP for reading. The fact that you can access them with FTP or that you can
view them in your browser DOES NOT mean that they are readable by PHP. Thisisacommon misconception. If you
feel that this can't be true, please read the Security Information chapter of this documentation. We are not responsible
about how your web server and UNIX-based Operating Systems work, but we can help work around the problem!

All you have to do is to find the file referenced by the warning message and give it 0644 permissions (read & write
for the user, read only for the group and everyone). That's all thereisto it.

Please note that some files (e.g. .ftpquota on your site's root) are not supposed to be readable. These are special files
that do not belong to your Joomlainstallation and are put on your site by your host. These files must not be backed up,
otherwise restoration will fail. Go to Akeeba Backup and click on Files and Directories Exclusion to find those files
and remove them from the backup. If you are unsure whether afile is put in there by your host, Joomla or one of its
extensions please ask your host. If itisafile put there by the host, excludeit. If it isnot, changeits permissionsto 0644.

3.4.1.5. 1 got an "AJAX loading error" when backing up. What should | do?

Before you do anything else, make sure that your server fulfils the minimum requirements of the version of Akeeba
Backup you are trying to use. The PHP and Joomlal version compatibility matrix is published on our site [https:/
www.akeeba.com/compatibility.html].

Tip

If you have tried al of the above and your site is hosted on one.com, check out the specia instructions at
the bottom of this answer.

Themost usual backup issues manifest themselves by means of an"AJAX Loading Error" message. Thiserror message
by itself means pretty much nothing. All it tells usis that the backup failed. Normally, you should post your log file
to our ticket system so that we can take alook at it to figure out what went wrong. However, there are some common
issues you can work around yourself, without looking at the log file. Y ou should follow the following troubleshooting
steps one by one until your backup works.

1. The progress bar you see alwaystells you the last successful step Akeeba Backup finished executing. That's avery
common source of misunderstanding. If the last item you see on a stuck progress bar is some of the last database
tables on your site it doesn't necessarily mean that the backup got stuck while backing up the database. It isusually
the case that the next step, backing up the files of your site, got stuck. If unsure check thelog file.

2. Areyou on Windows, backing up alocal site? Some antivirus and backup software may end up locking the backup
archive while it's till being created, leading to an error message about the backup archive not being able to be
opened for writing. One very notorious case of this kind is WD SmartWare backup software (kudos to our user,
Markus, for letting us know). We strongly advise you to turn off or at least temporarily suspend any backup and
antivirus software while the backup isin progress.

Another issue on Windows is resource usage, especially on old (Windows XP) and 32-bit versions of Windows.
These versions of Windows have a limited capacity of system resources, meaning that they can only keep avery
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finite number of files open at any time. Combined with a bug in older versions of PHP for Windows this can lead
to resource depletion and backup issues, appearing as unreadable files. Please try quitting as many applications as
possible, including those running in the background (e.g. those running as system tray icons). It's also a good idea
to turn off or temporarily suspend resource-intensive software such as backup and antivirus applications while the
backup is running.

Also note that Windows 10 comes with Windows Defender, a combined firewall and antivirus. By default, it will
be scanning each and every file that is being read or written by Akeeba Backup. If one of these filesis flagged as
potentially malicious (for example you have a hacked site that you may or may not know it has been hacked) it
might kill the backup. If unsure, please exclude your site's root from Windows Defender's antivirus scanning. Use
your favorite search engine to find instructions on how to do that.

. Sometimes the backup seemsto complete, but it hangs when uploading the backup archiveto aremotelocation (e.g.
Dropbox, Amazon S3, an FTP server, ...). If you are not sure, the hang we're describing happens after the progress
bar hits 75%. In this case you will need to lower the Part Size for Split Archives setting. Find the Archiver Engine
option of the Akeeba Backup's Configuration page and click on the Configure... button next to it. The Part Size for
Split Archives setting isin the pane which opens below. Try smaller settings until the backup completes. Please note
that your backup will now be split in multiple files and you need all of them to be present to restore your backup.

. The first thing you must do is to use the Configuration Wizard button in the Control Panel page to automatically
adjust a series of configuration parametersto safer settings. The wizard performs benchmarking of your server to
determine those values. It isnot always 100% accurate, but the settingsit creates are at the very least agood starting
point for tweaking them manually. If it seemsto get stuck for more than three minutes (180 seconds) the first time
you runit, reload the page. If it's still stuck try backing up anyway; some server setups don't like the heuristics used
by the configuration wizard. However, as soon as you run the wizard it will revert your backup profile settings to
safe defaults which means that you should at least be able to use it as a starting point to run a backup.

. Make sure that your hosts PHP memory_limitisat least 32MB. Anything lower than that will most likely result to
a backup failure. If unsure, ask your host; we can't know this value for sure. If thisis an option, ask your host to
increase the PHP memory limit. We recommend 128MB or more.

. Try visiting the Configuration page and clicking on Save. This may be necessary if you just upgraded. Thissimple
move will refresh your configuration and pick up the default values for any new parameters which might have been
introduced in the new release.

. Check your free space. Akeeba Backup istrying to create an archive with your entire database and all of your site's
files; it needs adequate free space to do that. If you don't have enough free space, your host will kill the script in
mid-process, making Akeeba Backup's interface throw this error. As a rule of thumb, we propose having about
40-50% of your account's allocated quota free.

Some hosts claim to give you "unlimited" space, or an absurd amount like 100GB. According to our experience,
they mostly lie. On many occasions the host only gave 100MB or 1GB of space. If unsure, please ask your host
about the real free space you have in your account.

. If you are using the ZIP archive format it is possible that you run into timeouts. The problem with the ZIP format
is that we have to read each file twice. We read it once in order to calculate a "file signature” (properly called a
"CRC32 checksum™), then we read it again in order to add it inside the archive. Unfortunately these steps can't be
combined and, on top of that, the very slow signature cal cul ation step must be able to runin onego. With larger files
and slower hosts this will consistently lead to timeouts. If you suspect thisis the case, please use the JPA format
setting in the Archiver Engine option of the Akeeba Backup's Configuration page.

. Some servers have avery strict limit on the maximum execution time of PHP scripts. By default, AkeebaBackupis
configured with a maximum execution time allowance of 14 seconds. In order to work around such hosts, please go
to your Akeeba Backup Configuration page and scroll all the way down to the Fine Tuning pane. Y ou will find an
option labeled Maximum Execution Time. Select the "Custom..." option and typein 5 in the text box that appears
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to the right of the drop-down. Click on the Save button and retry backing up your site. WARNING! NEVER SET
THE Minimum execution time TO A VALUE HIGHER THAN 2 SECONDS UNLESS EXPLICITLY ASKED
TO DO SOBY THE SUPPORT STAFF, OR YOU WILL GET A BACKUP FAILURE.

We have heard of hosts which require settings even lower than that. If in doubt, ask your host what their PHP
maximum_exec_time setting is, then subtract one second and use this value in Akeeba Backup's Maximum
Execution Time setting.

If you still have issues and you are a paying subscriber with an active subscription to Akeeba Backup Professional
please file a support ticket. For your convenience, please make sure you indicate that you have gone through the steps
on this page when posting your support request to avoid acanned reply that you should check this pagefirst. Thank you.
Special notes for one.com customers

If your site is hosted on one.com please follow these instructions if the above doesn't work:

1. Run the Configuration Wizard but do not take a backup yet

2. Go to Akeeba Backup's Configuration page and set the following parameters:

e Logging Level: Only errors (however, if you want to ask for support in our ticket system you must switch it back
to All Information and Debug and try taking a new backup before posting us your log file)

* Click the Configure button in the Archiver Engine and set the "Part size for split archives' to 127Mb or less.
* Minimum execution time: 10 seconds

» Maximum execution time: 7 seconds

 Execution time bias: 50%

Please note that the above settings do cause the backup to run at half speed, but thisisrequired for your backup to run
under smoothly on one.com. We'd like to thank one.com's tech support for testing and providing these safe settings.

3.4.1.6. My backup files are not being uploaded to Amazon S3

Before you even begin thinking why the upload failed, please make sure that you have the PHP cURL extension
installed and activated in your server's php.ini. If you are unsure, please check the System, System Information page
of your site. If you see acURL section in the PHP Information tab then cCURL isinstaled and al isfine. If you don't
see anything about cURL being mentioned in there, well, you have to install and enable it on your server. Ask your
host or server administrator about it.

The next thing you should do is a sanity check. Make sure that you have copied your Access Key and Secret Key
correctly. Especially thelatter, may have up to two equal signs at the end. These are required. Then, check your bucket
name. The bucket must already exist; Akeeba Backup can not create it for you. The bucket must also be writable by
the user whose Access and Secret Keys you're using; you can check that in the Amazon S3 Console. Moreover, do
note that the bucket name is case sensitive. This means that Abc, ABC, abc and AbC are four different bucket names,
asfar as S3is concerned.

Warning

Amazon warns AGAINST using uppercase letters in your bucket names. If you use an uppercase or mixed
case bucket name it is possible that you will get an error message stating that the signatures don't match, or
that the bucket does not exist. If thisis what you get, please try creating a new bucket with lowercase-only
letters BEFORE trying any of the following instructions.
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If you are using the V2 signature and only then, let's try making sure that the SSL setting doesn't cause the problem.
First go to Akeeba Backup's Configuration page and find the Data Processing Engine drop down. Click the Configure
button next to it. A new pane opens below. Find the Use SSL checkbox and make sure it is not checked. Try a new
backup. If your bucket name contains dots you MUST disable the Use SSL checkbox. This is a limitation of the
Amazon S3 service due to the way their SSL certificate is set up. It is best to have a bucket name which consists of
only lowercase letters (a-z), numbers (0-9) and dashes and which does not begin with a dash.

The other thing you have to check is that your host's firewall allows access to Amazon S3. Ask them if they have a
firewall which blocks outgoing connections. In this case, please tell them to allow TCP/IP connectionsto ports 80 and
443 of s3. amazonaws. com If they request an IP, please tell them that this domain name is a multicast one and
they havetorunhost s3. anazonaws. comfrom their server to obtain the IP. It doesn't matter if this sounds like
Chinese to you, your host's support technicians will understand (or should, at the very least).

Finally, some hosts do not play very well with Amazon S3's multi-part upload feature which allows us to upload a
very big archive file in 5SMB chunks. In this case you will have to follow Plan B which is to have Akeeba Backup
split the archive file in small chunks, one file per chunk, and then upload each of those chunksin one go. Thisisa
two-legged solution.

For thefirst leg of the solution, please go to Akeeba Backup's Configuration page and find the Data Processing Engine
drop down. Click the Configure button next toit. A new pane opens below. Check the Disable multipart uploads option
and make sure that the Process each part immediately option is not checked.

Now, for the second leg, we have to do some trial and error. Still in Akeeba Backup's Configuration page, find the
Archiver Engine drop-down and click on the Configure button next to it. A new pane opens below. Find the Part size
for split archives option and select the 49. 99 option. Try anew backup. If it crashes while uploading filesto Amazon
S3, go back to this option and try smaller values, i.e. 20, 10, 5, 2 or even 1, trying a new backup after setting each
one of those values.

In very rare cases (less than 3 tickets a year) we have seen hosts which have a transparent proxy in front of the web
server. This proxy gets in the way of Akeeba Backup connecting to Amazon S3. There are two distinct problems
with such a setup. If the proxy caches the responses from Amazon S3 — it should NEVER cache them due to their
headers, i.e. that's a proxy configuration problem —the proxy responds instead of Amazon S3. From Akeeba Backup's
perspective thefile transfer went through but in reality nothing was uploaded. There is objectively no way for Akeeba
Backup to detect the proxy and the proxy should never be caching those requests. Contact your host and ask them
to fix their proxy. The other possible problem is that the proxy is stripping some of the request headers such as the
Content-Length which is mandatory for uploading files to Amazon S3. You will get an error from S3 claiming the
header is missing. No, it's not a bug in Akeeba Backup. We do send the header but your host's proxy is stripping it.
It'sabug in your hosting setup. Again, please do contact your host to fix it.

Do remember that the overwhelming majority of the problems you will ever experience with any kind of upload to
remote storage with Akeeba Backup are not issues in Akeeba Backup itself but something in your hosting or server
setup. Thank you in advance for understanding that we objectively have no control over it and working with us so we
can get your host to fix their infrastructure.

3.4.1.7. How do | know that my backup archive works?

Asthe saying goes, the proof in the pudding isin eating it.

Infact, wevery strongly recommend testing your backupfiles, at | east thefirst timeyou produce abackup and whenever
you make major changes/upgrades to your site. Testing the backup archivesis relatively easy. Download and install
a local web server package on your computer to create a local testing server environment. Then try restoring your

backup file on the local testing server environment.

Y ou can consult our video tutorials and our documentation for information on restoring your backups.
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3.4.1.8. What happens if | have a backup or restoration problem?

If you runinto problems please consult our documentation first. We distill our experience in providing support in our
documentation to make it easier for you to find solutions and for us to point you out to tested procedures to identify
and address problems without having to type everything from scratch every time someone has a problem. If you are
unableto find a solution to your problem you may need to file a support ticket. Filing a support ticket is only possible
if you are a paying subscriber with an active subscription to Akeeba Backup.

If you file a support ticket we need the following information from you to provide fast and accurate support. Please
remember that we're not sitting behind your shoulder nor can we read your mind. Our replies are based on the
information you provide.

» A clear description of your problem. Tell us exactly what you were trying to do, at what exact operation it failed
and any error messages which were output on the page. If you can get a screenshot of the error message that's even
better. If you are not sure if you're describing the issue adequately, read what you wrote to someone who is not
familiar with your issue. If they didn't understand you chances are we won't either. If you do not feel comfortable
with your level of English try to provide screenshots or a short (less than 1 minute) video.

» Exact version of Akeeba Backup. It's visible on the right-hand pane in Akeeba Backup's Control Panel page.

» Exact Joomla, MySQL and PHP version. You canfind al of these version numbersin Joomlasite's System, System
Information page.

A copy of thedebug log takenwithloglevel setto Al | | nf or mati on and Debug whenthe problem happened.
Y ou can download a copy of the log from within the View Log page. Please do not copy and paste directly from
the log viewer, this will not help us. Please remember to put the log file inside a ZIP archive and attach the ZIP
archive to your support ticket. If the ZIP fileis over 2MB please upload it to Dropbox, Google Drive or OneDrive
and paste a share URL to it in your ticket. We kindly request that you do NOT try to attach the raw log file with
a.php extension or aZIPfile containing it; these fileswill be automatically rejected by our site for security reasons.

« If you are writing about an error related to the restoration process do not forget to tell us how you extracted the
archivefile, i.e. using Kickstart or using Akeeba UNITE. Also do tell us about the method you used to download the
backup fileto your PC - if applicable - and the method you used to upload the backup file to your host, for example
"I used FTP in Binary mode", "I just clicked on the Download button in Akeeba Backup”. Remember to mention
the exact version of Kickstart you are using; it's printed with very big letters on the top of Kickstart's page.

Finally, do not tell usthat "Kickstart x.y.z stuck in the database restoration page" because such athingisimpossible;)
Kickstart extracts the archive. Then it launches ANGIE, the restoration script included in your archive. It's ANGIE
restoring the database. Since ANGIE isin the archive, we need to know which version of Akeeba Backup produced
thearchive. TheKickstart versioniscompletely irrelevant in this case. We need the ANGIE version whichis printed
in large type at the top of the restoration script's page.

Please try to give us raw information, what you did, what happened, what you saw; not your interpretation of what
happened. In most cases it follows that had your interpretation of what happened been correct you would already
know how to solve the issue and you wouldn't be filing a ticket. If we have to reverse engineer the facts from your
interpretation of what happened it's more than likely that we'll make arbitrary assumptions which are wrong, leading
to amutually frustrating support experience.

Finally please bear in mind that support is provided by the same devel operswho have written and maintain the software.
On the upside this means that you get to talk with people who really know what they are doing. On the downside this
means that replies come slower since we manage both the code and the support. We kindly ask for your patience and
understanding while we work on your and other's issues and our software. Also bear in mind that we are humans and
do need to eat, sleep, bathe and take time off to be with our families. We post our working hours on our site. If you
file aticket outside these hoursit will take a bit longer to get areply. Thank you for your understanding!

145



Using the Akeeba Backup component

3.5. Manage Backups

Manage Backups

& Import Archives @ Edit

€ Control Panel

? Help

ﬂ Backup entry and archive were deleted successfully

How do | restore my backups?

It's easy! Select the check box next to a backup entry. Now click on the Restore button in the toolbar.

If you want to restore to a new, public server you can use the Site Transfer Wizard. If you'd rather do it manually or restore to your own computer or Intranet please watch our [ video tutorial and [4 download

Akeeba Kickstart Core (free of charge) to extract the backup archives.

Search

ID Frozen Description

46 CJ Backup taken on Sunday, 11 April 2021 19:10 EEST

@ 2021-04-11 EEST @ 00:01:31 & 70.06 MB
45 J Backup taken on Wednesday, 20 January 2021 15:20 EET

& 2021-01-20 EET & 00:00:20 & -
43 CJ Backup taken on Wednesday, 06 January 2021 09:58 EET

& 2021-01-06 EET & 2289:39:58 a -
42 CJ Backup taken on Wednesday, 06 January 2021 09:57 EET

& 2021-01-06 EET & 00:00:15 & 1741 MB
34 3 Backup taken on Friday, 27 2020 13:39 EET

@ 2020-11-27 EET @ 00:01:34 & 4813 MB
33 >_ @ Hello, CLI world

@ 2020-11-25 EET @ 00:01:20 & 68.11MB

n Filter Options v

Profile

#1. Full site backup
Full site backup

#37.—
Full site backup

#8. Partial backup to Dropbox (v2 API)
Full site backup

#1. Full site backup
Full site backup

#8. Partial backup to Dropbox (v2 API)
Full site backup

#1. Full site backup
Full site backup

ID descending v 20 v

Status Manage & Download

O =5 (---]o
® [aww] g
® [aw]n
© [«--]o

& Manage remotely stored files
B Download Q, View Log n

O & Manage remotely stored files
o

This page isthe single place you can review all your Akeeba Backup backup history, as well as administer the backup
files. The bulk of the page consists of a standard Joomlal ™ list table. Each row represents a backup attempt and

displays awhole lot of information:

The check box Clicking the check box on the leftmost cell of arow selects this backup for an operation to be
column applied to it. Operations are activated by clicking on tool bar buttons. In case of an operation

alowing a single row to be selected, the topmost selected row is considered as the sole selection.
ID This is a unique numeric identified of the backup attempt. Y ou will only ever need to use it if

you are using the Akeeba Backup JSON API or the Joomlal command line client integration to

manage your site.

Frozen indicator

marked as frozen, the following will happen:

Its files cannot be deleted with the Delete Files button

It cannot be deleted with the Delete button

Y ou can mark important backups as "frozen", creating a protected record. Once arecord has been

For remote backups, you cannot delete the remotely stored archives

It doesn't participate in any quotas, local or remote including the obsol ete records quotas
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Description

Profile

Status

Displaysthe description you have set when you started the backup. If your backup has acomment
attached to it, an info icon will also appear. Hovering your mouse over the info icon will show
you a preview of that comment.

To theleft of the description there's an icon indicating the backup origin, e.g. Backend, Frontend,
JSON AP, CLI and so on. Hover over it to see what each icon means.

Below the description you will see the date and time of the backup. The date / time format,
timezone and timezone suffix are configured in the component's Options page.

In the same place below the description you will also see the duration of the backup in
Hours:Minutes: Seconds format, as well as the size of the backup.

Displays the numeric identifier (and description, if available) of the backup profile used during
the backup. It is possible that since the time of the backup the profile may have been modified
or even deleted!

Below it you will see the backup type. It indicates the backup type. A backup type may not be
provided if the backup profile has been deleted in the meantime.

Indicates the status of the backup. Hover over the icon to see what it means. It will be one of;

OK (Checkmark A complete backup whose backup archive is available for download.
on green

background)
Obsolete (Trash A complete backup whose backup archive is either deleted, or was
can on gray overwritten by another backup attempt.
background)
Note

If you move your backup output directory's location, all your
previous backups will appear as"Obsolete”, even though you might
have moved these backup files as well. This is not a bug. Akeeba
Backup internally storesthe absolute path to the backup files. When
you move the output directory its absolute path changes, so Akeeba
Backup is unable to locate the old backup files.

Remote I ndicates a compl ete backup which has been uploaded to remote storage (e.g.
(Clould on blue Dropbox, Amazon S3, CloudFiles and so on), but it is no longer stored on
background) your server. Y ou can fetch the backup archive backup to your server any time

(aslong as you haven't manually removed the file from the remote storage)
in order to restore it, clicking the Manage Remote Files link on the right-

hand column.

Note

Not al remote storage engines support fetching back backup

archives.
Pending A backup attempt which is still running. Y ou should not see any such record,
(Triangle unless abackup attempt started while you wereloading this page. Inthiscase,
onyellow you should not navigate to the Control Panel page! Doing sowould invalidate
background) the backup and wreck havoc. Y ou have been warned! Another reason to see

such an entry is a backup attempt which failed with a PHP fatal error, or
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which was abruptly interrupted (by the user or aPHP error). In this case, you
can safely delete the entry and get rid of the backup file as well.

Failed (Big X on A backup attempt which failed to complete.
red background)

Manage and Depending on the status of the backup it will show two or more buttons:

Download
« Download. Opens a popup which allows you to download the backup archive file(s) directly

from your browser. However, this is NOT recommended. The only guaranteed method of
downloading your backup archives error-freeisusing FTP or SFTPin BINARY transfer mode.
Anything else has the potential to CORRUPT your backup archives for reasons beyond our
control!

« Manageremotely stored files. If thefileis stored on aremote storage location, e.g. Amazon S3
or aremote FTP server, you will also see this button. Clicking on it will allow you to transfer
the files back to your server, download them directly from the remote location or remove them
from the remote storage.

» Upload to <remote storage name>. If Akeeba Backup failed to upload your backup archive to
remote storage you will be shown this button. Clicking it will have Akeeba Backup retry the
upload to remote storage.

e View Log. If your backup archive has a backup ID you will aso see this button. Clicking it
takesyou to the View Log pageto see the backup log file. If the backup statusis anything other
than OK this button will be grayed over as Akeeba Backup can't guarantee that the log file is
present. Hover your mouse over the button to get the Log file ID which you'll need inthe View
Log page to look for thislog file.

« Info. Clicking this button tells you if the backup archive is currently present on your server,
wheretofindit (relativeto your site'sroot directory) and what isthe name of the backup archive
file. This allows you to download the backup archive over FTP/SFTP as discussed above.

Clicking on the label of each column allows you to sort the backup entries by the contents of that column. By defaullt,
Akeeba Backup sorts the records by the time of backup descending, so that the newest backup attempts will appear
on top. Below the header there are four filter boxes. The first one allows you to filter by the backup description. The
other two allow you to select a date range so that only backups attempted within this date range will be displayed.
You can leave either of these boxes empty to alow an open start or end date respectively. The final box allows you
to filter by backup profile.

On the top of the page you can find atool bar with operations buttons.

The Import Archives button (Akeeba Backup Professional only) takes you to the Import Archives page which allows
you to import any ZIP, JPA or JPSfile, located anywherein your server or Amazon S3, in the Manage Backups page
in order to restore it on this or any other site.

The Actions drop-down button contains the actions which apply only on the selected backup records:
» Freeze record. Marks the selected backup records as frozen.
 Unfreeze record. Marks the selected backup records as no longer frozen.

» Restore (AkeebaBackup Professional only). Runstheintegrated restoration on thefirst selected backup record. This
feature can be used to restore your backup archive on the same server you backed up from or even adifferent server.

If you are using Akeeba Backup Core you can always restore your backup archives using Akeeba Kickstart. Please
consult the video tutorials on our site.
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» Delete files. Removes any backup archives and log files from your server. If you are using Akeeba Backup
Professional, it does not delete any archive files stored remotely; you need to use the Manage remotely stored files
button instead.

» Delete. Same as Delete files but also removes the backup record itself from the database.

Note

If you are interested in restoring your backup archives and your site is inaccessible or you're using the free
Akeeba Backup Core edition, you can use Akeeba Kickstart to extract the archive and restore it on their
server. The procedure is detailed in our Video Tutorials.

I mportant

Integrated restoration isonly supported for Full Site and Files Only backup archives. Trying to useit with any
other type of backup files will ultimately result in an error. This feature is available only to Akeeba Backup
Professional - the paid version. Users of the Akeeba Backup Core version can follow our video tutorials to
easily restore their backups using Kickstart.

Backup description / comment editor

D

46

Description * Backup taken on Sunday, 11 April 202119:10 EEST

Commer

Frozen

Profile

Origin

Status

nt*

//
= .

#1: Full site backup

Backend

Finished

Backup Start Time 2021-04-1119:10:37

Backup End Time 2021-04-1119:12:08

Clicking on the description of a backup record or selecting it and clicking on the Edit button in the toolbar will open
the View / Edit backup comment page.

You

can see some basi ¢ information about the backup record you are editing. Y ou can change its description, comment

and its Frozen status.

3.5.1. Integrated restoration

Warning

Using the integrated restoration you are OVERWRITING your site with the one contained in the backup
archive. The same precautions apply as with any backup restoration.

Note

Thisfeature isonly available in the Akeeba Backup Professional edition.
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Restoring a backup from inside Akeeba Backup itself requires that the backup is of the type “Full site” or
“All configured databases (archive file)” and that the backup archiveis stored on your server (not in remote
storage). If your backup archive is stored remotely you will need to fetch it back to your server using the
Manage remotely stored files feature documented further below.

The integrated restoration feature allows you to easily restore a previous backup directly on your server, aslong as
your backup archive still exists on your server of course. The wholeidea behind thisfeatureisthat it isnot necessary to
manually download Kickstart, placeit in your site's root and move the backup archive from the output directory to the
site's root in order to perform the restoration. Instead, the integrated restoration feature takes care of extracting your
backup archive directly from the backup output folder into your site's root and then allow you to run the embedded
installer (ANGIE) to complete the restoration procedure.

The communication between your browser and the archive extraction script uses a randomly generated secret key
which prevents random people from abusing this feature to upload arbitrary code to your site and/or interfere in the
backup restoration process. They secret key isonly active during therestoration. When the filewith the secret key isnot
present the extraction script iscompletely inerti.e. it refusesto accept any commands. The key istransmitted verbatim.
Asaresult you need to use HTTPS on your site and a trusted connection (your home / office Internet connection or a
VPN as opposed to a public, shared Internet connection) for security resons.

In order to start an integrated restoration begin by going to the Manage Backups page of the component. In that page
check the checkbox next to the backup you want to restore and click the Restore button in the toolbar to will run the
integrated restoration feature for the selected archivefile.
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Theintegrated restoration setup page

& Control Panel ? Help

A Restoring a backup will replace your site with the site snapshot contained in the backup archive. Any changes made to your site since the time of the backup will be /ost
forever. Please double check that you are restoring the correct backup archive.

Backup #47 will be restored

Description Backup taken on Sunday, 11 April 2021 21:21 EEST
Backup Start Time 2021-04-11 EEST

Files extraction method

Files extraction method Write directly to files v
Tip: In order to restore to a remote server select the "Use the FTP layer" option and supply your remote server's FTP connection information in the FTP

Layer Options below.
Use the Hybrid option and give the current site's FTP connection information if the restoration fails with unwriteable files.

Delete everything before extraction No

Tries to delete all existing files and folders under your site's root directory before extracting the backup archive. It DOES NOT take into account which
files and folders exist in the backup archive or which files and folders are excluded during backup. Files and folders deleted by this feature CAN NOT be
recovered. WARNING! THIS MAY DELETE FILES AND FOLDERS WHICH DO NOT BELONG TO YOUR SITE. THIS FEATURE IS ONLY MEANT FOR
VERY EXPERIENCED USERS WHO UNDERSTAND THE RISKS. USE WITH EXTREME CAUTION. BY ENABLING THIS FEATURE YOU ASSUME ALL
RESPONSIBILITY AND LIABILITY. FURTHERMORE YOU WAIVE ANY RIGHT TO REQUEST SUPPORT FROM AKEEBA LTD.

*D Start Restoration

Timing settings (advanced)

Minimum execution time (seconds) 0 S

Each files extraction step will not return for this many seconds. Set higher than the maximum setting below to add “dead time" in each step, reducing
resource usage

Maximum execution time (seconds) 5 <

Files will be extracted for at most this many seconds in each step. Increase to make extraction faster. Decrease to prevent server timeouts.

Whenyoufirst start theintegrated restoration feature, you are presented with afew settings. Thefirst setting, appearing
above the Start Restoration button, determines how the file extraction will be performed. The available options are:

Writedirectlyto  All files will be extracted directly to their final location using direct PHP file writes. If your
files permissions settings do not allow some files or directories to be created/overwritten the process
will fail and your site will be left in a half-restored state.

Use FTPuploads Using this method, each file isfirst extracted to the temporary directory specified by the current
profile and then moved to its final location using FTP. Thisis a"best effort" approach and can
work with most servers. Do note that only unencrypted FTP (plain FTP) is supported. If you
choose this option, you'll also have to specify the FTP connection settings.

Tip

Y ou can use this option to restore abackup on adifferent site. Just select this option and

provide the FTP connection detailsto the other site before clicking on Start Restoration.
Hybrid This mode combines the previous two in an intelligent manner. When selected, Akeeba Backup

will first attempt to write to the files directly. If thisis not possible, i.e. due to permissions or
ownership of thefile or folder being extracted, it will automatically make use of the FTP mode to
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overcomethe permissions/ ownership problem. It effectively works around a situation commonly
called "permissions hell", where different files and folders are owned by different users, making
it extremely difficult to overwrite them. This is a situation which happens very commonly on
shared hosting. Therefore we strongly advise clients on shared hosting environments to use
the Hybrid option.

Note

You MUST supply your FTPinformation for this mode to have any effect. If you do not
do that the Hybrid mode will function exactly as the "Write directly to files" mode.

Thedefault modeiswriting directly to files, unlessyour site's Global Configuration indicatesthat the FTP layer should
be used in which case the Hybrid mode is selected by defaullt.

In the event that a partia restoration happens, your site will be left in a semi-restored state. Trying to access it will
pop up the restoration script (ANGIE). If you want to retry the restoration using different settings, please remove the
i nstal | ati on directory from your site's root manually, for example using FTP, before trying to access your site's
administrator back-end.

The Delete everything before extraction option only appears if you have enabled the respective option in the
component's Options page. ThisisaVERY dangerous optionswhich tells Akeeba Backup to try and delete all existing
filesand folders under your site'sroot directory before extracting the backup archive. It DOES NOT take into account
which files and folders exist in the backup archive or which files and folders are excluded during backup. Files and
folders deleted by this feature CAN NOT be recovered.

Warning

THIS MAY DELETE FILES AND FOLDERS WHICH DO NOT BELONG TO YOUR SITE. THIS
FEATURE IS ONLY MEANT FOR VERY EXPERIENCED USERS WHO UNDERSTAND THE
RISKS. USE WITH EXTREME CAUTION. BY ENABLING THIS FEATURE YOU ASSUME ALL
RESPONSIBILITY AND LIABILITY. FURTHERMORE YOU WAIVE ANY RIGHT TO REQUEST
SUPPORT FROM AKEEBA LTD.

If you chose to use the FTP or Hybrid mode, there are some connection settings you have to take care of. Do note
that they arefilled in with Joomlal's FTP layer settings by default. Unless you chose not to store your FTP password
in Joomlal's configuration or if you have not configured the FTP layer yet, there is no need to change them. The
settings are:

Host name Thehost name of your site's FTP server, without the protocol. For example, f t p. exanpl e. com
isvalid, ft p: //ftp. exanpl e. comisinvalid.

Port The TCP/IP port of your site's FTP server. The default and standard value is 21. Please only use
adifferent setting if your host explicitly specifies a non-standard port.

User name The username used to connect to the FTP server.

Password The password used to connect to the FTP server.

Initial directory The FTP directory to your web site's root. This is not the same as the filesystem directory and
can't be determined automatically. The easiest way to determine it is to connect to your site
using your favourite FTP client, such as FileZilla. Navigate inside your web site's root directory.
Y ou'll know you are there when you seethefileconf i gur at i on. php and directories such as
adm ni strat or, conponent s, | anguage in that directory. Copy (in FileZilla it appears
on theright hand column, above the directory tree) and paste that path in Akeeba Backup's setting.
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At the bottom of the page you will find the Timing settings (advanced) settings. These settings control the extraction
process and work the same way as the respective settings for taking a backup. If you find that the extraction fails you
may want to use a minimum execution time of 7 seconds and a maximum execution time of 2 seconds (yes, max is
less than min) to create aroughly 30% duty cycle.

The whole process is fully automated, so there is not much to tell you about it. However, you must not that in order
for the restoration procedure to work properly you must take care of the following:

1. Thisfeatureisdirectly calling theadmni ni strat or/ conponent s/ com akeebabackup/ rest ore. php
script. If you have a server-side protection, i.e. .htaccess rules, or permissions settings which prevent thisfile from
being called directly the process will fail.

Security note: The restore.php file is of no use to potential hackers. In order for it to work at al, it requires the
restorati on. php file (more on that on the next point of this list) to load. Even then, it expects a key which
is not predefined and is only known to the r est or e. php script and the integrated restoration page of Akeeba
Backup. Asaresult, it can't be used as a potential attack vector.

2. Before the restoration begins, Akeeba Backup needs to create the admi ni strator/conmponents/
com akeebabackup/ rest or ati on. php filewith all thearchive extraction setup parameters. Itisintelligent
enough to use Joomlal's FTPmodeif it isenabled so asto overcomeany permission problems, but you are ultimately
responsible for ensuring that the permission settings are adequate for Akeeba Backup to create thisfile.

If you have disabled Joomlal's FTP layer, the permissions of the admi ni strator/conmponents/
com akeeba directory should be 0777 for the integrated restoration to work, or 0755 on hosts which use suPHP.
Y ou can change these permissions after the restoration is over, of course.

If you are using Joomlal's FTP layer and it was active when you wereinstalling Akeeba Backup, you'll need to give
this directory at least 0755 permissions, but you may have to manually remover est or ati on. php (but NOT
rest or e. php!!!) after the site restoration is over.

3. When the extraction of the backup archive finishes, you will be automatically forwarded to the Akeeba Backup
Restoration Script page on anew tab or window. DONOT CLOSE THE INTEGRATED RESTORATION PAGE'S
TAB/WINDOW! After you have competed the Akeeba Backup Restoration Script process you are supposed to
return to the Integrated Restoration page and click on the Finalize button to:

» removethei nst al | ati on directory from your site's root, and

» remove the adni ni st rat or/ conponent s/ com akeebabackup/ rest orati on. php setup file to
nullify the, already non-existent, potential risk of a malicious user abusing this script.

3.5.2. Manage remotely stored files

Note

Thisfeature is only available in the Akeeba Backup Professional edition

Akeeba Backup Professional allows you to set up so-called post-processing engines. They tell Akeeba Backup to
upl oad the backup archivesto remote storage such as cloud storage providers, FTP/SFTP servers and so on. Depending
on the post-processing engine you have you can manage the files stored on the remote location. Y ou can do that by
clicking on the Manage remotely stored fileslink on the far right of supported backup recordsin the Manage Backups
page. Clicking on that link opens a modal dialog with the options compatible with your backup archive.

Please note that not all of the following features may appear in the dialog. It depends on the remote storage engine
used for the backup record.
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I mportant

If you change the remote storage settingsin your backup profile— e.g. adifferent remote storage provider or
storage account (which doesn't have accessto the samefiles), adifferent bucket / container / drive, adifferent
directory etc — the Manage Remote Stored Files actions may fail. Akeeba Backup only stores the type of
remote storage engine used and the path to the file in the remote storage in the database, not the settings to
connect to the remote storage provider.

The" Manage Remotely Stored Files' page

Manage remotely stored files X

Remotely stored files management

W Delete

Download to your desktop

B Part #0

m I| |

The Fetch back to server button will automatically download the backup archive from the remote location and store
it again on your server. Thisis typically necessary when you want to restore a backup archive: you can only restore
backup archives stored locally on your server. Please note that this requires download privileges for the third party
storage service user you have set up in the backup profile. If you are using a service with fine-grained access control
such as Amazon S3 it is possible that this will fail. Also make sure that you have adequate free disk space on your
server for the operation to complete.

The Delete button will permanently delete the archives from the remote storage. There is no confirmation. Once you
click this button, your remotely stored files will be removed.

Finally, there are links under the Download to your desktop header. Clicking on them will instruct your browser to
download the respective backup archive's part directly to your PC. Thisisnot available for all storage engines. For the
FTP and SFTP engines this may fail, depending on the capabilities of your browser (for example: as of 2020 Google
Chrome has removed support for FTP and will fail to download files over FTP). Do note that the backup archives are
transferred directly from the remote storage to your PC. They are not stored to your site's server. If you want to store
them to your server, use the Fetch back to server button instead.

If none of the above options are available, Akeeba Backup will display an error message telling you that no actions
areavaiable. In that case, just close the modal dialog.
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After finishing your remote files administration, please close the modal dialog by clicking on the X button on its top-
right corner. When you to that your browser will reload the Manage Backups page. While the page is reloading the
changes you made WILL NOT be visible. Thisis not a bug, it is the way it is meant to be and the reason why the
page is automatically being rel oaded.

3.5.3. How the Manage Backups page works with local and remote
backup archive files and where quota management fits in

This is a longer page explaining the non—obvious connection between what you see in the Manage Backups page,
locally and remotely stored files and the Quota settingsin the Configuration page of each backup profile. Thisisbased
on numerous conversations we've had with clients, taking into account their challenges, questions and considerations.
We hope it will shed some light on why certain things are implemented they way they are and exactly how they work.

The Manage Backups page lists backup attempts, not files

Akeeba Backup keeps a history of all of your backup attemptsin your site's database. Thisiswhat is displayed to you
in the Manage Backups page, not the backup archives on your server or remote server.

There are several reasons for this. Having the information of all in—progress, successful and failed backups allows to
implement features beyond taking a backup from the backend of the site where we are guaranteed to have a working
user session. For example, this allowed us to create the front—end backup URL and the Akeeba Backup JSON API
which can be used to schedule backups using services external to your site, running without the need for a logged
in Joomla user.

Furthermore, this implementation is much better for performance. Querying the database records for a thousand
backups takes less than 0.2 seconds. Querying the local filesystem for this many backup records takes about 1 second.
Querying a remote storage service takes several minutes. The only way to have a workable Manage Backups pageis
to query database data; anything else would either time out (making the page completely unusable) or would be so
slow that it would be practically unusable.

Local vs Remote files

Each backup record saves, among other things, the directory on your server where the backup archive was created in,
the base name of the backup archive and the remote path (remote storage service type, path and filename); the latter
isstored only if you have set up a Post-processing Engine other than None in the Configuration page and only applies
to Akeeba Backup Professional.

By default, Akeeba Backup will create your backup archive on the same server the backup is running. This is
intentional. Creating a backup archive requires being able to not only append to the archive file but also go back and
change things towards the start of the backup archive (the very beginning of the first part) where the total number
of files, the total compressed and uncompressed size of these files and whether this is a multi—part backup archive
information is stored. Both of these features are only supported when dealing with files on your server, i.e. local files.

The backup archive file or, in the case of a multi—part backup archive, the part files of the backup archive file can
be optionally transferred to remote storage based on your configured Post-processing Engine options. The files stored
outside of your server are called remote files.

It is possible for a backup record to have only local files (its status is shown as OK), only remote files (its status is
shown as Remote), both (its status is a so shown as OK) or neither (its status is shown as Obsolete).

Whether local files exist is something which is determined every time you access the Manage Backups page. As noted
above, thisis avery cheap operation which only takes fractions of a second.

Whether remotefilesexist issomethingwhichisONLY updated when you manage thosefilesthrough AkeebaBackup.
That isto say, if you delete your remotely stored backup archive files outside of Akeeba Backup your backup recordin
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Akeeba Backup's Manage Backups page will STILL appear as Remote, indicating there are remotefiles. Thisisnot a
bug. As explained, trying to do otherwise would take a very long time and make the Manage Backups page unusable.

Deleting files: local vs remote

The Delete Files button in the Manage Backups page only deletesthelocally stored files. Likewise, the Delete buttonin
the Manage Backups page will only delete locally stored files and the backup record itself; it won't touch the remotely
stored files. This happens for several reasons.

The least important of all reasons isthat deleting aremotely stored backup takes alot of time. If you have aremotely
stored backup with dozen of partsit would time out. That's why the Manage Remotely Stored Files page hasthislarge
spinner and rel oads several timeswhen you have aremotely stored backup archive consisting of many parts (therefore
many files which need to be deleted one at atime).

However, thisis not the most important reason. That could be worked around. What cannot be worked around is the
need to manage locally and remotely stored files separately from each other and remotely stored files separately from
backup records. It's easier to give you two common use Cases.

Y ou start taking a backup. The backup does complete successfully but the files are not transferred to remote storage
because of atemporary network issue, the remote storage service is down or you had used the wrong credentials. At
this point the backup archive is stored locally. Y ou can rectify the error and use the Manage Remote Files to upload
the backup archives to remote storage. Now you have both local files and remote files. One of the points of storing
backups remotely is that you don't want them taking up space on your web server. If you cannot delete the locally
stored files without deleting the remotely stored filesyou'd have to use FTP/SFTPto do that, therefore Akeeba Backup
would not be the one and only administration interface you need for your backups which beats the reason for having
itin thefirst place. Therefore, having local and remote files managed separately solves this problem.

It's also possible that you want to delete the backup record from your database but keep the backup archive stored
remotely. Here's an example from our own use case. Before July 2019 we were issuing invoices ourselves instead of
using athird party service. We are legally required to keep copies of these invoicesfor at least seven years, preferably
ten (7 is the minimum set by law, 10 is the recommendation of the tax office in case they have a case that dragged on
dueto bureaucracy). We need to keep that July 2019 backup until at |east 2029. However, wedon't want it to belistedin
our backend to prevent accidental restoration to aversion of the site that won't even run correctly on our current server.

There are many use cases like that where people want to keep an old version of the site in remote storage but not let
another less experienced administrator try to restoreit, breaking everything. Theway to handleit isdeleting the backup
record without deleting the remotely stored files. If we deleted the remotely stored files when deleting the backup
record you'd have to use a database client such as phpMyAdmin to achieve that which would again be a problem as
you cannot manage your backup records with just Akeeba Backup.

Having backup records and local files managed independently from remotely stored files solves these problems.

Asto why locally stored backups are deleted together with the backup record, it once again comes down to the same
requirement to have Akeeba Backup as the sole tool necessary to manage backup records and backup files. If you
delete a backup record without deleting the locally stored file you won't know that there's something taking up space
or how to delete it.

Y ou might wonder, why not do that for remote stored files too? Apart from the use cases we gave you above, there'sa
big difference to the context of locally and remotely stored files. Locally stored files take up space on your web server
where space comes at a premium. Remotely stored files are stored on far cheaper external storage. Locally stored files
areonly required if you want to restore your site (i.e. they are “hot” files). Remotely stored files are used for archiving
backupsin case you need them (they are“ cold” files). It makes senseto treat hot and cold file storage pools differently
since the context of storing afilein each one of them is different.

You can of course delete the remotely stored archive files or move files between local and remote storage using the
Manage Remotely Stored Files in the Manage Backups page. That's why this feature exists. You can delete remote
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files, download remote files back to your server (remotefilesto local files) and uploading archive files stored on your
server to the remote storage (local files to remote files).

Quota management

Akeeba Backup offers afeature called Quota Management. It can automatically delete old local and remote files you
don't need at the end of the backup process.

Quota management works on the backup records in the database, not the backup archivefiles. In other words, Akeeba
Backup will NOT check the contents of your backup output directory for local files or the folder of the configured
remote storage for remote files when processing quotas. It will trust what is stored in its database. There are, again,
many reasons for that.

Beyond the performance issues we already mentioned, it is possible that different backup profiles or even different
sites share the same backup output directory or remote storage directory. If quotas were applied on files stored on
disk / remote storage you would never be able to have different quota settings per backup profile or even different
guota settings across files. According to our experience thiswould lead to backup archives you need to end up getting
automatically deleted. A backup gone when you do not expect it is a disaster waiting to happen. That's another reason
we erred on the side of caution.

Quotas are not a substitute for manual management. They are an optional feature on top of manual backup archive
management. They allow you to implement a custom retention policy for backup archives and backup records.

In fact, backup files quota management and backup record quota management are separate and work independently.
Y es, this means that you can shoot your feet since quota management requires the backup records of said backups
to exist in the database to figure out what to remove and you can accidentally configure Akeeba Backup to remove
these records, essentially making the quotas never fire. There is method to what on first glance appears to be madness.
We implemented it this way because it also gives you far greater flexibility. In the end of the day we follow the
time-honored UNIX dogma that the user is a responsible adult in ultimate control. Our software won't question your
intentions, it will execute your instructions with precision and efficiency.

For example, you may choose to retain remotely stored backup archivesfor the last 30 days and the 1st of each month
but also remove backup records older than the last 45. Assuming daily backups, this lets you see when backups were
taken in the last month and a half, making sure backups were not skipped due to a scheduling problem. It also lets
you keep the first of the month backup archives (typically, for regulatory reasons) without seeing them in the Manage
Backups page (so you don't accidentally mess up and restore a backup that shouldn't be restored).

3.6. Import archives

Note

Thisfeature is only available in the Akeeba Backup Professional edition

Sometimes you may have accidentally deleted a backup record from the Manage Backups, or simply want to restore a
backup file taken from another site. Normally, the only way to do that isto upload the archive file and Kickstart to your
site and launch the restoration process from there. However, there are use cases where this may not be convenient, e.g.
when you want to make a backup available for restoration by a non-technical client who can't reasonably use FTP.
Thisiswhere Import Archives comesin.

Thisfeature allows you to find archives stored anywhere on your hosting account and import them as backup records
in Akeeba Backup, visible in its Manage Backups page. This means that you can upload backup archives anywhere
in your site'sfolder structure, or even in adirectory outside your site's root and Akeeba Backup will be able to import
them. All backup archives are imported as backup records of the default backup profile (profile with ID #1) and can
be restored just like any other backup archive.
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In order to launch this feature, go to the Manage Backups page and click on the Import archives button in the toolbar.
A new page appears which lets you select a directory. Alternatively, go to the Control Panel page and click on the
Import archives button.

Tip
You also have the option to import archives from Amazon S3. Click the Import Archives from S3 button

directly above the directory selection box. It will take you to adightly different page where you can enter the
connection credentials to your S3 account and allow you to browse for ZIP, JPA or JPSfiles to import.

The" Import archives' page

& Control Panel ? Help

Are your archives stored on Amazon S3? Click here to download and import them in a single step!

& Import Archives from S3

Directory [ROOTPARENT]/backups/dev3
Select a directory containing backup archives
Q_ Scan for files

Use the Browse... button to open an interactive folder browser in a modal dialog. Navigate to the directory which
contains the uploaded backup archives and click on the Use button. The dialog closes and you can now click on the
Scan for files button to let Akeeba Backup search for backup archives inside that directory. You are presented with
anew page, listing the discovered backup archives.

Importing discovered archives

€ Control Panel ? Help

Directory

few_files----joomla-3x-dev3.local.web-20201201-102333.jpa
few_files--dev3.local.web-20201201-102417.jpa
few_files-507-panama-dev3.local.web-20201201-102813.jpa

Archive Files Detected

site-dev3.local.web-20200926-193603.jpa
Please select the files to import. Hold the CTRL or Command key while clicking on the files in order to make a multiple files selection

B Import the files

Select the backup archive you want to import by clicking on them. If you want to select multiple files, Control-click
(Windows, Linux) or Command-click (Mac OS X) the archive you want to import. After that, click on the Import the
filesbutton. After ashort while AkeebaBackup takesyou back to the Control Panel page with amessagethat theimport
operation completed successfully. Y ou can now click on the Manage Backups (formerly "Administer Backup Files")
button to view the newly imported backup archives. Y ou can now download or restore the imported backup archives.

3.7. Import archives from S3

This feature works very similarly to the discover and import archive feature. The main difference is that whereas the
import archive feature is used to import archives stored on your server, the Import archives from S3 featureis used to
import archives stored in the Amazon S3 storage service, even if you haven't used the application to store them there.

Start by entering your Access Key and Secret Key inthefields and click on the Connect to S3 button. The page reloads
and you see anew drop-down listing all your S3 buckets. Select a bucket and click on the Change bucket button. Y ou
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now see alist of subdirectories and files in your bucket. Just navigate inside the directory containing your backup
archives and select the backup archive you want to import. That'siit!

3.8. View Log

The View Log option allows you to download or view the log from a recent backup operation. This information may
be useful in diagnosing problemsiif you are having a problem completing a backup.

Note

The verbosity of the log file is controlled by the Log Level option in the Configuration page. If you had set
thisto alower level (None, Errorsonly, Errors and Warnings) it may not be very useful. In this case you need
to set thelog level to All Information and Debug and retry your backup to collect more information.

Selecting an origin
< Control Panel ? Help

Please choose a log file to display: | - Select a backup origin -

Thefirst page allows you to select alog file to display. Each option in the drop-down is a backup origin followed by
the backup ID in parentheses. If you are not sure which backup is the one you're looking for you can always go to
the Manage Backups page, find the backup there and click the View Log button next to it. This way you will bypass
this selection drop-down.

Thistakes you to the View Log visualization page.

View Log

< Control Panel ? Help

Please choose a log file to display: | Backend (46) v X Download log file

[210411 21:21:42] *** Batching successive steps (nesting level 1)

[210411 21:21:42] Kettenrad :: Switching domains

[210411 21:21:42] Switching to domain init, class Init

[210411 21:21:42] Akeeba\Engine\Core\Domain\Init :: New instance

[210411 21:21:42] Kettenrad :: Ticking the domain object

[210411 21:21:42] Kettenrad :: Domain object returned without errors; propagating
[210411 21:21:42] Kettenrad :: Break flag status: no

[210411 21:21:42] ----- Finished operation 1 ------

[210411 21:21:42] Kettenrad :: Ticking the domain object

[210411 21:21:42]
[210411 21:21:42] Akeeba Backup rev7B4F15E (2021-04-07)
[210411 21:21:42]
[210411 21:21:42] --- System Information ---

[210411 21:21:42] PHP Version :7.4.14

[210411 21:21:42] PHP OS :Darwin

[210411 21:21:42] PHP SAPI :fpm-fcgi

[210411 21:21:42] OS Version :Darwin

[210411 21:21:42] DB Version :8.0.23

[210411 21:21:42] Web Server :Apache/2.4.46 (Unix) OpenSSL/1.1.1i

[210411 21:21:42] Joomla! version :4.0.0-beta7

[210411 21:21:42] User agent :Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3
Safari/605.1.15

M1INAAT1 A1.41.471 Cnfn nn A .
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If you wish to ask for support, you must download the raw log (atext file). Just click on the Download L og File button.
Please do not copy and paste the text appearing in the log viewer, do not take a screenshot, do not save the page source
as a PDF. We need the text log file to help you.

Warning

When asking for support, make sure that the Log Level was set to "All Information and Debug"” in the Basic
section of the Configuration page before backing up. Otherwise the log will not help us help you.

If the backup log file is too big you will see warning about it and you will need to click on the Show log button to
display the log file. Once you do that the message will be replaced by the log viewer areas. Each lineis preceded by a
time stamp, in the format YYMMDD hh:mm:ss (that's year, month, date with two digits, a space and time in 24-hour
format). Thetime stamp isinthe GMT timezone. Each lineis colour coded, for your convenience. Debug information
isinsmaller, grey type. Normal information isin black type. Warnings appear in bold yellow letters. It isimportant to
read them as they convey information about skipped directories or other things that will be missing from the backup
archive. If any errors occurred, these appear in bold red type.

Whenever you report bugs, all of theinformation in the log is absolutely necessary. In order to reveal aslittle sensitive
information as possible, whenever afile path hasto belogged, your site'sroot folder isreplaced with the string '<root>".
Keep thisin mind when reading warnings and errors.

Tip

If you have afailed backup but do not understand what the log file tells you, Akeeba Backup can try reading
it and tell you what it thinksis going on. Just go to the Control Panel page, click on Troubleshooter - ALICE
and select the log file with the same ID as the one you were viewing in the View Log page. Akeeba Backup
will figure out what the log means and give you a better idea of what is going on. Please note that you
should only do that for failed backups and only if the Log Level in the Configuration setting is set to “All
Information and Debug”. Trying to process successful backups or backupswith alower log level will confuse
the troubleshooter and the response you get will be useless and invalid.

4. Include data to the backup

Note

Thisfeature is available only in Akeeba Backup Professional.

By default, Akeeba Backup automatically includes the whole database of your Joomlal ™ installation as well as all
the files under your site's root in the backup set. Sometimes you want to include a different database or files you have
placed above your site'sroot for increased security. Akeeba Backup Professional can cope with that need by providing
you with handy datainclusion filters.

| mportant

You DO NOT need to add your site's root or your site's database to the backup. These are always added
automatically and they are not listed in the Multiple Databases Definitions or Off-site Directories Inclusion
pages.

4.1. Multiple Databases Definitions
Note

Thisfeature is available only in Akeeba Backup Professional
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Sometimes your site may use more than one databases. Taking a full site backup requires backing up those external
databases too. Normally, Akeeba Backup only backs up the tables from your Joomlal database. The solution to this
problem is the Multiple databases definitions option of Akeeba Backup. You can define an unlimited number of
additional MySQL databases which will get to be backed up (and restored) along with your regular Joomlal database.

Im portant

Please note that you do not need to and, in fact, must not use this feature to add the main database of your

site (the one used by Joomla! itself). The main database of your site is backed up automatically. If you ignore

thiswarning and add your main database as an additional database in this page you will cause errorsduring

therestoration of your site.
Moreover, you should not confuse the term "database" with your Joomlal ™ tables. It is possible that asingle database
containstablesfor the current Joomlal ™ site, tablesfrom athird party script, tables from another Joomlal ™ site onthe
same server (e.g. asubdomain) and so on and so forth. Asfar as Akeeba Backup is concerned, all of those tables exist
in the same database regardless of their prefix. Unlessyou tell it otherwise, it will backup ALL tables of the database.

Finally note that adding an empty database (one which has no tables) will result in backup errors.

Note

The settings on this page are defined per backup profile . Make sure you have selected the correct backup
profile in the Control Panel page.

Multiple Databases Definitions

& Control Panel ? Help

Active Profile: #38 Demo profile

Database server host name Database name

ﬂ localhost dev3

Atfirst, you are presented with agrid view, listing all database definitions. On theleft of each entry, therearetwo icons:
» Trashcan (red background). Clicking on thisicon will remove the current database definition.

» Pencil or Add (blue background). Both will open the database definition editor: the former to edit the database
definition, the latter to create a new one.
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Multiple Databases Definitions - The editor

Edit X

Database driver

MySQLi v

Database server hostname

localhost

Database server port

Username

dev3

Password

Database name

dev3

Prefix

dev3_ ’

% Test Connection ’ Save ’n Cancel ’

The database definition editor opens as a dialog box inside the multiple databases definitions page. The options you
can select for each database are;

» Databasedriver. You can select which database driver Akeeba Backup will use to connect to the database. Y our
options are:

e MySQLi. This is PHP's standard MySQL connection driver (the name stands for MySQL Improved). We
recommend using it for MySQL, Percona and MariaDB databases on most server.

* MySQL (PDO). Thisisthe alternative modern MySQL connection driver (the name stands for MySQL — PHP
Data Object). Thisisfor some servers which do not include MySQL.i support but do include PDO support.
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» Database server hostname. The host of your database server. Usually it's | ocal host , but many hosts use
something different. If in doubt, ask your host. Please remember that for MySQL serversthe settings| ocal host
and 127. 0. 0. 1 are NOT the same. The first means "connect using a socket or named pipe" the second means
"connect using TCP/IP networking". If you are on Windows they have a massive performance difference as well.

» Database server port. Leave it blank, unless your host has told you to use a non standard port for connecting to
their database server. The default TCP/IP port for MySQL is 3306. If noneis specified thisis what Akeeba Backup
will try to use.

» Username. The username of the database user needed to connect to the database.
» Password. The password of the database user needed to connect to the database.
» Database name. The name of the database you are connecting to.

 Prefix. The prefix used in the table name's prefixes. MAJOR PITFALL : Please do not leave the Prefix field blank
if you intend to use the Database Table Exclusion feature to exclude tables or table data of this extra database from
the backup. If you don't want to use areal prefix, please use a "fake" prefix, e.g. t hi sl sAFakePrefi x_,to
keep the Database Table Exclusion feature happy and functional.

Some hosts use your account name as a prefix for the database and username. This is not the same as the Prefix
setting above. That database and username prefix is actually part of the actual database and username that you need
to fill into this page. For example, you're hosted under the account namef oobar and you create adatabase mydat a
and a user myuser . Your host displays a prefix f oobar _ on the left of the edit boxes where you entered the
database and user names. This means that your REAL database name isf oobar _nydat a and your rea username
isf oobar _myuser . Thisisespecialy true for accounts hosted in cPanel and Plesk powered hosts. It goes without
saying that your password does NOT take aprefix. If in doubt, please contact your host. We can't guesstheright values
for you because we are not your host. If you ask your host to give you the connection information to your database,
they must be able to do so - except for the password which they obviously cannot see for security reasons.

When you think you have all the connection information ready, click on Test Connection. Thiswill check all settings
except the Prefix. The connection test will tell you if it succeeded or failed.

If your connection works properly, it'stime to save your changes by clicking the Save & Close button. The top panel
will briefly display a"loading” message and the dialog box will go away. That was it, your extra database definition
is now saved.

4.2. Off-site Directories Inclusion
Note

Thisfeature isavailable only in Akeeba Backup Professional

It's very likely that advanced site owners will place files outside the site's root to prevent web visitors from having
direct accessto thosefiles. Thesedirectoriestypically contain filesthat need complex access control and are, therefore,
only made avail able for download through PHP code, e.g. adownload manager extension for Joomlal. AkeebaBackup
Core will only backup files under the site's root, which would make these files impossible to backup.

The solution to that problem is the Off-site Directories Inclusion feature of Akeeba Backup Professional. Using this
feature you can tell AkeebaBackup to look for filesin arbitrary locations outside the site's root and include them in the
backup archive. All the directories included with this filter will be placed in the archive as subdirectories of another
folder, in order to avoid directory name clashes. We call this parent folder the "virtual folder".

For example, let's say you want to backup an off-site directory named i mages. If we weren't using the virtual
folder its contents would end up being backed up inside the Joomla! i mages directory. Thisis not desirable. If your
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virtual folder iscaledmy_of fsite_i ncl udes , thisdirectory would end up being backed up as something like
ny_of fsite_includes/123ABC-i mages . Notice the stuff and the dash before the actual directory name?
Thisisasmart feature which allows you to backup many directories that have the same name. Y ou could, for instance,
backup two directories named i nages , confident that there would be no name clash inside the archive.

Since keeping track of these folders is a pain, Akeeba Backup includes ar eadne. t xt text file inside the virtual
folder which tells you which backed up folder corresponds to which physical folder, making it easy for you to restore
these directories to their rightful place.

Moreover, ANGIE -the restoration script included in the Akeeba Backup archives- can semi-automatically restore the
off-site directories to their original location. Y ou will need to confirm the destination directory or, if you don't want
to do this, just tell it to skip over that directory.

I mportant

You MUST NOT add your site'sroot as an off-site directory inclusion. Akeeba Backup already adds
the contents of your site's root to the backup. If you manually add your site's main directory as an off-site
directory inclusion you will be backing up the same files twice, doubling your backup size. For the same
reason you must not add an folder already under the site's root as an off-site directory inclusion: you'd be
backing up files already backed up, bloating the backup size.

Finally note that if your backup output directory is somewhere under your site's root (this is the case with
the default backup output directory) and you add your site's root as an off-site directory using this feature
your backup will fail. That's because Akeeba Backup won't know that your backup output directory is under

the off-side directory you included, therefore it will try to back up the output folder. Thiswill try adding the
backup archiveit'swriting to into itself which will cause all sorts of problems and ultimately abackup failure.

Off-site Directories Inclusion

& Control Panel ? Help

Active Profile: #38 Demo profile

Directory Virtual subdirectory

ﬂ [ROOTPARENT]/certificates MOU1TZhS-certificates

At first you are presented with agrid view, listing all the off-site inclusions you may have already added. Next to each
row and on the left hand side of it you will find two icons:

» Thetrashcan (red background). Clicking on thisicon will remove the current directory definition from the backup
set.

 Pencil or Add (blue background). Both will toggle the row to edit mode: the former to edit the directory definition,
the latter to create a new one.
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Off-site Directories Inclusion - Edit mode

& Control Panel ? Help

Active Profile: #38 Demo profile

Directory Virtual subdirectory

) [ROOTPARENT]/certificates MOU1TZhS-certificates

When arow enters the edit mode, the pencil icon changes to two different icons:
» The checkmark (blue background). Clicking on thisicon will save any changes you have made.
» Cancel (yellow background). Clicking it will abort any changes you have made.

Y ou will also observe that the path to the external directory has also turned to an edit box with afolder icon on its|eft.
You can type in the absolute path to the external directory using the edit box, or click on the folder icon to launch a
visual folder browser, much like the one you use to select an output directory in the component's Configuration page.
If you choose to use the edit box, you can use the following variables:

e [SITEROOT] is the absolute path to your site's root. Y ou should never use this for the reasons explained earlier
in this section.

 [ROOTPARENT] isthe absolute path to your site root's parent directory, i.e. one level above your site's root.

To the right of the directory you will see another field called Virtua Directory. Thisis the name of the subdirectory
where Akeeba Backup storesthe files and folders of these off-site directory'sfiles. Normally, the subdirectory isplaced
inside the virtual directory for external files, as defined in your backup profile's configuration. If you do not enter a
directory name Akeeba Backup will use a predetermined name. This name is a random value followed by a dash and
the name of the off-site directory you are defining.

Sometimesyou want toinclude off-sitefilesdirectly inside the archive'sroot. Two very useful casesare overriding your
regular configuration.php file with another one —presumably one tuned for use on your dev site— aswell as overriding
filesin theinstallation directory, for example in order to customise the appearance of the installer. In those cases you
don't want the off-site files to be included inside the virtual directory for off-sitefiles. Thisisvery easy to accomplish.
Just set the Virtual Directory to a single forward slash (it's this character: /) and Akeeba Backup will copy the off-
sitefilesinside the archive's root.

5. Exclude data from the backup

More often than not you have data on your site you don't want to include in the backup set. This can be host-specific
directories (e.g. cgi - bi n, st at s, etc), log files, temporary data, an huge but immutable collection of large media
files, click tracking tables, download log database records and so forth. The exclusion filters allow you to fine tune
what should be |€eft out of the backup set.

5.1. Files and Directories Exclusion

Very often our sites have files or folders which don't really belong to the backup. A few examples are:
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« Additional sites whose root folders are subdirectories of your site's root. As explained elsewhere in this

documentation, backing them up and restoring them would end up overwriting more sites than you bargained for.

* Directories with large amounts of videos, images, download repositories or other infrequently changing files. In
most cases it makes sense to exclude them from your daily backups and only include them in a separate weekly
or monthly backup profile.

« Leftover filesyou had forgotten about until the time came to back up your site. For example, that really big ZIP file

with the previous version of your site you meant to delete two years ago.

Akeeba Backup lets you exclude files and folders to solve these problems.

Before discussing this feature, you should be aware of some automatic file and folder exclusions applied by Akeeba
Backup. Akeeba Backup will automatically exclude your site's temp-folder and logs folder as configured in your
site's Global Configuration; the "cache" directories under your site's root and administrator directory; and all files
and directories inside the Akeeba Backup's output directory. This means that you should never use a folder whose
contents you intend to back up as your backup output directory, your site's temp-folder or your site's logs
folder. Moreover, do not leave the temp-folder and / or log folder blank or set them to your site's root in your site's
Globa Configuration. Doing so will result in your backup archive NOT having any of your site's files since the site's

root will be automatically excluded by the automatic filters as explained above.

Filesand Directories Exclusion - Browser View

Active Profile: #38 Demo profile

Root directory: [SITEROOT] W Reset all filters := List all exclusions

<root>

Subdirectories

u u V Apply to all listed folders

O =

@ © © 0 © o o o o

At the top of the page there are two tabs, allowing you to switch between the Browser and Summary views.

.idea

m B administrator
m B api

OO«

cli
components
files

images
includes

language

Files

(]
o
]
N
o
o
o
o
o

Apply to all listed files

.DS_Store
.appveyor.yml
.drone.yml
.editorconfig
.eslintignore
.eslintrc
.gitignore
.hound.yml
.htaccess

.htaccess.admintools

The middle area contains a few controls you need to know abouit:

10.0 KB

4.0KB

8.5KB

321B

550B

848 B

1.9 KB

285B

23.2KB

23.2KB
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e The Root Directory drop-down menu. Akeeba Backup can define filters for the site's files or for each of the off-
site directories separately. The default selection, [SITEROQOT], contains all filters pertaining to the main site'sfiles.
If you have defined off-site directories, you can select the appropriate directory from the drop-down list in order
to definefilters for that directory.

e The Reset dl filters button will, as the name implies, remove al of the file and directory exclusion filters for the
selected root directory.

e ThelList all exclusions button takes you to the Summary View page.

e The Current directory bread crumb list. It shows the current path relative to the Root directory above. Clicking on
asubdirectory allows you to quickly navigateto it.

The lower area consists of two panes, showing the folders and files in the current directory. The icons next to each
item are an exclusion type each. Y ou can use them to enable/ disablefilters on each folder or file. The top row of each
panes has controls (icons) which apply thefiltersto all of the listed folders or files below it.

Each icon can have three states: on (yellow background), off (gray background), or force enabled (red background).

Y ou can toggle between the on and off states by clicking on the icon. The force enabled state means that this exclusion

type is active (on) and forcibly enabled by another feature of Akeeba Backup, such as the automatic exclusions

discussed above, the regular expressions filters or a programmatic filter (plug-in) by a third-party developer. Force

enabled filters cannot be changed through this page.

The availablefiltersfor directories are;

» ExcludeDirectory (circlewith diagonal linerunningthrough it). When enabled, the folder and all of its contents
(subdirectories and files) will not be included in the backup. This filter overrides the Skip Subdirectories and Skip
Filesfilters.

 Skip subdirectories (folder icon). When enabled, the subdirectories of this directory will not be included in the
backup. However, the directory itself and its files will be included in the backup.

 Skip files (fileicon). When enabled, the filesinside this directory will not be included in the backup. However, the
directory itself and its folders (and the files inside these folders) will be included in the backup.

If both Skip Subdirectories and Skip Files filters are enabled on afolder then an empty folder will be included in the
backup. If you do not want the folder to beincluded at all use the Exclude Directory filter.

Clicking on afolder name in the Folders pane will navigate inside it.
The avalablefiltersfor files are:

» Exclude File (circle with diagonal line running through it). When enabled, the file will not be included in the
backup.

* Thefile name.

Each file name displays its size to the right. The file size will be displayed in the unit which is more convenient, i.e.
bytes, KB, MB or GB. If you see no unit of measurement, the size is displayed in bytes.
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Filesand Directories Exclusion - Summary View

€ Control Panel M Browser View i= Summary View ? Help

Active Profile: #38 Demo profile

Root directory: [SITEROOT] Add new filter: Exclude Directory Skip Files Skip Subdirectories Exclude File

Type Filter Item

Exclude Directory ﬂ .idea
Exclude Directory ﬂ administrator
Exclude Directory ﬂ api

Exclude Directory ﬂ cache
Exclude Directory ﬂ cli

Exclude Directory ﬂ components
Exclude Directory ﬂ images
Exclude Directory ﬂ includes
Exclude Directory ﬂ (C @l language
Exclude Directory a [l layouts

The Summary View displays alist of filtersinstead of a directory browser.

At the top you have the Root Directory drop-down menu. Akeeba Backup can define filters for the site's files or for
each of the off-site directories separately. The default selection, [SITEROOT], contains all filters pertaining to the
main site'sfiles. If you have defined off-site directories, you can select the appropriate directory from the drop-down
list in order to define filters for that directory.

On the top side of the grid you have the Add new filter buttons:

Exclude Directory. The named folder and all of its contents (subdirectories and files) will not be included in the
backup. Thisfilter overrides the Skip Subdirectories and Skip Filesfilters.

Skip Subdirectories. The subdirectories of the named folder will not beincluded in the backup. However, thefolder
itself and its files will be included in the backup.

Skip Files. The files inside the named folder will not be included in the backup. However, the folder itself and its
subfolders (and the files inside these folders) will be included in the backup

Exclude File. The file will not be included in the backup.

The same notes regarding use of folder filters described in the Browser View apply.

Each line of the grid displays the following information:
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Thefilter type. As described above in the add new filter buttons.

Trashcan. When you click it, the filter row will be removed.

Pencil. When you click it, the row switches to edit mode

Thefilter item itself. It isthe relative path to the directory or file which thefilter row appliesto. The path isrelative
to the Root directory displayed on the selection box on top.

When you click on the pencil icon, the filter item becomes an edit box. Y ou can type in the new relative path and then
click outside the edit box, or press Tab on your keyboard, to immediately save the changes.

5.2. Database Tables Exclusion

There are cases where you need to exclude either entire database tables or their contents from the backup. For example,
if you are using a single database for the tables of two or more sites you will want to exclude all tables not belonging
to the site you're backing up to prevent accidental overwriting of the wrong site when restoring the backup. Moreover,
if you have large tables with not very important data, such as log entries, you may want to exclude their contents -
but not the entire table- from the backup for performance reasons. This is what the Database tables exclusion feature
letsyou do.

Database Tables Exclusion - Browser View

€ Control Panel M Browser View i= Summary View ? Help

Active Profile: #38 Demo profile

Current database: Site's main database v M Exclude non-core tables “* Reset all filters

Database tables, views, procedures, functions and triggers

o = BB #__action_log_config 19
S B BB #__action_logs 39
o = BB #__action_logs_extensions 18
o = BB #__action_logs_users 0
a s BB #__admintools_acl 0
E s BB #__admintools_adminiplist 0
g B #__admintools_badwords 1
g ' BB #__admintools_cookies 0
m S BB #__admintools_customperms 0
s BB #__admintools_filescache 7480
s BB #__admintools_ipautoban 0

At the very top of the page you can see two tabs which let you switch between the Browser View and the Summary
View.

Below the tabs you will see the backup profile number and title asareminder. Remember that database table exclusion
filters, just like all Akeeba Backup filters, are set up per backup profile.
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Further down thereisthe Current Database drop-down list. Akeeba Backup can definefiltersfor the site'smain database
or for each of the extra database definitions separately. The default selection, Site's main database, contains all filters
pertaining to the main site's database, i.e. the one your Joomlal ™ siterunson. If you have defined additional databases
you can select the appropriate database from the drop-down list to define filters for that database.

There are another two buttons here. The Exclude non-cor e tables button. Clicking it will automatically apply the
Exclude Thisfilter on al tables whose name doesn't begin with your site's prefix. These are usually tables which do
not belong to the current Joomlal installation. Be warned of a magjor pitfall: the effects of this button are static. That
isto say, if new tables with a different prefix are added in the future (e.g. tables are added in the other sites using the
same database) you will have to come back here and click on this button again. Instead of that and if you have the
Akeeba Backup Professional version you can use the Regular Expressions Database Tables feature to automatically
deal with such configurations, without having to click this button.

The Reset all filter s button will remove all database table filters for the currently selected database.

Themain areaof the page displaysthe contents of the database: tables, views, triggers, stored procedures and functions.
Each row represents one database entity. The two leftmost icons represent an exclusion type, explained below. The
third icon tells you what kind of database entity (table, view, trigger, ...) itis; hover over it to find out.

Each of the exclusion type icons may have one of three states: on (yellow background), off (gray background), or force
enabled (red background). Y ou can toggle between the on and off states by clicking on the icon. The force enabled
state cannot be changed. It means that it is active (on) because another feature of Akeeba Backup, such as regular
expressions, have it turned on. In case of non-table database entities the red filter type means that this operation is
not applicable to this entity. For example, there is no point excluding the contents of a view since only its structure
is being backed up anyway.

| mportant

The prefixesof the entities names appear "abstracted". If your site'sprefixisabcl_,thetableabcl users
will appear as#__user s. This helpsyou quickly identify the tables your site runs on.

The availablefilters are:
e Exclude This(circlewith diagonal linerunning through it). This database entity will not be backed up at all.

» Do not backup its contents (three stacked disks/ database icon). Only the structure of the database entity will
be backed up, but not its contents. When restoring, this table will be created empty.

Database Tables Exclusion - Summary View

Active Profile: #38 Demo profile

Current database: Site's main database v Add new filter: Exclude this Do not backup its contents

Type Filter Item

Do not backup its contents ﬂ (C@ #__workflow_transitions
Do not backup its contents n (@ # _workflows

Do not backup its contents ﬂ (@l #__workflow_stages

170



Using the Akeeba Backup component

The Summary View displaysalist of al active filters, allowing to quickly modify them.

At the very top of the page you can see two tabs which let you switch between the Browser View and the Summary
View.

Below the tabs you will see the backup profile number and title asareminder. Remember that database table exclusion
filters, just like all Akeeba Backup filters, are set up per backup profile.

Further down thereisthe Current Database drop-down list. AkeebaBackup can definefiltersfor the site'smain database
or for each of the extra database definitions separately. The default selection, Site's main database, contains all filters
pertaining to the main site's database, i.e. the one your Joomlal ™ siterunson. If you have defined additional databases
you can select the appropriate database from the drop-down list to define filters for that database.

Above the grid you have the Add new filter buttons. The filter types correspond to the icons in the Browser View,
as discussed further above.

Each line of the grid displays the following information:

e Thefilter type. Asdiscussed above.

» Trashcan. When you click it, the filter will be removed.
» Pencil. When you click it, the row switches to edit mode

» The filter item itself. It is the abstracted database entity name which the filter row applies to. When we say
"abstracted" we mean that the site's prefix hasto be replaced by #  as discussed above.

When you click on the pencil icon, the filter item becomes an edit box. Y ou can typein the new (abstracted) database
entity name and then click outside the edit box, or press Tab on your keyboard, to immediately save the changes. There
isno way to undo your changes.

5.3. RegEx Files and Directories Exclusion

Note

Thisfeature is available only in Akeeba Backup Professional

Sometimes you know that you have to exclude files or directories following a specific naming pattern, but they are so
many that it's impractical going to the normal exclusion filters page and click them one by one. Or they are scattered
around the file system tree, making it too complicated tracking them down and excluding them one by one. Regular
expression filters let you create pattern-based filters to deal with that. What are regular expressions? Let's consult
Wikipedia:

In computing, regular expressions, also referred to asregex or regexp, provide aconcise and flexible
means for matching strings of text, such as particular characters, words, or patterns of characters.
A regular expression iswritten in aformal language that can be interpreted by aregular expression
processor, a program that either serves as a parser generator or examines text and identifies parts
that match the provided specification.

—"Regular expression” article [http://en.wikipedia.org/wiki/Regular_expression] from Wikipedia

In anutshell, regular expressions allow you to quickly define filters which span multiple subdirectories and match file
or directory names based on a number of criteria. If you want a quick cheatsheet you can use, we recommend taking
alook at the Regular Expressions Cheat Sheet (V2) [https.//www.cheatography.com/davechild/cheat-sheets/regular-
expressions/] from Cheatography. Some practical examples will be presented at the end of this section.
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There are some special considerations experienced regular expressions users must have in mind:

* You are supposed to specify a full regular expression, including its opening and ending separators. So ~f 00 is
invalid, but / ~f oo/ and #"f oo# arevalid.

» Akeeba Backup supports an extension to the PCRE syntax. If you prefix the regex with an exclamation mark you
negateitsmeaning. So/ ~f oo/ will match all entities starting with f oo, whereas! / ~f oo/ will match all entities
NOT starting with f 00.

» Akeeba Backup stores and parses your data as raw Unicode (UTF-8), provided that your database meets the
minimum requirement of site database server version. This eiminates the need to use the u suffix of regular
expressionsin order to reference Unicode characters.

When it comes to files and directories exclusion filtersin particular, you have to bear in mind:

» The path separator is always the forward slash, even on Windows. Thismeansthat c: \ wanp\ wwh i ndex. php
isinternally represented asc: / wanp/ www/ i ndex. php. Therefore, all regular expressions must use the forward
slash whenever referencing a path separator.

» The filenames are always relative to the root. That's why you have to select a root before entering a regex filter.
For instance, the images/stories directory on the root of your Joomlal ™ site is internally referenced asi nages/
st ori es. You have to take this into account when writing regular expressions.

RegEXx Filesand Directories Exclusion

€ Control Panel ? Help

Active Profile: #38 Demo profile

Root directory: [SITEROOT] v

Type Filter Item

ﬂ Exclude File #7files/20[18]191)/(.%)\.png#

At the very top of the page you will see the backup profile number and title as a reminder. Remember that database
table exclusion filters, just like all Akeeba Backup filters, are set up per backup profile.

Right below it isthe Root Directory drop-down menu. Akeeba Backup can definefilters for the site's files or for each
of the off-site directories separately. The default selection, [SITEROOT], contains all filters pertaining to the main
site'sfiles. If you have defined off-site directories, you can select the appropriate directory from the drop-down list
in order to define filters for that directory.

Each row in the grid below represents afilter. The three columns on each row are:
Icons column Y ou can perform the basic operation by clicking on this column'sicons:
« Trashcan (red background). When you click it, the filter row will be removed.

» Pencil (blue background). When you click it, the row switches to edit mode
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* Add (blue background; only on the last row). Clicking this icon adds a new row at the end of
the list and switchesit to edit mode. Y ou can select the type of the newly added filter.

Type Thefilter type defines what will happen when adirectory or file matches the regex filter and can
be one of:

« Excludedirectory. Completely skips backing up the given subdirectory.

« Excludefile. Completely skips backing up the given file.

« Skip subdirectories. Skips backing up all the subdirectories inside the given directory.
« Skip files. Skips backing up all the filesinside the given directory.

Filter Item Thisisthe actual regular expression you have to write.

RegEXx Filesand Directories Exclusion - Edit Mode

E e Exclude File v #~files/20[18]19])/(*)\.png#

When you click on the pencil or add icons, the respective row entersthe edit mode. In thismode, thefilter type becomes
adrop-down list where you can select the type of thisfilter row. Thefilter item column also turnsinto an edit box so
that you can enter your filter definition. The icon column now contains two different icons:

 Disk (dark background). When you click it, the changes will be saved.

» Cancel (yellow background). When you click it, any changeswill be cancelled and the row will resumeits previous
State.

You can easily make sure that your filters match the directories and/or files you meant to. Just go back to the Control
Panel and click on the Files and Directory Exclusion button. The items filtered out by the regular expressions filters
will be automatically highlighted in red. Y ou can browse through the file system structure to make sure that only the
items you really meant are being excluded.

5.3.1. Regular Expressions recipes for files and directories

No matter how good you are on writing regular expressions, it's always a good ideato have some recipes which serve
as a starting point for cooking your own.

1. Exclude AVI filesin all directories (note: the i at the end causes the regex to match .avi, .Avi, .AVI, etc without
discriminating lower or upper case):

#\ . avi $#i

2. Exclude AVI filesin your site'si nages directory and all of its subdirectories:
#7Ni mages/ (. *). avi $#i

3. Exclude AVI filesin your site'si mages directory but not its subdirectories
#/Mi mages/ [N ] *. avi $#i

4. Exclude AV filesin your site'si nages/ vi deo subdirectory but not its subdirectories

173



Using the Akeeba Backup component

#"i mages/ vi deo/ [N ] *. avi $#i

5. Exclude al files except for files ending in .php (note: the exclamation mark in the beginning is a custom Akeeba
Backup notation which negates the meaning of the following regular expression)

L#(?>\. php$) #

6. Excludeall . svn subdirectoriesanywhere and everywherein your site. Theideaisto match everything which ends
in aslash (directory separator) and . svn, thereforeit's a.svn subdirectory.

#/\ . svn$#
However, thiswon't match the . svn directory in your site's root, so you will have to add yet another filter:
#M . svn$#

This second filter matches only the . svn directory in your site's root.

5.4. RegEx Database Tables Exclusion

Note
Thisfeature is available only in Akeeba Backup Professional

Sometimes you know that you have to exclude database tables following a specific naming pattern, but they are so
many that it's impractical going to the normal exclusion filters page and click them one by one. Or, more frequently,
you want to exclude database tables not following a specific pattern, e.g. tables whose name doesn't begin with your
site's table naming prefix. Regular expression filters let you create pattern-based filters to deal with that. What are
regular expressions? Let's consult Wikipedia:

In computing, regular expressions, also referred to asregex or regexp, provide aconcise and flexible
means for matching strings of text, such as particular characters, words, or patterns of characters.
A regular expression iswritten in aformal language that can be interpreted by aregular expression
processor, a program that either serves as a parser generator or examines text and identifies parts
that match the provided specification.

—"Regular expression” article [http://en.wikipedia.org/wiki/Regular_expression] from Wikipedia

In anutshell, regular expressions allow you to quickly define filters which span multiple subdirectories and match file
or directory names based on a number of criteria. If you want a quick cheatsheet you can use, we recommend taking
alook at the Regular Expressions Cheat Sheet (V2) [https://www.cheatography.com/davechild/cheat-sheets/regular-
expressions/] from Cheatography. Some practical examples will be presented at the end of this section.

There are some specia considerations experienced regular expressions users must have in mind:

» You are supposed to specify a full regular expression, including its opening and ending separators. So ~f 0o is
invalid, but / ~f oo/ and #"f oo# arevalid.

» Akeeba Backup supports an extension to the PCRE syntax. If you prefix the regex with an exclamation mark you
negateitsmeaning. So/ ~f oo/ will match all entities startingwith f oo, whereas! / ~f oo/ will match all entities
NOT starting with f 00.

» Akeeba Backup stores and parses your data as raw Unicode (UTF-8), provided that your database meets the
minimum requirement of site database server version. This eliminates the need to use the u suffix of regular
expressionsin order to reference Unicode characters.
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When it comes to database table filters in particular, you have to bear in mind:

» All Joomlal ™ tables have their prefix stripped and replaced by the standard # _ placeholder. So, if your database
prefix isabcl_, thetable abcl_users isinternaly referenced as#__user s. Thisis caled the "abstracted"
namein Akeeba Backup's documentation. Y ou must take thisinto account when writing regex filters. The abstracted
name of the tableis the name you will have to match with your regular expressions!

e The prefix replacement described above takes place in Full Site and All Configured Databases backup modes.
However, it does not take place in the Database Only backup mode. As a result, you have to reference the tables
by their full, normal name, e.g. abcl_users.

» The examples at the end of this section apply to afull site backup scenario, where the replacement does take place.

RegEx Database Tables Exclusion

& Control Panel ? Help

Active Profile: #38 Demo profile

Current database: Site's main database v
Type Filter Item
B Exclude a table !/~#__action_/

At the very top of the page you will see the backup profile number and title as a reminder. Remember that database
table exclusion filters, just like all Akeeba Backup filters, are set up per backup profile.

Below that you can find the Current Database drop-down menu. Akeeba Backup can define filters for the site's main
database or for each of the extra databases you may have defined. The default selection, Site's main database, contains
all filters pertaining to the main site's database, of course. If you have defined extra databases, you can select the
appropriate database from the drop-down list in order to define filters for that database.
Each row represents afilter. It has three columns:
Icons column Y ou can perform the basic operations by clicking on this column'sicons:

» Trashcan (red background). When you click it, the filter row will be removed.

« Pencil (blue background). When you click it, the row switches to edit mode

¢ Add (blue background; only on the last row). Clicking this icon adds a new row at the end of
thelist and switchesit to edit mode. Y ou can select the type of the newly added filter.

Type Thefilter type defines what will happen when adirectory or file matches the regex filter and can
be one of:

e Exclude a table. Completely skips backing up tables whose names match the regular
expression.
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« Do not backup atable's contents. Only backs up the structure of tables whose names match
the regular expression, but not their contents.

Filter Item Thisisthe actual regular expression you have to write.

RegEx Database Tables Exclusion - Edit Mode
a ° Exclude a table v I/~#__action_/

When you click on the pencil or add icons, the respective row entersthe edit mode. In thismode, thefilter type becomes
a drop-down list where you can select the type of thisfilter row. Thefilter item column also turnsinto an edit box so
that you can enter your filter definition. The icon column now contains two different icons:

 Disk (blue background). When you click it, the changes will be saved.

» Cancel (yellow background). When you click it, any changeswill be cancelled and the row will resumeits previous
State.

You can make sure that your filters match the tables you meant to. Just go back to the Control Panel and click on
the Database Tables Exclusion button. The items filtered out by the regular expressions filters will be automatically
highlighted in red. Y ou can browse through the database structure to make sure that only the items you really meant
are being excluded.

5.4.1. Regular Expressions recipes for database tables

No matter how good you are on writing regular expressions, it's always a good ideato have some recipes which serve
as a starting point for cooking your own.

1. Exclude non-Joomlal database tables
LIng |

2. Exclude Akeeba Backup tables. We know that these tables have ak_ in their name after the table prefix, e.g.
abcl_ak_f oobar becomes# _ak_f oobar, soyouonly needto filter # _ak.

I "t_ak_/
6. Automating your backup

6.1. Taking backups automatically
Why you need scheduled backups

Akeeba Backup is an excellent tool for taking backups of your site every time you want to transfer it to a different
server, are ready to make substantial changesto it (like upgrading Joomla) or are about to or have just made changes
to it. Thisway is something goes wrong you can easily roll back to the last known state of your site. The corollary to
that is that if your backups are too far in between they might not encompass all useful changes to your site, leading
to lost work and frustration.

This poses two concerns, depending on the type of site you have. If you have an infrequently changing site (low
traffic blog, company presentation, organization bulletin board, ...) it takesalot of self-disciplineto take backups every
time something changes, something that's not a given when you have multiple people managing a site. If you have a
fast changing site (such as an e-commerce site, a busy blog with loads of comments, a community / forum site etc)
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you'd have to frequently log into your site and take backups, probably multiple times aday. Thisis admittedly time-
consuming and boring. In the end of the day you might skip afew or alot of backups and that could prove detrimental
to your ahility to rescue your site should things go awry.

The solution to that is scheduling your backups, i.e. having backups being taken automatically, at regular intervals.
Thisis not something that will happen without any intervention by you, the site owner. Backups take too long to run
in asingle page load and need your site to maintain afairly consistent state throughout the backup. Therefore having
traffic to the site trigger the backupsis abad idea asit's neither guaranteed to come at the right frequency and quantity
to guarantee a backup when you'd like it to happen, nor does it guarantee a consistent state, by definition (people
accessing your site may indeed cause things to change). Ideally, your backups should run when your site experiences
the least amount of traffic. If you're not sure when: check your hosting control panel's traffic logs and ook for the time
of the day you receive the lowest number of requests. From that, it should be fairly obvious that you need something
else to trigger the backup.

An overview of scheduling methods

Akeeba Backup offers several options which are explained further below in this section of the documentation. Thisis
aquick overview which will let you pick a method suitable for your site.

Thefirst group of methods are designed to run on the same server as your site.

Depending on your hosting company you might be able to use CRON jobs. Thisisthe preferred option. True CRON
jobs alow you to run custom scripts or commands accessible from the command line (CLI) at regular intervals.
However, some hosts may limit the amount of time CRON jobs are allowed to run. If thistime isless than the time it
takes to run a backup this method is unsuitable for you. If you're not sure how long the backup takes: take a backup
from the back-end of your site, go to the Manage Backups page and look at how long it took to runiit. Y ou can use the
Native CRON Script and the Alternative CRON Script with this method.

On other servers you might be able to use pseudo-CRON jobs. In this case you can tell your host to access a specific
URL at regular intervals. Please ask your host whether their pseudo-CRON follows HTTP redirections and if it does,
whether it has alimit of redirections followed. If they answer that they do not follow HTTP redirections or that they
impose a limit of redirections followed you cannot use this method. Furthermore, the time limits explained in the

previous paragraph apply.

If the previous methods which rely on your own server are not suitable for your site, Akeeba Backup does offer two
alternatives.

Thefirst alternativeisthe Front-end Legacy Backup API. Y ou can use aspecial URL with third party CRON services
which follow HTTP redirections and do not impose a limit of redirections followed such as WebCRON or even a
shell script using wget, curl or something similar on any server or Internet connected computer under your control.
For example, you could set up a CRON job on your Linux machine, a Scheduled Task on your Windows computer
or even have a Raspberry Pi or your NAS access that URL. If you use a third party service to trigger the backups be
advised that they charge fees which are usualy pretty low.

The second alternative is the Akeeba Backup Remote JSON API. This is a more advanced way of taking backups
remotely. Itisused intwo distinct cases. First, in conjunction with our remote backup software, namely Akeeba Remote
CLI and Akeeba UNITE. These can be used to schedul e taking backups remotely and, in the case of UNITE, restoring
them on acomputer under your control aswell. Second and most common, with athird party service that can schedule
and take remote backups using Akeeba Backup's Remote JSON API such as BackupMonkey or Watchful. Third party
services charge fees according to their commercial policy.

Availability of scheduling methods

Backup scheduling features are only available in Akeeba Backup Professional, our for-a-fee edition. They are not
included in Akeeba Backup Core, our free of charge edition.
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The target audience of Akeeba Backup Core has always been the small, hobbyist site owner and those who need a
relatively easy way to transfer their sites between servers. Thistarget audience does not need backup scheduling, either
because their sites change too infrequently or because they perform one-off backups for site transfers.

If you find yourself with asitethat changes often enough to warrant automatic backupswekindly ask you to consider an
Akeeba Backup Professional subscription. There are several good reasonsto do so. For starters, asite valuable enough
to warrant automatic backups should also have these backups stored off-site, a feature exclusive to the Professional
edition. Moreover, your small investment in Akeeba Backup Professional will save you copious amounts of time
and money should something go awry. Furthermore you will have access to our acclaimed support, provided by the
same developers writing the software, should you have any issue using it. It's worth noting that if you are a web
professional you only need one subscription for unlimited sites, including those of your clients. Finally, by purchasing
an Akeeba Backup Professional subscription you are financing the painstaking and expensive research, development
and maintenance that goes into Akeeba Backup —thank you for making this software possible!

Scheduling